
or announcements de-
pends on the content of 
their search enquiry. 
Search engines are used by 
Internet users in every 
stage of their purchase de-
cision process. Almost two 
thirds of the respondents 
say they use search en-
gines at the beginning of 
their search to receive an 
overview of the offer on the 
Internet.  

Plenty of research has al-
ready been done on vari-
ous aspects of web usage 
and currently more and 
more surveys track the use 
of search engines and how 
users find information. 
Market researchers have 
found out that search en-
gines are an important con-
tact point for Internet users 
in every stage of the pur-
chase decision process. 

A study on the subject 
“Searches on the Internet” 
proves that more than half 
of Internet users prefer the 
normal search result list 
(algorithmic index) instead 
of clicking on paid text an-
nouncements such as 
Google AdWords (so called 
sponsored links). However, 
one third of the people sur-
veyed note that whether 
they click on index results 

S E A R C H  E N G I N E  M A R K E T I N G :   
T H E  I M P O R T A N C E  O F  A  G O O D  S E A R C H  E N G I N E  R A N K I N G  

S E A R C H  E N G I N E  S P I D E R S  ( R O B O T S )   
A N D  W H A T  Y O U  S H O U L D  K N O W  A B O U T  I T  

Understanding the basic 
structure of how search 
engines register Web sites 
is crucial to succeed in 
search engine optimization 
(SEO). It is one of the most 
effective web site promo-
tion techniques, referring to 
i m p r o v e m e n t s  a n d 

changes made to web 
pages so that they conform 
to the search criteria util-
ized by search engines to 
rank and position listings.  

'Spiders' are used by 
search engines to locate, 
index, rank, and list their 

findings. Most indexing spi-
ders can only read text and 
have in general problems 
to see dynamic, asp, Cold 
Fusion, Flash, multiple redi-
rects, tables and codes 
such as Java Script. 
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Experts estimate that at 
least every fourth receiver 
of e-mails is "inactive".  

This means that e-mails are 
not read by these receivers 

at all or included links are 
not clicked. 

It’s not  easy to attract at-
tention in the online envi-
ronment, but I let the cat 

out of the bag and give you 
eight best tips on how to 
reactivate inactive receiv-
ers. 
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One third use search engines mainly 
at the beginning of their search as 
well as shortly before the final pur-
chase. 

On the question, how search engine 
users would react if at the end of a 
product search (i.e. shortly before 
the purchase decision) they would 
come across a supplier in a search 
result list who has already got their 
positive attention at the beginning of 
their search due to detailed product 
information, almost half of them 
reply that they click on the result 
again because of the good product 
information. Nevertheless, a quarter 
of the users purchase from this 
specific supplier only if the product 
offer is in addition low priced. After 
all, 10 percent of users are willing to 
pay suppliers with good product 
information even a little bit more. 

Another interesting result is that one 
third of search engine users are 
convinced of the fact that suppliers 
who appear with several search 
enquiries of a product over and over 
again on top of search results, are 
leading suppliers in this area. 
Unfortunately, another third of the 
people assume that these suppliers 
are rather expensive as they spend 
a lot of money for search engine 
advertisements. 

If a supplier, whom a search engine 
user would have expected to find 
after a search enquiry, isn’t listed in 
the result, one third of the users 
take for granted that this supplier 
doesn’t have the article in stock. 
Some believe that this supplier is 
obviously no leading supplier in this 
area, and others believe that the 
supplier has financial problems and 
therefore can’t run search engine 
advertisements. 

What this means for online vendors 
is that their products and services 
have to be found. Be it by the use of 
generic search enquiries (e.g. 

mobiles), used mostly at the 
beginning of the search process, or 
by the use of specific search 
enquiries (e.g. Nokia 7260), used 
quite often shortly before the final 
purchase. Hence, even well-known 
brands must make sure that they 
are found through search engine 
marketing and in fact not only under 
their branding keywords, but also 
under general search words to lose 
no potential buyers to the 
competitors. 

The results of 
latest studies 
emphasizes how 
important it is for 
all online vendors 
to be found in 

search engines – namely in the in-
dex as well as in the text announce-
ments. Depending on the contents 
of the search enquiry, the search 
engine user selects results from the 
index or from the sponsored links. 
It’s as simple as who can’t be found 
in the result lists, isn’t existent for 
potential online buyers. This applies 
to known brands as well, because if 
the user doesn’t find the vendor with 
his initial product search, he as-
sumes that the supplier does not 
lead this product at all –even if it 
isn’t so. Therefore take my advice!  

Search engine marketing gives you 
the unique chance to find customers 
in every phase of their purchase cy-
cle (the search, the price compari-
son and finally the purchase). Make 
sure that you provide relevant and 
detailed information about your 
products and services on your web-
site. Internet users have a high opin-
ion of vendors that offer detailed 
background information on their 
products. If you can offer then in 
addition a low price, you’ll win with 
the utmost probability a new cus-
tomer. ♦ 

By Daniela La Marca 
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In addition, spiders take into consid-
eration criteria such as keyword fre-
quency, prominence, weight and 
proximity, plus keyword placement 
within the HTML. They like "content 
rich" or thematic text (sufficient 
enough to support the primary key-
word phrase) about your products/
services and use this to determine 
how relevant the page is to a 
searcher's request.  

There are many factors to consider 
when optimizing a web site, some of 
them are: 

• Head, title, and meta tags (include 
descriptions, keywords, and copy-
right info) 

• Incorporating body text that sup-
ports targeted keywords 

• Converting dynamic web pages 
(asp, jsp) to allow reading by 
search engine robots/spiders 

• Reducing source code without 
compromising Web site functional-
ity 

• Improving/fixing html code, bro-
ken links, and tags 

• Ensuring sufficient keyword con-
centration and placement on a 
page 

• Rewriting or copy writing to ensure 
the content supports the keyword 
phrases ♦ 

B E S T  P R A C T I C E S  &  S T R A T E G I E S  

1. Send them a special offer; 

2. Let them take part in a sur-
vey to find out the reason of 
their inactivity; 

3. Use incentives (free reports, 
coupons, etc.) to let them 
update their profiles; 

4. Modify the transmission 
frequency – maybe you 
have “over-mailed” the in-
active receiver; 

5. Look for significant com-
mon characteristics – e.g., 
the address source or the 
gender and present to this 
group a more suitable offer; 

6. Test other reference lines; 

7. Check if particular e-mail 
providers appear more of-
ten. Test then if they use 
specific filters by default 
and optimize your broad-
cast accordingly; 

8. Keep the list of inactive e-
mail receivers updated and 
continually take out those 
who have reacted again.♦ 

From Page 1 —  8 Ways to reactivate 
inactive e-mail receivers  

U N D E R S T A N D I N G  W H Y  C U S T O M E R S  S H O P   
I S  C R U C I A L  F O R  E - M A R K E T I N G  

Emotional selling in direct marketing is trump - since customers no longer shop 
due to necessity, but by reason of feeling. You must therefore, be clear to your-
self why a customer would buy your product or service. 
 

Here, emotion comes into play. For example, customers indeed acquire a car to 
be mobile, but they buy a certain brand to raise their respect and to realize their 
pride of possession – or to feel very sure of it. The list can be continued arbitrar-
ily. Experience shows that certain emotional purchasing motives are always re-
peated. Thus, it is a matter of determining the possible motives for purchasing 
the respective product/service as well as addressing the consumers’ goals.  
Here is a list of the most important motives behind why products are bought:  
• to look attractive (e.g. cosmetic products) 
• as a status symbol to increase respect (e.g. cars) 
• to save time (e.g. PCs) 
• to feel safe and protected (e.g. insurances) 
• for prestige / reputation (e.g. gifts) 
• to save money ( e.g. special offers) 
• to live easier and more comfortably (e.g. electrical appliances) 
• to stay healthy (e.g. pharmaceuticals and health food) 
• to have fun (e.g. leisure wear) 
• for the pleasure of affording something good (e.g. wellness) 
• to satisfy curiosity and thirst for knowledge (e.g. new product lines) 
• due to fascination of technology (e.g. HiFis) 
• to follow the fashions and to be "in” (e.g. clothes) 
• to remain updated (e.g. software) 
• identification with an attitude to life (e.g. cigarettes) 
• pride of ownership ( e.g. savings contract with a building society) 
• quality consciousness (e.g. brands) 
• to be able to keep up or compete with a person (e.g. computer games) ♦ 

From Page 1 —Search Engine Spiders (Robots) and what you should know about it 



Ultimately, it is the response that 
decides success or failure. The defi-
nition of success is always depend-
ent on the goals of the campaign.  
It could include the following: 
• increasing the level of awareness 
of a brand (branding)  

As an advertiser, you want to moni-
tor the success of your marketing 
measures. Here, the definition of 
success depends on the campaign 
objectives.  
Particularly in online dialogue mar-
keting, web monitoring provides 
many possibilities.  

• Never list keywords anywhere ex-
cept in your keywords meta tag.  
By "list" we mean something like - 
keyword 1, keyword 2, keyword 3, 
keyword 4, etc. There are very few 
legitimate reasons that a list of 
keywords would actually appear on 
a web page or within the page's 
HTML code and the search en-
gines know this. While you may 
have a legitimate reason for doing 
this, we would recommend avoid-
ing it so that you do not risk being 
penalized by the search engines. 
When you integrate keywords into 
your title and alt tags, integrate 
them into a readable sentence 
that will not raise the red flag of a 
simple list. 

• Never use the same color text on 
your page as the page's back-
ground color. This has often been 
used to keyword stuff a web page. 
Search engines can detect this 
and view it as spam.  

• Never use multiple instances of 
the same tag. For example, using 
more than one title tag. Search 
engines can detect this as well 
and view it as spam.  

• Never submit identical pages. For 
example, do not duplicate a page 
of your site, give the copies differ-
ent file names, and submit each 
one.  

• Never submit the same page to 
any engine more than once within 
24hrs.  

• Never use any keywords in your 
keywords meta tag that do not di-
rectly relate to the content of your 
page.  

• Never use a search engine optimi-
zation or submit service that prom-
ises you a top ranking by optimiz-
ing your page and submitting and 
resubmitting your site to thou-
sands of search engines. We have 
yet to find a service like this that 
really works, and many will use 
some or many of the techniques 
listed above, which can actually 
hurt, rather than help your site to 
rank well.  

Generally it isn’t necessary to sub-
mit a Website. If it is relevant to the 
subject matter, the search engines 
will find it. ♦  

There are several things considered 
"spamming", that you can do to try 
to get your page listed higher on a 
search engine results page, but we 
recommend that you never try to 
trick or deceive a search engine in 
any way. Don’t risk becoming black-
listed!  

Since the majority of your traffic will 
come from search engines, the risk 
far outweighs the benefits in the 
long run. Search engine operators 
spend a lot of time trying to create a 
useful tool for finding related con-
tent on the web, and we have the 
highest respect for these efforts. 
Never do anything to try to trick the 
search engines into listing your site 
better. Search engines will likely 
view it as spam and penalize you. 
Furthermore:  
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• communication of products and 
product features  
• registration (e.g. competition, 
newsletter, request for proposal)  
• purchase/transaction  
• new customer acquisition 

continues on Page 5 
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Requirements of modern online advertising  
success monitoring 
The goals of online marketing campaigns can be very 
different. Brand websites often aim for widespread visi-
bility in order to support an offline advertising campaign.  

Online shops have their 
focus mainly on the 
number of transac-
tions. It doesn’t matter 
which goal you are aim-
ing for with your web-
site, transparent and 
accurate web monitor-
ing is important to be 
able to measure suc-
cess and ROI. 

Methods of Web Monitoring 

Web monitoring can be performed by means of various 
tracking methods, starting with traditional log files up 
to modern live tracking on the basis of the pixel meas-
urement method.  

Compared to the other 
methods, the pixel meas-
urement method is often 
described as the best and 
most advanced. The rea-
son for this is mainly the 
validity and the timeliness 
of the data.♦ 

 

The significance of e-mail marketing 
is already astonishingly high: more 
than three quarters of the ques-
tioned companies attribute to e-
mails a high or very high value. For 
around 80 percent of the enter-
prises surveyed, the newsletter is in 
the foreground, while e-mail cam-
paigns are used only by about 20 
percent as a preferential communi-
cation form. A lot of potential is still 
given away as the opportunity to re-
act fast via e-mail offers chances to 
build up a stronger customer rela-
tionship, if an e-mail, for instance, 
follows and strengthens a certain 
event in the customer dialog. 

An important result of the analysis is 
the often missing address data actu-
alization. Allegedly 40 percent of the 
companies do not update their cus-
tomer data entirely, forgetting that 
only a steady exchange between the 
e-mail database and the central cus-
tomer database can influence the 
response rates and facilitate posi-
tive values. As one third of the ques-
tioned enterprises already send out 
more than 250,000 e-mails per 
transmission, the use of customer 

During the past few years more and 
more companies have discovered 
the use of e-mail marketing to im-
prove their customer communica-
tion. But a recently published study 
proves that there are still a lot of e-
mail dispatching companies laying 
idle considerable capabilities. The 
research questions examine mainly 
the most important success factors 
in e-mail marketing – beside objec-
tives and performance of measure-
ment regarding e-mail activities, de-
sign and construction as well as the 
degree of individualization during 
the e-mail broadcast. 

With their activities, the enterprises 
aim almost exclusively at product 
sales and customer activation. Fur-
ther possibilities like marketing re-
search or branding support are rela-
tively unimportant. More than a 
quarter of the enterprises indicated 
that they do not use the findings 
from e-mail marketing for other ar-
eas. And more than 40 percent 
don’t combine their e-mails with tra-
ditional advertising measures to op-
timize their marketing mix. 

information is an essential success 
factor. 

Regarding the 
configuration, 
almost all com-
panies go for a 
c o n s i s t e n t 
brand layout 

and a low quantity of e-mails. Other-
wise, there are not really noticeable 
consistent trends. To some extent, 
while there is an emphasis on pic-
tures, some companies aim at suc-
cess by having long text passages. 
These differences can be explained 
with industry-specific requirements, 
or simply when it comes to configu-
ration and contents, often only small 
changes can have a substantial ef-
fect on the success of an e-mail. 
Only a few companies systematically 
test the variety of possibilities and 
optimize their excellent track record 
appropriately.  E-mail marketing un-
folds its strength in the individual-
ized customer dialog claim various 
management consultants, yet re-
grettably, these possibilities are not 
often utilized.♦  

By Daniela La Marca 

E - M A I L  M A R K E T I N G :  I T S  S T R E N G T H  L I E S  I N  T H E  
I N D I V I D U A L I Z E D  D I A L O G U E   
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• Alphabetical priority and its  
 influence 
     Whether a file name starts with A or 

Z has a surprising effect on a site’s 
search engine rankings. This is be-
cause some small search engines 
still use alphabetical priority as a 
ranking factor. Furthermore, directo-
ries such as Yahoo! And Open Direc-
tory Project list sites in alphabetical 
order. Therefore, it is vital to consider 
the effect of the alphabetical hierar-
chy when choosing keywords. 

• Avoid spam 
 Be extremely careful when choosing 

keywords. This is because if all your 
keywords do not relate to your site’s 
content, you risk being penalized for 
spam. 

• Conduct a log file analysis 
 This will tell you exactly what key-

words have already been used to find 
your site. Combine these words into 
new keywords phrases. 

• Research by surfing the Internet 
 Have a look at the meta keywords 

and text used in other websites 
about the same subject as they may 
have found additional keywords for 
you to use. However, don’t be 
tempted to paste the code from 
other sites straight into your page as 
you can never be sure whether 
proper research was done. Use this 
method solely for keywords research 
purposes only. 

Using your HTML Title effectively 

What is a HTML Title and why should I 
use it? 

A HTML Title describes the contents of 
your web page in one sentence. It's 
likely to appear in search engines' re-
sults and in bookmarks. It is also the 
first thing a search engine's spider sees 
on your page. Since your title will be 
seen by both readers and search en-
gines, it is of particular importance. 

Your title is the most important part of 
your page as far as search engines are 
concerned. Remember that every 
search engine supports the title tag to 
some extent. 

Important: Your title should appear right 
after the <head> tag. If you're using a 
WYSIWYG (What-You-See-Is-What-You-
Get) tool, such as FrontPage, you may 
want to make sure your title is placed 
correctly. Having your title placed below 
its usual place may decrease its power 
and cost you rankings. 

Never spam 

Don't repeat the same keyword in your 
title more than twice; it's considered 
spam. Also, some engines penalize for 
using all CAPS.  

In summary, the HTML tile is the most 
important part of your page. It should 
appeal to search engines as well as 
people and needs to capture the inter-
est of the reader. 

Using keywords in the text of your pages  

There are many issues to consider when 
placing keywords in the text of your 
pages. Most search engines index the 
full text of each page, so it is crucial to 
place keywords throughout your text. 
However, each search engine uses dif-
ferent ranking algorithms. Difficult 
though it may be, you need to bear all of 
them in mind. 

 

 

 

In order to improve your search engine 
rankings, most techniques have one 
thing in common and that is keywords. 
Keywords are extremely crucial as they 
lead search engine users to your site. 

Some people make it to the top of 
search engines and get lots of traffic 
while others do the same but get noth-
ing. The reason is simple. The first group 
selected keywords that many people are 
searching for, while the second group 
did not. 

Choosing keywords: 

Selecting the right keywords is the first 
step to better search engine positioning 
and the most important stage in garner-
ing a prime spot in search engines’ Top 
20. To ensure this, analyze your busi-
ness carefully and think of all the words 
that relate to your company or product. 
Brainstorming with your colleagues and 
friends is vital. When thinking about 
keywords, consider the following: 

• Who needs your service? 
 Your target audience – those who will 

use your services/products – must 
always be foremost on your mind 
when coming up with the correct, 
most effective keywords 

• Include variations of your keywords 
     Always remember that people search 

sites using all sorts of keywords. En-
suring your site is easy to find means 
including misspelled, capitalized and 
plural keywords. In addition, always 
include the longer forms of keywords 
too. 

For example, use “domestication” as 
well as“domestic”. 

• Avoid wrong key words 
 Sounds basic? However, you’d be 

surprised how many people use 
“stop words” such as particles like 
“and”, “the” and common words like 
“Internet”. Always bear in mind that 
the more specific your keywords, the 
better the chance that people who 
find your site through search engines 
will actually benefit from its content. 
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Sound easy? Imagine having 10 key-
words and trying to repeat each one 3-
7 times per 100 words of text - it's 
practically impossible. Instead, pick 

two or three of your most important 
keywords and try to use them 3-7 
times for every 100 words. 

Keyword Frequency 

Keyword frequency is a measure of 
the number of times keywords occur 
within a page's text. It's tied to the 
concept of keyword density. Search 
engines want to see more than one 
repetition of a keyword in your text to 
make sure it's not an isolated case. 
The recommended repetition is again 
3-7 times. 

Avoid spam 

Do not ever be tempted to use tiny or 
invisible text to put keywords at the 
beginning of your pages. Search en-
gines define this behavior as spam 
and can reject your site for it. 

The Meta Tag and Keywords 

What is the meta description tag and 
why should I use it? 

The meta description tag describes 
your site's content, giving search en-
gines' spiders an accurate summary 
filled with multiple keywords. Meta 
tags are hidden in a document's 
source and are invisible to the reader. 
Some search engines however, are 

General rules 

Ensure your main page is full of key-
words. It has a higher chance of being 
indexed than your other pages, and it 
will be the only page indexed by some 
engines. 

Some engines rank a page high if it 
has at least 100 words, so make that 
your minimum. Directories include 
pages based on the quality of their 
content, so make sure your pages are 
not simply lists of keywords. 

Key concepts 

When creating your pages' content, 
keep the following four concepts in 
mind:  

Keyword Prominence 

The best place to place keywords in 
the text is at the top of each page and 
preferably on the main page. The 
closer your keywords are to the start 
of the page or the start of a sentence, 
the better. This concept is known as 
"keyword prominence." You will fre-
quently see it used to describe search 
engines' algorithms.  

Some engines also say the bottom of 
the page should contain keywords as 
well.  

Keyword Proximity 

Some engines, such as Google, use 
the concept of "keyword proximity" as 
part of their ranking formulas. As sug-
gested by the name, "keyword prox-
imity" means how close keywords are 
to each other. Put your keywords as 
close together as possible and make 
sure your sentences are clear. 

Keyword Density 

This concept, also known as keyword 
weight, measures the relationship of 
keywords to other text. Remember, 
the higher the percentage of keywords 
in relationship to other text, the better.  

The recommended density is 3-7%. 
This means that your keyword should 
repeat 3-7 times for every 100 words. 

. 

able to incorporate the content of 
meta tags into their algorithms. No 
engines penalize sites that use meta 
tags properly, so it is highly recom-
mended that you always include them. 
In fact, it’s inclusion is important sim-
ply because it's the only tag supported 
by some engines. 
 

The meta description tag and search 
engines 

A meta description tag can boost your 
rankings on some engines. 

Yet another reason the meta descrip-
tion tag is important is that some en-
gines use it as a site's summary on 
their results pages. Under these cir-
cumstances, the reader may actually 
see this hidden tag, so ensure its con-
tents are enticing to the reader. 

Keywords in the meta description tag 
The meta description tag should con-
tain multiple keywords organized in a 
logical sentence. Place the keywords 
at the beginning of your description 
and close to each other to achieve the 
best possible rankings.  

The length of the meta description tag 
Search engines vary in their preferred 
size for meta tags. Try to use the 
smaller number, 150 characters, for 
your site. Never make your meta tag 
more than 250 characters long be-
cause some results pages will cut it 
off. 

Avoid spam 

Never repeat keywords more than 7 
times in your meta description. Some 
search engines consider it to be spam.  

Seeing all this, you will appreciate why 
keywords are so vital to search engine 
optimization. Therefore, to optimize 
your business and users’ searches, 
ensure that you thoroughly research 
your keywords and get your gold at the 
end of the rainbow – in this case, a 
high search engine ranking. ♦ 

By Shanti Anne Morais 
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From Page 6— Unlocking the importance of keywords 



There are a few facts which should leave you in no doubt that 
search engine marketing should form an integral part of every 
web promotion strategy. 

• 85% of Internet users find websites through search en-
gines. 

• 90% of Internet users do not go past the top 30 search 
engine results. They simply type something else in if they 
can't find a relevant site. 

• 75% of Internet users have the intention of purchasing a 
product or service when using search engines. ♦ 

Source: GVU (Giorgia Institute of Technology) 

W H Y  U S E  S E O ?  

W H Y  S E A R C H  E N G I N E  M A R K E T I N G  I S  S O  I M P O R T A N T  

With that in mind, it's clear that top-
ranking positions in the search en-
gines for the terms most frequently 
searched by your target audience 
should be the goal of any savvy site 
owner. And to achieve that goal, you 
must keep your finger on the pulse 
of the search engine industry. 

Lest you need more convincing on 
the advantages of SEO, here are 
some studies and statistics to dispel 
your doubts: 

A study from IMT Strategies demon-
strates that a company’s presence 
on relevant search engines is the 
most important medium for main-
taining high brand awareness – 
more important than the printed me-
dia, radio or even TV commercials. 
• The same study also reveals that 

search engines are the most popu-
lar medium for finding websites 
(46%). Random surfing and word 
of mouth share second place at 
20% each. 

• An NPD Group study concludes 
that placements on search en-
gines are 2 to 3 times more effec-
tive for achieving sales than ban-
ners. 

• The study also shows that 92% of 
online users making a purchase 
over the Internet use search en-
gines to find the relevant website. 

• A Direct Marketing Association sur-
vey found that search engine opti-
mization/positioning was evalu-
ated by webmasters as the single 
most important activity for gener-
ating traffic to the website (66%), 
followed by e-mail marketing 
(54%). 

• According to MediaMetrix, search 
engines are the “busiest” and 
most used websites on the net. 

• A study carried out by the NPD 
Group shows that more than twice 
as many of those asked could rec-
ognize the names of the compa-
nies in the top three placements of 
search engines as compared to 
recognizing companies which used 
banners.♦ 

There is simply no denying it: Search 
engines are a dominating force on 
the Internet, with millions of people 
searching online for their topics of 
interest every single day.  

Statistics reveal that in June of 
2003 alone, 5.5 billion searches 
were conducted online. That's 5.5 
billion searches in just one month! 

And people aren't just looking for 
information. Reports reveal that 
25% of all online purchases origi-
nate from search engines. It is there-
fore crucial that your site gets the 
best possible position in the 
searches for your keywords. 

You should note though that accord-
ing to Market Position, a whopping 
five million pages are added to the 
Internet every single day. So if you 
plan to outrank your growing compe-
tition, you need to keep constant 
tabs on changes to how the search 
engines rank Web sites. However, 
you should also know that statistics 
show that most Web surfers never 
search beyond the top 30 results 
they receive! So getting ranked 43rd 
in Google is almost as bad as not 
getting ranked at all! 
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first three results from a enquiry, with one in five 
searchers spending 60 seconds or less on a linked web 
document. This clearly demonstrates the importance of 
being highly visible when web users are searching for 
your type of product or service. What's more, if users 
find your site quite easily and you are offering some-
thing relevant to their needs, then they will also feel 
positive about your company! ♦ 

T H E  I M P O R T A N C E  O F  A  H I G H  R A N K I N G  

Link popularity as a criterion for the 
relevance of a Website has drawn to 
a close. Responsible for this are 
massive attempts of deception. 
For a long time link popularity was 
an important component of search 
engine marketing. The term gives 
the number of links which refer to a 
single Web site. Google was the first 
search engine that included this fac-
tor in its calculation of the relevance 
of a search result (among others 
also the quality of the sites referring 
to the respective searching result). 
This was the birth of Googles PageR-
ank as a standard for the qualitative 
link popularity of a Web site. 
But when during the last years 
search results were increasingly ma-
nipulated by individual companies 
(just remember the search engine 
spamming in the context of partner 
programs), it was only a question of 
time when link popularity would fall 
prey to this illegitimate impact. 
Furthermore, link spam became a 
true plague during the last few 
years. At first, in the form of phoney 
visitors' book entries, then in the 
form of faked panel-threads, and 
artificially generated blogs. In addi-
tion, there have been link-farms and 
link-networks which pursued no 
other purpose then to facilitate each 
other with hundreds of reciprocal 
links to increase link popularity. 
Googles PageRank as a benchmark 
for the relevance of a Web site be-
came more and more threatened to 
disappear into thin air. 
 

Need for a new assessment factor 
It took some time before the world’s 
biggest search engine reconsidered 
its procedures to the weighting of 
links. Now a single link has just as 
much weight as several links which 
connect from the same domain and 
the same offer. Therefore, the deci-
sive factor isn’t the absolute number 
in links anymore, thus the link popu-
larity, but the number in domains 
which refer to an offer – and thus 
the domain popularity. 
 

Link popularity is dead, long live the 
domain popularity 
As it is clear now what’s important 
with regards to the optimization of 
search results in relation to links in 
the future, the question comes up 
on how domain popularity can effi-
ciently be measured? Unfortunately, 
the back link function of Google is 
not very revealing for investigations 
of this kind. Web masters who are 
still using this task till now should 
keep their hands off the command 
in connection with measuring do-
main popularity. 

Of course, 
you can still 
consult the 
Google func-

tion "link:www.yourdomain.com" for 
an examination. But attention 
should be paid to the evaluation of 
all own domain links which have to 
be abstracted and to the fact that 
only one link per external domain 
should be counted. Quite time-
consuming, isn’t it? 

D O M A I N  P O P U L A R I T Y  R E P L A C E S  L I N K  P O P U L A R I T Y  
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Of course there 
is a more effi-
cient solution. 
The search engine “Yahoo!”, for in-
stance, offers an extra search option 
called "linkdomain" for the domain 
popularity.  
A suitable search order is as follows:  
linkdomain:www.yourdomain.com 
 

Domain popularity is only the begin-
ning 
Finally, I want to annotate that due 
to the altered circumstances, it 
shouldn’t only be the goal in the fu-
ture to receive links from websites 
with high PageRank (5 or more) but 
also from lower graded sites. 
Domain popularity is only the first 
step in the direction of "assessment 
of organic linking". In the future, a 
search engine ranking will be more 
strongly based on rules and algo-
rithms which can recognize evolu-
tionary resulted link nets and evalu-
ate them accordingly. If a website 
has, for instance, only PageRank 5 
links, it has to be assumed that it is 
a matter of natural originated do-
main popularity. Who wants to influ-
ence their own ranking in the long 
term, should bear in mind to win as 
many topic-related domains of dif-
ferent domain popularity as possi-
ble. Only if the own link network con-
sists of a healthy mixture of Web-
sites with PageRank 2, 3, 4, etc., will 
the search services still pull them up 
in the future for their ranking. ♦ 

By Daniela La Marca 

Research has shown that people hardly ever go beyond 
the top 30 results listed from a search.  

In fact, the top 30 results get over 90% of search traffic 
and the top 10 results receive nearly 80% more traffic 
than those in positions 11-30 achieve.  

Research published by Penn State University in June 
2003 also shows that web users typically visit only the 



The latest McAfee report reveals 
that BOTS, adware and spyware con-
tinue to be worldwide major con-
cerns for consumers and enter-
prises.  

In fact, the company’s Anti-virus and 
Vulnerability Emergency Response 
Team (AVERT), saw a 12% increase 
in the number of new potentially un-
wanted programs (PUPs) in Q2 2005 
from Q1 2005. 

BOTS especially, are increasingly 
continuing to plague both enter-
prises as well as home users be-
cause of their ability to inconspicu-
ously hijack users’ computers’ and 
remain hidden while they launch 
their malicious attacks. 

Vincent Gullotto notes, “In just the 
first and second quarters of 2005, 
the number of exploited machines 
using backdoor techniques has in-
creased over 63% from the total end 
of 2004. 

He adds that this has often resulted 
in spyware and adware being 
downloaded onto affected systems. 
“Spyware continues to be a major 
problem,” he says. 

Gullotto also be-
lieves that de-
spite the fact that 
four anti-spyware 
bills are working 
their way through 
Congress, the spy-
ware problem will 
only get worse. 

The adware threat 
is also rising.  

According to McAfee, the trend of 
several Mytob variants dropping 
hundred of adware files continues 
unabated. 

The company has also noticed an 
increase in money-making cyber 
crimes. This corresponds with a re-
cent Gartner report that shows that 
threats are moving toward data-
bases, enabling hackers to gain 
complete control over a network or a 
personal computer. This in turn al-
lows the hacker to hijack confiden-
tial and personal information for ran-
som. 

The McAfee Virtual Criminology Re-
port: North American Study into Or-
ganized Crime and the Internet re-
port released in July, suggests that 
there is a new hierarchy of cyber-
criminals, and that each level from 

amateur to professional, has differ-
ent tactics and motives. At the top of 
the chain are the cyber gangs. These 
advanced groups of career criminals 
and hackers agree to cooperate, 
plan and execute long term attack 
strategies that are of little interest to 
the socially-motivated hacker or 
script kiddy. With the increasing so-
phistication of cybercrime, from 
phishing to social engineering and 
internet scams, the report raises 
awareness of how organized crime 
and cybercrime are developing and 
how businesses and individuals can 
protect themselves. 

In addition, the McAfee researchers 
have discovered a technique for 
compromising Bluetooth authentica-
tion protocol and potentially gaining 
control of Bluetooth-enabled mobile 
phones, even when the handsets 
have their security features switched 
on. The technique allows an at-
tacker with specialized equipment to 
connect to a Bluetooth handset with-
out authorization. Once the connec-
tion is established, the attacker 
could potentially gain access to re-
sources of the handset to make 
calls on the target’s handset, siphon 
off data, or access data services via 
compromised handsets.♦ 

By Shanti Anne Morais 

may also rise to as much as 
US$249 per user, as IT depart-
ments continue to be 
swamped by users whose com-
puters are infected by spyware. 
Anti-spyware hardware and 
software growth is estimated 
to increase from US$103 mil-
lion to over US$1 billion over 
the next four years. 

However, the outlook for anti-
spyware vendors is not all rosy. 

Market research firm Radicati Group’s new report – Cor-
porate Anti-Spyware market 2005-2009 - has predicted 
massive growth in the amount spent by businesses on 
anti-spyware products over the next few years. 

The report cites growing corporate concern over spyware 
designed to steal information as well as worker produc-
tivity being inhibited by the slow performance of ma-
chines infested with spyware. 

Also forecasted, the number of corporate users with anti-
spyware tools will grow globally from 16 million users in 
2005 to 540 million users in 2009. In addition, costs 

M C  A F E E :  R I S I N G  T R E N D S  I N  B O T S  A N D  S P Y W A R E  

C O R P O R A T E  A N T I - S P Y W A R E  M A R K E T  S E T  T O  S O A R  
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In a conscientious effort to make 
Internet email as safe as it can be 
for both e-commerce as well as com-
munication purposes, Cisco Systems 
and Yahoo! together with a group of 
computer and networking vendors 
have formulated a way to fight the 
growing array of fraudulent emails. 
Raising a battle-cry against spam, 
email forgery, phishing, the spread-
ing of computer viruses and other 
cyber crimes and frauds, the group 
of companies has crafted a technol-
ogy known as DomainKeys Identified 
Mail, or DKIM.  
It is a merged specification of two 
cryptographic-based technologies – 
DomainKeys from Yahoo! and Inter-
net Identified Mail from Cisco and 
will be offered royalty-free to the in-
dustry-at-large. 
DKIM is an open-standard, authenti-
cation technology that aims to help 
email users verify the origin of email 
messages, much like a postmark. It 
allows email software systems to 
look at a cryptographic “signature” 
to determine if the email was sent 
by an authorized user of the email 
address on that particular piece of 
mail. 
It helps answer the perennial ques-
tion, “Is that message sent by who it 
claims to be sent from?”  

While it cannot directly inform users 
if email is ‘good’ or ‘bad’, users can 
tap this information to manage the 
spam traffic they have to deal with, 
as well as enable them to more ac-
curately identify suspicious mail. 
With the technology, users can pri-
oritize messages with valid signa-
tures while shunting unconfirmed 
emails to another mailbox. 
DKIM will be especially helpful in the 
war against phishing, which uses 
fake notices via email to try to trick 
users into providing financial infor-
mation such as account numbers 
and access codes. Phishers make 
the email look like it comes from a 
reputable company or bank by using 
a fake address in the “From” sec-
tion. However, with DKIM, all mes-
sages with invalid signatures can be 
blocked. 
Whether DKIM spells doom for 
phishing and other such cyber 
crimes remains to be seen, but it 
comes as a welcome respite for all 
reputable businesses especially 
those in the e-commerce industries 
where providing their customers 
with a means to detect fraudulent 
email can translate directly into in-
creased user satisfaction, reduced 
customer care costs, and strength-
ened brand reputation. 

 “Email fraud is a 
global problem that 
ultimately costs com-
panies millions of 
dollars in direct 
losses, technology 
expenditures, lost 
productivity and even 
network downtime,” 
says Jim Fenton, distinguished engi-
neer, Cisco Systems. 
“In accordance with our commit-
ment to standards, Cisco is pleased 
to join forces with key partners such 
as Yahoo! on the development of an 
effective solution that significantly 
mitigates the impact of email fraud 
on both businesses as well as con-
sumers.” 

Miles Libbey, anti-
spam manager at 
Yahoo! adds, “Yahoo! 
is committed to pro-
tecting email users 
from phishing and 
other forms of email 
fraud. With DKIM, we 
are helping other 
email service provid-

ers, ISPs, financial institutions and 
e-commerce companies to protect 
their email customers.  
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The report has found that the anti-spyware industry is 
suffering from a lack of organization. In February this 
year, security vendors Webroot, Aluria and Pestcontrol 
withdrew from the Consortium of Anti-Spyware Technol-
ogy, in protest against the inclusion of 180solutions, a 
company which produces both adware and anti-
spyware products. This resulted in the Consortium’s 
collapse. 

In June 2005, the Anti-Spyware 
Coalition (ASC) was formed. 
Made up of anti-spyware soft-
ware companies, academics 
and consumer groups, the 

ASC’s mission is to build a consensus about definitions 
and best practices in the debate surrounding spyware 
and other potentially unwanted technologies.  

However, according to the Radicati Group, the ASC is still 
in its infant and formative stages and therefore “has yet 
to make any noticeable impact upon the industry”. 

The report also states that at the moment, there is con-
fusion about the definitions of spyware and adware. It 
warns that, “with no standard definition that companies 
can agree on, vendors often advertise questionable spy-
ware blocking statistics that can confuse potential cus-
tomers and create unfair comparisons between prod-
ucts. ♦    By Shanti Anne Morais 

From Page 10— Corporate Anti-Spyware market set to soar 

G R O U P  O F  T E C H N O L O G Y  P L A Y E R S  U N I T E  T O  D R I V E   
O P E N  S T A N D A R D  F O R  E M A I L  A U T H E N T I C A T I O N   

continues on Page 12 

Jim Fenton 

Miles Libbey 



in Paris on July 31 this year, a work-
ing group that will shepherd the de-
velopment of the DKIM draft into an 
official standard will most likely be 
formed. 
 

Despite the fact that this could take 
more than a year, or possibly even 
longer, Fenton notes that email ser-
vice providers and email software 
vendors can start integrating the 
technology into their systems. Ven-
dors can also create add-on soft-
ware programs and tool-kits for im-
plementing technology on mail serv-
ers that will create and verify crypto-
graphic signatures. 

We look forward to continued indus-
try collaboration on DKIM, in an ef-
fort to create an open email authen-
tication standard that is available to 
the industry-at-large.” 
 

Other companies who played a key 
role in furthering the development of 
DKIM specification include ALT-N 
Technologies, AOL, Brandenburg 
Internetworking, EarthLink, IBM, Mi-
crosoft, PGP Corporation, Sendmail, 
StrongMail Systems, Tumbleweed 
and VeriSign. 
 

At the next Internet Engineering 
Task Force (IETF) which will be held 

He also expects early adopters of 
the technology to begin signing and 
verifying DKIM signatures this year, 
but says that it would probably take 
a year or so before it becomes a 
widely available feature for email 
users. 

By Shanti Anne Morais 
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From Page 11— Group of technology players unite to drive open standard for email authentication  

H E I G H T E N  Y O U R  L E G A L  S E C U R I T Y  I N  Y O U R  E M A I L  C O M M U N I C A T I O N  

GROUP Technologies, a provider of 
software for E-mail Lifecycle Man-
agement (ELM), has recently issued 
an advisory about the legal risks or-
ganizations may face when using e-
mail.  

When an employee carelessly 
makes an inadvertent legal commit-
ment in an e-mail, the business may 
in some cases be required to take 
legal responsibility for what was 
said. To eliminate such risks, it is 
advisable to automatically insert a 
legal disclaimer at the end of all out-
going e-mails.  
 

When a business explicitly advises a 
recipient that a received e-mail 
makes no legally binding commit-
ments, it clarifies that the e-mail 
may be used for business communi-
cation and information purposes 
only, and that no legal intent may be 
construed. A legal disclaimer ap-
pended to all outgoing emails 
makes this easy. 

The company’s iQ.Suite Trailer en-
ables legal disclaimers, individual-
ized sender signatures and freely 
selectable text blocks to be gener-
ated and appended automatically to 
e-mails, based on pre-defined rules 
as they are being sent. 
 

Businesses which use this approach 
can minimize the risk of having to 
take responsibility for legal commit-
ments that have been inadvertently 
made, and thereby avoid costly legal 
processes associated with such 
commitments. 
 

In addition to providing heightened 
legal security, iQ.Suite Trailer can 

also be used to implement standard-
ized sender signatures that are also 
automatically and centrally ap-
pended to e-mails on the server. 
These automatically generated sig-
natures can comprise of personal 
data and various standardized text 
blocks such as marketing informa-
tion. Using pre-configured business 
rules, it then becomes possible to 
detect user groups, recipients, lan-
guages and timeframes during the 
routing process and to look up and 
integrate specific sender informa-
tion coming from centrally-
maintained user address books and 
directories. An automatic check with 
the address book or directory can 
additionally provide input about 
whether specialized sender values 
should be inserted into the standard 
signature. Because the content gen-
erated and appended by iQ.Suite 
Trailer is centrally administered at 
the enterprise level, it is not neces-
sary to require manual user effort or 
to use a separate database to imple-
ment trailer functions.♦ 

By Shanti Anne Morais 



T - S Y S T E M S  A N D  I D A  T O  S P E A R H E A D   
H I G H - E N D  S E C U R I T Y  S E R V I C E S  T O  A P A C  
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Among the Security Services cov-
ered by the collaboration are e-
Security solutions such as email se-
curity, web security and document 
security. 
 

Solution providers who earn a CC 
certification for security products in 
Singapore will have the certification 
recognized and accepted by their 
customers worldwide. It will also bet-
ter enable developers in the region 
to market their products to countries 
like Australia, Canada, the United 
Kingdom, the United States, Austria, 
the Czech Republic, Finland, France, 
Germany, Greece, Hungary, Israel, 
Italy, Japan, the Netherlands, New 
Zealand, Norway, Spain, Sweden 
and Turkey – the current 20 signato-
ries of the CCRA. Singapore is the 
latest participant, and the first coun-
try from ASEAN. 
 

This joint CC initiative targets the 
rapidly expanding Asia Pacific secu-
rity solutions market, which IDC pre-
dicts will top US$4.9 billion by 2008.
♦ 

By Shanti Anne Morais 

Photo: Thomas Jakob 

Making its presence felt even more 
keenly in the Asia Pacific, T-Systems 
Singapore has teamed-up with the 
Singapore Infocomm Development 
Authority (iDA) to expand high-end 
security consulting services and ini-
tiatives in the region. 

Among other things, the collabora-
tion will identify thought leadership 
opportunities around emerging 
trends in Asia, as well as engage in 
market development and develop 
infocomm security capabilities in the 
region over the next three years. 
 

“Security is a growing concern for 
governments, organizations and in-
dividuals alike. T-Systems will in-
creasingly support and import secu-
rity expertise and service offerings 
into Asia, including consulting and 
solutions, business continuity and 
disaster recovery services,” says 
Thomas Jakob, chief executive offi-
cer, T-Systems Singapore Pte Ltd. 
 

As a major step forward in achieving 
its infocomm security initiatives in 
the region, T-Systems together with 
the iDA launched the Common Crite-
ria (CC) certification, an internation-
ally recognized security standard 
(ISO 15408) for security products. 
This certification enables T-Systems 
to evaluate products and solutions 
for security assurance, which it will 
do through its recently established 
Security Evaluation Lab in Singa-
pore, the first of its kind in Asia. 

The CC is used for: 

• Specifying the security features in 
a product or system 

• Assisting in the building of secu-
rity features into a product or sys-
tem 

• Evaluating the security features 
of products or systems 

• Supporting the procurement of 
products or systems with security 
features 

 

CC evaluations are targeted at: 

• Consumers (such as companies 
and corporations) or procurers 
(for example, government minis-
tries and agencies) who can use 
the evaluation results to help de-
cide whether an evaluated prod-
uct or system fulfils their security 
needs. 

• Developers or producers of IT 
products or systems 

 The CC is used by developers to 
specify security features in an IT 
product or system. It is also used 
to assist in the building of secu-
rity features into a product or sys-
tem. Ultimately, the use of the CC 
assists developers in enhancing 
the security properties of their 
products during their develop-
ment phase. By undergoing the 
CC standard, developers can 
have greater access to different 
markets, improve their products 
and have the international mar-
keting value of a certificate. 

• Evaluators of IT products or sys-
tems.  

The CC describes the specific  

actions the evaluator has to perform 
in order to determine its security 
assurance level. 
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A web crawler (also known as a web 
spider or ant) is a program which 
browses the World Wide Web in a 
methodical, automated manner. 
Web crawlers are mainly used to 
create a copy of all the visited pages 
for later processing by a search en-
gine that will index the downloaded 
pages to provide fast searches. 

A web crawler is a type of bot, or 
software agent. In general, it starts 
with a list of URLs to visit. As it visits 
these URLs, it identifies all the hy-
perlinks in the page and adds them 
to the list of URLs to visit, recursively 
browsing the Web according to a set 
of policies. 

C R A W L I N G  P O L I C I E S  

There are two important characteris-
tics of the Web that generate a sce-
nario in which Web crawling is very 
difficult: its large volume and its rate 
of change, as there is a huge 
amount of pages being added, 
changed and removed every day. 
Also, network speed has improved 
less than current processing speeds 
and storage capacities. 

The large volume implies that the 
crawler can only download a fraction 
of the Web pages within a given 
time, so it needs to prioritize its 
download. The high rate of change 
implies that by the time the crawler 
is downloading the last pages from a 
site, it is very likely that new pages 

have been added to the site, or that 
pages have already been updated or 
even deleted. Therefore, a crawler 
must carefully choose at each step, 
which pages to visit next. 

The behavior of a Web crawler is the 
outcome of a combination of poli-
cies: 

• A selection policy that states 
which pages to download. 

• A re-visit policy that states when 
to check for changes to the 
pages. 

• A politeness policy that states 
how to avoid overloading Web 
sites. 

 

A parallelization policy that states 
how to coordinate distributed Web 
crawlers. 
 

S E L E C T I O N  P O L I C Y  

Given the current size of the Web, 
even large search engines cover 
only a portion of the publicly avail-
able content. In fact, a study by Law-
rence and Giles (2000) showed that 
no search engine indexes more than 
16% of the Web. As a crawler always 
downloads just a fraction of the Web 
pages, it is highly desirable that the 
downloaded fraction contains the 
most relevant pages, and not just a 
random sample of the Web. 

This requires a metric of importance 
for prioritizing Web pages. The im-
portance of a page is a function of 
its intrinsic quality, its popularity in 
terms of links or visits, and even of 
its URL (the latter is the case of ver-
tical search engines restricted to a 
single top-level domain, or search 
engines restricted to a fixed Web-
site). Designing a good selection 
policy has an added difficulty: it 
must work with partial information, 
as the complete set of Web pages is 
not known during crawling. 

Focused crawling:  

The importance of a page for a 
crawler can also be expressed as a 
function of the similarity of a page to 
a given query. This is called "focused 
crawling”. 

The main problem in focused crawl-
ing is that in the context of a Web 
crawler, we would like to be able to 
predict the similarity of the text of a 
given page to the query before actu-
ally downloading the page. The per-
formance of a focused crawling de-
pends mostly on the richness of 
links in the specific topic being 
searched, and a focused crawling 
usually relies on a general Web 
search engine for providing starting 
points. 

A related problem for selecting 
pages is that nowadays, most pages 
on the Web are generated submit-
ting queries to databases, and those 
pages cannot be ignored.  

R E - V I S I T  P O L I C Y  

The Web has a very dynamic nature, 
and crawling a fraction of the Web 
can take a long time, usually meas-
ured in weeks or months. By the 
time a Web crawler has finished its 
crawl, many events could have hap-
pened. These events can include 
creations, updates and deletions. 

From the search engine's point of 
view, there is a cost associated with 
not detecting an event, and thus 
having an outdated copy of a re-
source. The most used cost func-
tions are freshness and age. 

Freshness: This is a binary measure 
that indicates whether the local copy 
is accurate or not. 

Age: This is a measure that indicates 
how outdated the local copy is.  
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Evolution of freshness and age in 
Web crawling 

The problem of Web crawling can be 
modeled as a multiple-queue, sin-
gle-server polling system, on which 
the Web crawler is the server and 
the Web sites are the queues. Page 
modifications are the arrival of the 
customers, and switch-over times 
are the interval between page ac-
cesses to a single Web site. Under 
this model, mean waiting time for a 
customer in the polling system is 
equivalent to the average age for 
the Web crawler. 

The objective of the crawler is to 
keep the average freshness of 
pages in its collection as high as 
possible, or to keep the average age 
of pages as low as possible. These 
objectives are not equivalent: in the 
first case, the crawler is just con-
cerned with how many pages are 
out-dated, while in the second case, 
the crawler is concerned with how 
old the local copies of pages are. 

There are two 
simple re-visiting 
Policies: 

Uniform policy: 
This involves re-
visiting all pages 
in the collection 
with the same 

frequency, regardless of their rates 
of change. 

Proportional policy: This involves re-
visiting more often the pages that 
change more frequently. The visiting 
frequency is directly proportional to 
the (estimated) change frequency. 

(In both cases, the repeated crawl-
ing order of pages can be done ei-
ther at random or with a fixed order.) 

To improve freshness,  the elements 
that change too often should be pe-
nalized.  

P O L I T E N E S S  P O L I C Y  

The use of Web robots is useful for a 
number of tasks, but comes with a 
price for the general community. The 
costs of using Web robots include: 

• Network resources, as robots 
require considerable bandwidth, and 
operate with a high degree of paral-
lelism during a long period of time. 
• Server overload, especially if the 
frequency of accesses to a given 
server is too high. 
• Poorly written robots, which can 
crash servers or routers, or which 
download pages they cannot handle. 
• Personal robots that, if deployed 
by too many users, can disrupt net-
works and Web servers. 
A partial solution to these problems 
is the robots exclusion protocol, also 
known as the robots.txt.protocol that 
is a standard for administrators to 
indicate which parts of their Web 
servers should not be accessed by 
robots. This standard does not in-
clude a suggestion for the interval of 
visits to the same server, even 
though this interval is the most ef-
fective way of avoiding server over-
load. 

P A R A L L E L I Z A T I O N  
P O L I C Y  

A parallel crawler is a crawler that 
runs multiple processes in parallel. 
The goal is to maximize the 
download rate while minimizing the 
overhead from parallelization and to 
avoid repeated downloads of the 
same page. To avoid downloading 
the same page more than once, the 
crawling system requires a policy for 
assigning the new URLs discovered 
during the crawling process, as the 
same URL can be found by two dif-
ferent crawling processes. There are 
two types of parallelization policy: 

Dynamic assignment: With this type 
of policy, a central server assigns 
new URLs to different crawlers dy-
namically. For instance, this allows 
the central server to dynamically 
balance the load of each crawler. 

With dynamic assignment, typically 
the systems can also add or remove 
downloader processes. The central 
server may become the bottleneck, 
so most of the workload must be 
transferred to the distributed crawl-
ing processes for large crawls. 

There are two configurations of 
crawling architectures with dynamic 
assignment: 

• A small crawler configuration, in 
which there is a central DNS re-
solver and central queues per Web 
site, and distributed downloaders. 
• A large crawler configuration, in 
which the DNS resolver and the 
queues are also distributed. 
Static assignment: With this type of 
policy, there is a fixed rule stated 
from the beginning of the crawl that 
defines how to assign new URLs to 
the crawlers. 

For static assignment, a hashing 
function can be used to transform 
URLs (or, even better, complete Web 
site names) into a number that cor-
responds to the index of the corre-
sponding crawling process. As there 
are external links that will go from a 
Web site assigned to one crawling 
process to a Web site assigned to a 
different crawling process, some 
exchange of URLs must occur. 

To reduce the overhead due to the 
exchange of URLs between crawling 
processes, the exchange should be 
done in batch, several URLs at a 
time, and the most cited URLs in the 
collection should be known by all 
crawling processes before the crawl 
(e.g.: using data from a previous 
crawl). ♦ 

From Page 14— Policies: Web crawler 



Page 16 L E G I S L A T I O N  

http://www.scs.org.sg
http://www.scs.org.sg
http://www.scs.org.sg
mailto:scs.secretariat@scs.org.sg


Page 17 L E G I S L A T I O N  

China has finally galvanized itself to 
join international efforts to fight spam, 
adopting the London Action Plan on 
Spam Enforcement Collaboration, a 
group of 29 governmental agencies 
and 17 private sector groups promoting 
information sharing and evidence ex-
change. 

The plan allows for greater co-operation 
between countries around the world in 
analyzing spam campaigns, investigat-
ing their origin and operations, and en-
couraging ISPs around the world to en-
force appropriate measures to defend 
users. All work is with an eye towards 
the cross-border enforcement of spam 
regulations adopted in home countries. 

Representing China’s interests in the 
endeavor is Union Network Beijing, a 
group chosen by the Chinese govern-
ment to enforce its recent anti-spam 
law as well as combat the spread of 
computer viruses. 

Alun Michael, e-
commerce minister for 
the U.K., notes that 
the London Action 
Plan members were 
keen on bringing 
China into the fold and 
hope that other coun-
tries will follow. 

“It’s great news to hear that China will 
be joining international efforts to fight 
spam. After the USA and South Korea, 
China is one of the biggest producers of 
spam in the world, and greater global 
co-operation in tackling the scourge 
has to be welcomed, says Graham 
Cluley. “However, computer users need 
to be aware that the fight isn’t over, 
and they’re unlikely to see the amount 
of spam they’re receiving dry up over-
night. Even if the authorities crack 
down hard on those using Chinese 
computers to spew spam and sell 
spam-marketed goods, there are likely 
to be other countries to which the 
spammers will turn to in order to flog 
their wares,” he cautions. 

According to reports, China currently 
leads the rest of the world in zombie 
attacks – infected and compromised 
computers (known as “zombies”) under 
the control of remote hackers without 
the knowledge of their owners and 
used as launching pads for spam cam-
paigns as well as other fraudulent ac-
tivities.  

An April study by security vendor, Ci-
pherTrust, has revealed that 20 per 
cent of newly discovered zombied com-
puters reside in China, ahead of the 16 
per cent in the U.S. and 10 per cent in 
South Korea. 

China’s entry in the spam crusade is 
timely and hot on the heels of a recent 
report published by the Organization for 
Economic Cooperation and Develop-
ment (OECD) that states that although 
spam may be a global problem, it is 
affecting developing countries more 
than industrialized nations. 

The report has noted that many coun-
tries in Asia and Africa do not yet have 
the knowledge, technology and money 
to combat the growing amount of junk-
email over their networks. This heavily 
drains resources that are already 
scarce and costly in these countries. 
For example, huge volumes of incoming 
and outgoing spam are straining the 
bandwidth in many countries in these 
regions. In addition, ISPs with sloppy 
anti-spam and security policies are 
more susceptible to be overrun by 
spammers. 

Users in these countries are also more 
vulnerable to malicious spam and vi-
ruses as they tend to avoid purchasing 
expensive licenses for operating sys-
tems and anti-virus programs. 

In an effort to curb spamming, the 
OECD has urged governments of these 
countries to adopt legislation against 
spam and ISPs to invest in spam-
filtering technology.♦ 

By Shanti Anne Morais 
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The Anti-Spyware Coalition (ASC), an 
alliance of technology companies and 
public interest groups has taken a major 
step toward giving users more power to 
control the unwanted spyware clogging 
their computers. 
Coming hot on the heels of a recent 
warning from market research firm the 
Radicati Group, about the confusion on 
spyware and adware definitions, the 
ASC has drafted a uniform definition of 
“spyware”. This is in response to criti-
cism that although companies have 
individually developed numerous tools 
for fighting spyware, the overall effort to 
address the growing problem has been 
hampered by a lack of agreement and 
clarity over how to distinguish good pro-
grams from those that raise concerns. 
“One of the biggest challenges we’ve 
had with spyware had been agreeing on 
what it is,” says Ari Schwartz, associate 
director of the Center for Democracy 
and Technology, which has led the work 
of the group. 
He adds, “The anti-spyware community 
needs a way to quickly and decisively 
categorize the new programs spawning 
at exponential rates across the Internet. 
The definitions will serve as a founda-
tion for all future efforts to help users 

make more informed decisions about 
which programs to keep and which to 
delete.” 
He explains that the definition will ulti-
mately help all users, from individuals to 
large enterprises, to understand why 
some programs on their computers may 
be identified as unwanted and help 
them make educated decisions about 
removing or blocking those programs. 
The group describes “spyware and other 
potentially unwanted technologies” as 
those that “impair users” control over 
material changes that affect their user 
experience, privacy, or system security; 
use of their system resources including 
what programs are installed on their 
computers; or collection, use and distri-
bution of their personal or otherwise 
sensitive information. 
To further aid consumers, the coalition 
has also drafted an extensive glossary 
of terms that are commonly associated 
with unwanted programs such as 
“adware”, “port scanner”, “screen 
scraper”, and so on. 
“The definitions alone represent a huge 
leap in how we communicate with our 
customers and each other about the 
spyware problem,” notes Schwartz. 

“Even more exciting is the collaborative 
effort as we work together and commu-
nicate with a common language. To-
gether, we can really tip the balance of 
this fight in favor of consumers and le-
gitimate businesses. 
The ASC is now inviting public commen-
tary in refining the draft definitions in an 
effort to meet the needs of the entire 
Internet community. The comment pe-
riod will be open until August 12 this 
year and is open to all. The ASC will then 
incorporate the best recommendations 
into the group’s final definition. 
In a bid to make the practices of anti-
spyware companies more transparent, 
the ASC has also outlined common pro-
cedures for dispute resolution. This is 
for vendors who believe that their soft-
ware has been unfairly flagged by an 
anti-spyware company. 
Spyware is a global scourge that has 
reached epidemic proportions. A May 
2005 survey by the Ponemon Institute 
revealed that 85% of frequent Internet 
users believe that they have had spy-
ware on their computer and of those, 
86% said that the spyware caused a 
direct monetary or productivity loss. ♦ 

 By Shanti Anne Morais 
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learned to appreciate the value of a new 
listing in a search engine, as they ob-
served sharp spikes in traffic to their 
sites. Site owners soon began submit-
ting their site URLs to the engines on a 
regular basis, and began modifying their 
site to accommodate the needs of 
search engine spiders (Web crawlers) 
that software programs sent out to ex-
plore the Web. Special features such as 
meta tags, used to provide structured 
data about data, became a common 
feature of sites that sought out high-
ranking listings in search engine result 
pages (the so-called "SERPs"). 

Consultant firms arose to serve the 
needs of these site owners, and at-
tempted to develop an understanding of 

the search engines' internal logic, or 
algorithms. The goal was to develop a 
set of practices for copywriting site cod-
ing, and submissions that would ensure 
maximum exposure for a website. 

Controversy 

As the industry developed, search en-
gines quickly became wary of unscrupu-
lous SEO firms that attempted to gener-
ate traffic for their customers at any 
cost (the most common problem being 
search results' decreasing relevance). 
One frequent practice, called keyword 
spamming, involved the insertion of 
random text at the bottom of a web-
page, colored to match the background 
of the page. The inserted text usually 
included words that were frequently 

S E A R C H  E N G I N E  O P T I M I Z A T I O N  ( S E O )   

SEO is a set of methodologies aimed at 
improving the visibility of a website in 
search engine listings.  

Search engines compile a database of 
web pages which are ranked by rele-
vance when a particular search term is 
entered. Every search engine uses dif-
ferent algorithms in order to determine 
a web page's relevance for a given 
search. Therefore, the term SEO also 
refers to an industry of consultants that 
carry out optimization projects on behalf 
of client sites. 

Brief History 

SEO began in the mid-1990s, as the first 
search engines were cataloging the 
early Web. Many site owners quickly 

A N T I - S P Y W A R E  C O A L I T I O N  A N N O U N C E S  S P Y W A R E  D E F I N I T I O N S  

continues on Page 19 



Page 19 B U Z Z W O R D S  

searched (such as sex), with the goal of 
getting rankings, and thus access to 
large streams of traffic. The search en-
gines responded with a continuous se-
ries of countermeasures, designed to 
filter out the "noise" generated by these 
artificial techniques. In turn, several 
SEO firms developed even-more-subtle 
techniques to influence rankings. 

Reconciliation 

In the early 2000s, search engines and 
SEO firms attempted to establish an 
unofficial truce. There are several tiers 
of SEO firms, and the most reputable 
companies employ content-based op-
timizations which meet with the search 
engines' (reluctant) approval. These 
techniques include improvements to 
site navigation and copywriting, de-
signed to make websites more intelligi-
ble to search engine algorithms. 

Search engines have also reached out 
to the SEO industry, and are frequent 
sponsors and guests at SEO confer-
ences and seminars. In fact, with the 
advent of paid inclusion, search engines 
now have a vested interest in the health 
of the optimization community. 

Paid inclusion 

Paid inclusion is a fee-based model for 
submitting website listings to search 
engines. Historically, search engines 
have allowed webmasters, as well as 
SEOs and the general public, to freely 
submit sites for consideration. However, 
a pattern of abuse began to develop 
among less-reputable SEO firms, who 
flooded the engines with non-stop sub-
missions of pages. Analysis of these 
submissions strained the search en-
gines' capacity, necessitating the crea-
tion of artificial limits, including fees. 

The fee structure is used by search en-
gines as a filter against superfluous 
submissions, and also as a revenue 
generator. Typically, the fee covers an 
annual subscription for one webpage, 
which will automatically be cataloged on 
a regular basis. Search engines still of-
fer free submit forms, but make Google 
no promises as to the timeliness of the 
cataloging process through this chan-
nel. 

Google has a particularly ethical way of 
handling paid placement. Their main 
results are uninfluenced by payments, 
but paid "AdWords" drive small, visually 
distinct text-only ads, so the user is able 
to tell which matches were the results of 
a payment. Google also uses various 
methods to prevent paid placement of 
truly irrelevant content. 

Ethical and unethical SEO methods 

To obtain maximum search engine visi-
bility, it is essential to understand how 
the target audience is searching for ac-
tual information on a web site. When 
the target audience uses a search en-
gine to find products and services, they 
type a set of words or phrases into the 
search box. This set of words is com-
monly called targeted keywords or 
phrases. 

For the target audience to find a site on 
the search engines, the page must con-
tain keyword phrases that match the 
phrases the target audience is typing 
into search queries. 

When a search engine spider analyzes a 
web page, it determines keyword rele-
vancy based on an algorithm, which is a 
formula that calculates how web pages 
are ranked. The most important text for 
a search engine is the most important 
text for the target audience - the text 
your target audience is going to read 
when they arrive at your web site. 

At its worst, SEO becomes spamdexing, 
which refers to  the promotion of irrele-
vant, chiefly commercial, pages through 
taking advantage of the search algo-
rithms. Indeed, many search engine 
administrators say that any form of 
search engine optimization used to im-
prove a website's page rank is spamdex-
ing. However, over time, a widespread 
consensus has developed in the indus-
try as to what are and are not accept-
able means of boosting one's search 
engine placement and resultant traffic. 

Arguably, the most ethical method is to 
have worthwhile content on one's Web 
site, to which many other Web sites will 
voluntarily link. There are also few who 
would question the ethics of informing 
other relevant sites around the web of 
one's own content and asking for links, 
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although as relevance diminishes this 
becomes a more dubious practice. 

Equally, virtually no one would question 
the ethics of choosing the vocabulary of 
your site (and especially of your page 
titles) to emphasize words that you 
know are often searched for by people 
in your market. Again, the ethics of this 
becomes shadier if the words in ques-
tion are not relevant. 

It is certainly ethical (in fact it is highly 
recommended) to add a "site map" page 
to your site, linked either from the home 
page or from every page on your site. 
Such a page guarantees that once a 
spider has found your site, it will be able 
to traverse and index the entire site. 

Cloaking is a search engine optimization 
technique in which the content pre-
sented to the search engine spider is 
different from that presented to the us-
ers; this is done by either looking at the 
IP addresses of who is requesting the 
page, or by looking at the User-Agent 
HTTP header. While there are some le-
gitimate uses for cloaking, like giving 
Macromedia Flash to users while giving 
text to the search engines (since search 
engines can't understand Flash), cloak-
ing is most often used to try to trick the 
search engine into giving it a higher 
ranking than it would normally get ; it 
can also be used to trick search engine 
users into visiting a site that they ordi-
narily wouldn't, because the search en-
gine's description of the site differs from 
the site's actual contents. For this rea-
son, sites that are discovered to be us-
ing cloaking are permanently banned by 
most search engines. 

Link spam is from time to time a prob-
lem for some search engines such as 
Google, which can be fooled into assign-
ing higher relevance to a site based on 
thousands of inbound links that weren't 
properly "earned" by the site. Google's 
sensitivity to linking makes it suscepti-
ble to webmasters who solicit or place 
links randomly on other sites, placing a 
desired keyword into the hyperlinked 
text of the inbound link. Commonly 
called "Googlebombing”, it can be a joke 
(type "miserable failure" into Google to 
demonstrate), or a deliberate attempt to 
influence ranking for commercial gain. 
♦ 
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Dear Reader, 
 

Drawing the attention of potential clients as well as winning new customers 
is a big challenge. That's the reason why the focus of today’s issue of Asian 
eMarketing is on Search Engine Optimisation (SEO). Asian eMarketing is 
the first and only professional e-InfoSource for online marketing compre-
hension in terms of supporting e-Marketers in Asia. Our goal is to deliver 
relevant, topical and valuable suggestions for the optimization of your e-
marketing campaigns to improve its effectiveness.  
Multiply your e-marketing measures, reaching the right target group.  
Gain more insights how SEO really perform and where risks and pitfalls lie. 
 
Enjoy yourself and have a great day ahead! 
 
I look forward to receiving your feedback  
at daniela@mediabuzz.com.sg 
 
Best Regards, 
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