
clicks on the ad. Advertis-
ers choose exactly which 
words on which they might 
appear. Search engines 
and search networks work 
for all levels of advertisers. 
They offer the most granu-
lar targeting options and 
are generally the most 
popular choice of advertis-
ers – from those who 
spend $50 per month to 
those who spend more 
than $5 million.  

The rise of the digital econ-
omy has changed the way 
we communicate and do 
business. It forces us to 
implement emerging new 
technologies to stay com-
petitive regarding our mar-
keting campaigns.  
This article focuses on digi-
tal marketing, taking into 
consideration various types 
of online advertisement 
opportunities to give a 
rough overview of the 
broad subject. 

Search engines and search 
networks 
Search networks are a 
combination of a search 
engine and other sites 
where a particular ad will 
be displayed For example a 
paid search ad on Google 
will also show up on the 
results pages of AOL. The 
engines and the networks 
make their money by dis-
playing keyword targeted 
advertisements on earning 
money each time a user 
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Once upon a time there 
was an American online 
magazine called Hot-
wired.com. It was read with 
pleasure, but reluctantly 
paid for. But why, the re-
sourceful Hotwired.com 
creator thought, shouldn’t 
it be possible to display 
advertisements on the 
Internet as well?  

Hence, the same advertise-
ments as in the print ver-
sion of the magazine were 
introduced and soon be-
came famous online, under 
the name 'Wired'? This ush-
ered the birth of the ban-
ner.  

On October 24, 1994 the 
first web advertisement 
went in this format online 

and the example fast found 
imitators. Online advertise-
ments grew from then on 
with the rapidly rising 
spread of private Internet 
connections to a communi-
cation medium that had to 
be taken seriously.  

After first attempts with 
static advertising spaces, 
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Digital marketing is defi-
nitely “in”. However, while 
the industry is all abuzz 
about the next big thing in 
digital marketing -- RSS, 
mobile marketing, market-
ing blogs, user-generated 
content, and viral market-
ing -- the real focus of digi-

tal marketing -- email mar-
keting in all its forms -- is 
now facing the threat of 
being overlooked.  

It’s easy to forget with all 
the hype of digital market-
ing that email, along with 
search, is the strategic 
heart of web marketing 

right now. Now more than 
ever, it’s vital to remember 
two essential but basic 
facts: 

♦ The cost of buying im-
pressions online is only 
going to move in one di-
rection-- and it isn't down. 
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The best known companies in this 
space are Google, Yahoo, MSN, etc. 
It has a lot in common with the next 
category, contextual advertising. 

Contextual advertising  
Similar to search, advertisers in this 
space show keyword targeted ads 
on a cost per click basis. The major 
difference between this sector and 
the search engines is where the ads 
are shown. Contextual advertising 
displays ads not on the results 
pages of various search engines but 
on content web sites - usually on 
the side of the page. Companies 
dealing with this type of technology 
generally scan the content of the 
page and determine a set of key-
words that matches the content to 
show then text ads that correspond 
to the keywords they determined.  
Several of the major search en-
gines, such as Google and Yahoo 
offer contextual advertising in addi-
tion to traditional advertising on 
search pages. 
Affiliate advertising  
Next up in the digital marketing 
landscape comes affiliate advertis-
ing using affiliate networks.   
What makes affiliate networks an 
attractive choice is that unlike the 
major search engines, contextual 
solutions, and display ad networks, 
with affiliate networks, advertisers 
pay on a pure performance metric 
such as cost per lead, cost per sale, 
or percentage of sale. Advertisers 
do not pay on a cost per click or 
cost per impression basis.  
The true affiliate network is primar-
ily a technology solutions provider 
and marketplace creator that offer a 
turn key solution for websites to 
work directly with individual web-
sites looking to promote offers of 
their choice. With affiliate networks, 
the advertiser doesn’t have to build 
technology for tracking the perform-
ance of each affiliate, nor do they 
have to worry about payment to 

multiple parties. As part of the solu-
tion, affiliate networks handle the 
tracking and payment, the adver-
tiser pay only one check to the net-
work who then disburses individual 
payments based on the site’s indi-
vidual performance. 
Graphical advertising/display ads  
Graphical advertising, or display 
ads, make up another major area of 
online advertising. Yahoo alone gen-
erates 25 billion ad impressions (an 
impression being defined as an ad 
loading on the page). Combine Ya-
hoo, AOL, and MSN, not to mention 
the thousands of other smaller, but 
still popular websites, and you can 
see how this form of advertising ac-
counts for up to 50% of all internet 
advertising dollars. Managing adver-
tising spend across a large number 
of sites takes a lot of resources, and 
even if you have such resources, 
there still exists an incredible 
amount of impressions that you 
most likely did not capture. The 
sheer number of sites and volume 
of combined impressions they gen-
erate opens the door for businesses 
such as the display ad networks. 
These companies focus on aggre-
gating sites together so that an ad-
vertiser can through them reach 
hundreds of sites. Display ad net-
works make their money by keeping 
some percentage of the ad dollars 
paid to them that they show on the 
websites they aggregate, which they 
call publishers.  
Among the most complex parts of 
understanding the display ad net-
work business are the seemingly 
subtle differences among the vari-
ous companies that operate in this 
sector.  
Besides reach, the individual sites 
that make up the network are an-
other factor. Different sites have 
different types of traffic.  
It’s worth placing an order to see if 
the sites come from well-known 
names or niche sites.  

How the networks can target the 
traffic makes up the third differenti-
ating factor. In other words, does 
the network offer advertisers the 
ability to pick specific sites to run 
on, a channel / vertical based ap-
proach, or simply run of network (no 
real targeting). Targeting by country 
along with options for showing the 
ad only on specific times and days 
has become standard across the 
major networks. Fourth is the pay-
ment metric for showing their adver-
tisements. Advertisers that want to 
target specific sites, channels, etc., 
will find themselves paying on an 
impression basis, whereas several 
networks offer pure performance 
(cost per action, for example) op-
tions, but the trade off tends to be 
less specific targeting options. Dis-
play ad networks work best for ad-
vertisers whose product reaches a 
wide audience and ones that have 
significant online advertising experi-
ence. Brand advertisers and those 
with a performance goal (a certain 
cost per signup) have used display 
ad networks quite effectively. 
Always remember the following: 
Firstly, the value of the customer 
should be high (a customer in each 
of the types of businesses above is 
worth several hundred if not several 
thousand dollars to the companies). 
Secondly, there should be a high 
demand for the product, i.e. many 
people need it.  
Thirdly, the offer should not have 
geographical constraints, such as 
being available only in a limited 
number of cities, and lastly, the 
product should have continuous 
demand.  
With automotives for example, there 
are always people looking to buy 
new cars, just as there is a year-
round need for people to buy a 
house. Most importantly, from an 
operational perspective, each of the 
companies that currently operate in 
the lead generation space has put 
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into place mechanisms for accept-
ing in-bound leads and transmitting 
them to sales representatives who 
work on turning these leads into 
customers. The lead itself isn’t 
worth money to the advertiser, 
which highlights the importance of a 
process that can convert some of 
the leads into sales.  
Incentive promotion 
Lead generation and co-registration 
come together in a way to make up 
the next area of digital marketing – 
incentive promotion. Advertisers 
might not know the sector by this 
name, but they have without a 
doubt seen these types of advertise-
ments. Incentive promotion compa-
nies draw users into a signup proc-
ess with compelling and high value 
prizes. The incentive promotion 
companies do something interest-
ing. They end up attracting users 
not for a particular offer but for a 
variety. It is similar to co-registration 
as they make their money of a sign-
up process, but what makes them 
unique is their focus on actively 
drawing in users. They take advan-
tage of the fact that there are more 
impressions on the Internet than 
specific advertisers who can buy 
them.  
The typical incentive promotion site 
has users enter their email address 
on the landing page (where they go 
after clicking on an ad); then, users 
enter their shipping address; after 
which they will see a variety of co-
registration style offers, where if 
they choose to, they can fill out ad-
ditional information to learn more. 
These offers do not relate to the 
prize; they exist to help the incentive 
promotion company subsidize the 
cost of media. The final page in the 
process is a set of offers that users 
must complete in order to receive 
their free prize. The advertisers 
listed here are all customer acquisi-
tion related, where each new cus-

tomer carries a moderately high 
value, and has experience at valu-
ing a particular customer’s worth. 
ISPs and other subscription services 
are two good examples. They know 
exactly what they can pay for a new 
customer.  
At the end of the day, incentive pro-
motion companies drive millions of 
new customers to companies. They 
also operate in a delicate balance. 
They drive new customers when 
that intent doesn’t initially exist – 
for example, users come looking for 
a free gadget, not for a credit card 
offer. The power of incentive promo-
tions comes from that ability to take 
one and turn it into the other, but it 
also means that marketers will re-
ceive on the whole a lower quality 
user. The millions of people who 
enter their email address for a prize 
not only help drive new leads to 
companies, they also make up a big 
percentage of the audience for our 
next segment, email marketing.  
Email marketing (See also Page 1) 
To succeed in incentive promotion 
requires a lot of focus and skills, 
which calls to order email marketers 
and offers as well a chance for list 
management companies and their 
customer retention management 
systems so that a company can 
communicate with its clients.  
The best email marketing compa-
nies often can drive large amounts 
of volume for companies on a per-
formance basis, but please be 
aware and respect existing legisla-
tion.  
Search engine optimization (SEO) 
If you have a web site, you will want 
to make sure that it is optimized for 
the search engines. Paying for traf-
fic works, but most would prefer 
receiving some traffic for free, which 
is the core business of firms that 
offer search engine optimization 
(SEO.) Once you have traffic, you 
most probably want to get some 
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insights into it, for instance, finding 
out what links your web visitors’ 
click on, how much time they spend 
there, etc. Here, companies such as 
Hitwise or Clicktracks could come 
into action to support you. Or, you 
might want to leverage a system 
that enables you to easily show cer-
tain content depending on where 
the user comes from. kind of things. 
Video streaming 
Video streaming is certainly not a 
new concept and has been around 
for some time, but it’s only now 
making its way into the digital mar-
keting scene. It's now easier than 
ever to add streaming video content 
to your website. The technology re-
quired to enable video streaming is 
widely available, it's relatively inex-
pensive and with the dramatic 
growth in high speed, broadband 
internet connections, a growing 
number of Internet users can now 
view high quality, streaming video 
on their computers and mobile de-
vices.  Whist video streaming has 
yet to become a mainstream mar-
keting tool, this may soon change. 
Video streaming provides a number 
of useful opportunities for maximiz-
ing the potential of an existing cor-
porate video. And compared to 
other distribution media such as 
DVD or CD-ROMs it also offers a 
cost-effective solution for broadcast-
ing a new corporate presentation to 
a wider audience. 
Whatever video streaming clips you 
use, try to ensure they are branded 
with your corporate identity. This 
could be a small logo in the top cor-
ner of the screen or a 'picture frame' 
wrapped around the moving im-
ages. Taking it a step further, you 
may want to add an introduction 
sequence with animated corporate 
logos at the beginning and end of 
every sequence. Another option is to 
create an HTML or Flash 'player' 
customized with your corporate 

continues on Page 5 - click  here 
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♦ Real ROI in digital marketing 
comes from conversion rates, not 
“eyeballs”. 

Bearing the above in mind, the 
value of integrating email marketing 
within overall marketing efforts, are 
extremely obvious. Email marketing 
should be the bridge a marketer 
uses to help move customers 
through a purchase and re-
purchase cycle. 
Don’t fall into the common market-
ing pitfall – neglecting to determine 
what the next step is once a specific 
goal has been achieved in a digital 
marketing program. For example, 
you’ve successfully steered a cus-
tomer to a landing page from a paid 
search ad or banner, but now what? 
Well, here’s where email comes in. 
Email is a fantastic solution as long 
as customers are given a good rea-
son to receive your ongoing email 
communications.  You can even in-
sert additional cross-sell offers into 
your confirmation email. Email mar-
keting allows marketers to collect 
data such as preferences, purchase 
history, search terms uses and so 
on, enabling better understanding 
or current as well as potential cus-
tomers, thereby allowing for better 
planning. 

Here are 5 tips to ensure better digi-
tal marketing communication: 
Objectives push strategies and 
strategies push tactics. 
It’s extremely important to remem-
ber that a website or online ads are 
merely tactics and not strategies. 

Having your objectives clearly in 
mind will help drive your marketing 
strategies and of course, a good mix 
of digital tactics will help achieve 
successful results even faster. 
Develop and ensure valuable and 
relevant content at all times. 
The above is important regardless 
of which stage of the buying process 
your customer is in. While meaning-
ful content may be more costly to 
execute, poor content may cost you 
your business because you’ve lost 
the moment a customer perceives 
you are spamming them. Valuable 
and relevant content may not be 
easy to achieve, but trust me, it is 
worth it. 
Remember that transactional 
emails are also a marketing chan-
nel. 
More often than not, many compa-
nies send out confirmations without 
realizing that relevancy and fre-
quency are great predictors of fu-
ture purchase intent. Make use of 
this and take note that transac-
tional emails can be used to cross-
sell and up-sell marketing offers. 
After all, these emails are more of-
ten than not opened and read, but 
sadly, many marketers overlook 
this, rarely tracking their delivery, 
open, click and conversion rates.  
Integrate paid search with email. 
Doing the above will help grow a 
marketer’s opt-in email list as well 
as manage their paid placement 
leads. Follow-up email communica-
tions are a logical communication 

step that lead to better conversion 
rates, thereby allowing email to be-
come an integral part of a broader 
campaign. 
Don’t get caught up in the hype of 
digital marketing 
Ensure you have completely ex-
plored your email program’s poten-
tial before you chase after the latest 
buzz in the marketplace. It’s impor-
tant to realize that buzzwords are 
an ongoing challenge in the digital 
world.  
The key thing is to stay focused on 
your mission. Digital marketing is all 
about using innovative technologies 
to reach the customer in new ways, 
positioning or enhancing the brand 
or product, and providing the new 
empowered consumer with the in-
formation they are seeking. No mat-
ter what you do, always keep the 
organization focused on the key 
marketing strategies that are being 
pursued. 
There’s no two-ways about it, email 
marketing should be integrated into 
every e-marketer’s digital marketing 
efforts. Doing so ensures that mar-
keter’s provide something of real 
value, thereby ensuring that their 
customer’s do not opt-out, that they 
continuously provide ongoing infor-
mation and value through the pur-
chase cycle and finally, that they 
can segment their audience and 
target their messaging. 
By following the above advice, you 
can ensure you stay and above all, 
succeed in the digital game. ◊ 

By Shanti Anne Morais 
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identity. The video clip would then 
play within this frame and could be 
complemented by some animated 
product or service information 
around it. 
Another benefit of video streaming 
to take not of: When reviewing web-
site statistics, it is frequently pages 

featuring streaming video content 
that are the most 'sticky' and have 
the longest viewing times by site 
visitors. Use this factor to your ad-
vantage - it's an ideal opportunity to 
get your core brand values, prod-
ucts and services across to the site 
visitor. I know that this article barely 
scratches the surface of digital mar-

keting, but I hope that it gives you 
an overview of what it can deliver. 
The industry is still new and evolving 
with continuously developing new 
technologies, services and strate-
gies so that it’s hard to predict 
where the industry will head in the 
future. ◊  

By Daniela La Marca 
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Podcasting is quickly emerging as a 
unique and note-worthy media - not 
surprising since it was declared 
2005’s ‘Word of the Year’ by the 
New Oxford American Dictionary. 

A podcast is a multimedia file dis-
tributed over the Internet using syn-
dication feeds, for playback on mo-
bile devices and personal com-
puters. Though podcasters' web 
sites may also offer direct download 
or streaming of their content, a pod-
cast is distinguished from other digi-
tal audio formats by its ability to be 
downloaded automatically using 
software capable of reading feeds 
like RSS, the same technology that 
enables you to subscribe to your 
favorite news sites and Weblogs. 
While RSS was at one point only 
considered to be a means to deliver 
news headlines, RSS has quickly 
become a powerful medium to dis-
seminate all kinds of information. 

Podcasting is well on its way to be-
coming a mainstream communica-
tion. It has been said that in October 
of 2004 a Google search returned 
less than 6,000 results for the term 
"podcasting". Today, a similar 
search yields more than 857,000 
results. Like the blogging phenome-
non, podcasting has come out of 
nowhere and attracted an enthusi-
astic following.  

With the growing popularity of pod-
casting, publishers and marketers 
around the world are asking them-
selves how to monetize this content 
channel and make delivering audio 
content via RSS profitable. 

What makes podcasting interesting 
and important to businesses is that 
the potential business uses of pod-
casting are limited only by a smart 
marketers’ imagination. If used well, 

it can deliver and achieve the goals’ 
of a company’s marketing plan. 

There are many valid reasons why 
corporations may want to embrace 
and leverage podcasting. Corpora-
tions can set up internal or public 
facing podcasts. By podcasting, cor-
porations and businesses of all 
sizes have an opportunity to create 
a loyal listener audience that can 
extend their brand as well as com-
municate to the target audience.  

Businesses can also use this tech-
nology both externally & internally 
as a communication medium to 
keep local, virtual and world wide 
groups of clients or employees in-
formed, for example, sales and mar-
keting meetings for companies that 
have employees in worldwide loca-
tions. It is also an effective medium 
for distance learning. In addition, 
consultants could use podcasting to 
interview clients, convey success 
stories, interview other thought 
leaders, expose business trends, 
and become a trusted advisor and 
source of valuable information. This 
can produce additional clients, in-
crease an organization’s reputation 
within a specific community, and 
extend valuable brand perception 
with customers and prospects. 

A new technology, podcasting is 
definitely evolving extremely rapidly 
since its first mention in 2000. 
Right now, there already exists Mo-
bilecasts and MMS podcasts. A mo-
bilecast is a podcast designed to be 
downloaded by a mobile phone. Lis-
tening to podcasts on mobile 
phones becomes more attractive as 
the quality and speed of mobile net-
works improves, and mobile phones 
themselves become more useful 
audio devices by adding storage 

capacity and stereo capability. While 
podcasts are primarily designed for 
transfer from PCs to connected port-
able devices, because more and 
more people are using their mobile 
phones as portable audio players, 
some podcasts are made specifi-
cally for mobile phones. These are 
shorter and in many cases focused 
on a single topic or designed to 
communicate quick information like 
a short movie, restaurant reviews, 
news headlines and summaries. 
However, at the moment, chal-
lenges such as lack of network 
speed and interoperability issues 
still abound. 

Another new kid on the block is the 
MMS podcast, which are shows/
clips distributed via the Multimedia 
Messaging Service (MMS) protocol 
to mobile phones. The content 
makes use of MMS features such 
as being split into random-access 
chapters. This content can be 
fetched on demand by the user, or 
pushed to the user on a subscrip-
tion basis. 

There is certainly no looking back 
for podcasting. However, while pod-
casting is a great new medium, it is 
important to remember that creat-
ing a podcast is only half of the 
work. Promoting it is equally critical 
to its success. ◊ 

By Shanti Anne Morais 
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creative minds concentrated the 
following years on delivering a con-
crete increase in value to users – 
going beyond the real advertising 
content. Thus, since the end of the 
nineties, multimedia technologies 
were integrated into banners in or-
der to be able to add new features 
such as pictures or lotteries for ex-
ample. Soon, new formats came 
into the picture like intersti-
tials” (advertisements which appear 
with the change of a website), 
“skyscrapers” (vertical banners) or 
“pop-ups” (advertisements which 
appear in its own small window). 

In its jubilee year, we want to point 
out what was reached in ten years. 
What online advertisements are 
able to do, and its value-add in lieu 
of the all-important media mix, 
never forgetting or under-estimating 
its original achievements. 

It’s a fact that the growing number 
of broadband connections pushes 
forward the trend towards new, 
luxurious multimedia formats such 
as interactive TV advertisements. 
According to experts and supported 
by a study of TNS Emnid, the grow-
ing online gaming industry will most 
probably launch new product place-
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ments or sponsoring opportunities. 
Therefore, product placements in 
computer and video games hit high 
acceptance with consumers.  

However, in spite of the rapid for-
mat developments, web advertise-
ments still bob up and down in ad-
vertising volume, beaten by print, 
TV/radio and outdoor advertise-
ments. ◊ 

By Daniela La Marca 

that I  created to understand the 
uptake dynamics of the content, in 
conjunction with  the six  mantras 
that  I  have  published  and  dis-
cussed in the past. 

1. All content is a killer in its own 
right, but what may not be a kil-
ler is its Media Model that drives 
its  market  positioning,  access 
and delivery. 

2. A Media Model can add to or di-
lute the perceived value of the 
content – which in fact deter-
mines the speed and scale of 
adoption - hence success. 

3. Users knowingly or unknowingly 
look for better alternatives and 
migrate from one Media Model 
to another. This migration is very 
much driven  by  the  perceived 
value of the Media Model. 

4. The two key aspects of the Me-
dia Model together - technology 
and business - help to differenti-
ate one Media Model from an-
other and also directly contribute 
to the success of the content in 
the market place. 

M O B I L E  E S P N  –  Y E T  A N O T H E R  V I C T I M  O F  C O N V E R G E N C E  S Y N D R O M E  
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My analysis yielded the following: 

1. Though  ESPN  Mobile  is  posi-
tioned as a sports offering, its 
uptake is driven by voice – in 
reality, the sports content is only 
a  secondary  service to  mobile 
voice.    The two diverse services 
dilute each other's value proposi-
tion, significantly weakening the 
market focus created by Mobile 
ESPN branding. 

2. Sport is a very popular lifestyle 
activity – tremendously enjoyed 
at stadiums or courts or on TV in 
living rooms,  where people sit 
relaxed not compromising their 
lifestyle  postures.  Gazing  at  a 
hand  phone,  hour  after  hour, 
firmly held between two hands at 
an arm's length is certainly not 
an enjoyable experience.      

3. Sports in fact, do not synergize 
with a small hand phone screen. 
The content for a small screen 
must be specifically designed to 
compensate for the lack of visi-
bility, especially of fast moving 
objects.  

Click here to return to the contents page 

Disney launched Mobile ESPN with 
much  fanfare  during  the  Super 
Bowl XL this year and supposedly 
did everything to create a rich user 
experience  to  differentiate  itself 
from the operators. It is also very 
natural for one to wonder why Dis-
ney decided to pull a plug, given 
that the service offers good quality 
content, has an access to an estab-
lished and paying customer base of 
sports lovers and is backed up by a 
strong brand. The disturbing truth is 
that Mobile ESPN was only able to 
build a consumer base of 10,000 
after eight months of its launch. 
Thus, the issue is not that of tech-
nology, content or application but 
that of poor adoption. 

Mobile ESPN is certainly not the 
last one to fold up for the lack of 
adoption, but many more are on 
their way. Poor adoption is the most 
serious issue faced by the mobile 
world today and if this keeps hap-
pening, we are not too far from a 
"dot mobile" crash, which is indeed 
a scary but a realistic thought.  

I analyzed the business model of 
ESPN Mobile vis-à-vis a framework 

Click here  to continue at Page 9 



7. I have not noticed any conscien-
tious strategy on the part of Walt 
Disney to migrate people from 
paid  TV  sports  channels  or 
sports  web  portals  to  Mobile 
ESPN. This possibly limited the 
uptake to  new sports  enthusi-
asts. 

8. I also not did not notice any at-
tempt to disrupt the market or 
establish a "network effect" to 
encourage the service uptake. 

9. The  value  proposition  of  high 
technology  consumer  offerings 
should  be  first  established  in 
smaller and controllable markets 
before they are offered in the 
mass consumer market,  which 
can be mindlessly ruthless. 

Mobile ESPN is yet another victim 
of the "value dilution syndrome" – 
in  this  case,  sports  content  and 

4. I generally recommend a strong 
focus on audio in content de-
signed for small screens. 

5. Mobile ESPN would have done 
well,  if  positioned  as  a  car 
gadget. Sports content will well 
serve the role of an entertaining 
companion  in  a  world,  where 
loneliness is killing. This though 
limits the market but the focus 
builds  up  significant  perceived 
value, which is critical to adop-
tion. 

6. A more judicious approach is to 
design a handheld for the appli-
cation  in  mind.  But  then  the 
question is – as sport is often a 
seasonal activity, will sports lov-
ers invest on a gadget that they 
can only use for a few months a 
year? Even at homes, most of us 
do not dedicate a TV to a sports 
channel.    
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voice  diluting  each  other's  value 
proposition and weakening the fo-
cus created by the strong branding. 
Disney would have done well offer-
ing sports content as a pointed so-
lution  on  a  firmly  clamped  car 
gadget. The sports content is more 
synergistic with a car environment if 
designed with a greater focus on 
audio to address the growing need 
for  "entertaining  companionship". 
This will indeed be a disruptive so-
lution. ◊ 
 
 
 
 
 
 
 
 

By Mike Gauba, Ph.D 

mikegauba@gmail.com 

Click here to return to the contents page 
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R I C H  M E D I A :  C O N T E N T  F O R  A L L  S E N S E S  

In view of modern streaming tech-
nologies  and  broadband  Internet 
access nothing seems to be in the 
way of rich media content. Regard-
less of how analysts estimate the 
success  of  the  market,  an  e-
business in combination with "rich 
content", for example Pay-TV, Inter-
net television or Video-on-Demand, 
promises  to  be  a  key  business 
model of the industry in the future. 

The time when downloads of videos 
paralyzed our PCs for half an hour, 
and then only opened  a window 
screen as big as a stamp, in which 
we  saw  flickering  a  short  two-
minute-movie  of  dubious  quality, 
should be a thing of the past. Never-
theless,  the  digitized  audio-visual 
bits and bytes pose special require-
ments  for  enterprise-wide storage 
solutions. With bandwidth in gigabit 
ranges  and  heterogeneous  video 
and audio formats which make in-
terface conversion programs neces-
sary, the integration of highly avail-
able rich media data into the infor-
mation infrastructure represents a 
real challenge.  

Rich media refers generally to con-
tent  like  pictures,  videos,  sound, 
graphic arts, or other non text-based 
information content.  However,  im-
ages or sound files become only a 
product you can deal with through 
so-called  meta-data.  Information 
like contract data or rights which 
are used for management and treat-
ment  of  the multimedia  contents 
are among them. Rich media con-
tent can be transformed into differ-

ent formats so that it’s possible to 
use it for all important media like 
television, Internet, wide tape cable 
and mobile nets. 

All-inclusive rates paved the way for 
rich media 

Flat-rates for the Internet smoothed 
the way for rich media distribution 
in the web as data can be trans-
ferred comfortably  with  streaming 
technology.  A  main  feature  of 
streamed multimedia: the user can 
already look at the streamed con-
tent during the loading process, the 
main difference from HTML pages 
being that a constant Internet con-
nection is crucial. Therefore, at first, 
many potential rich media custom-
ers were put off by having to con-
stantly  tick  tariff  time  switches. 
However, this is changing with the 
introduction  and  spread  of  area-
wide Internet flat-rates. It has to be 
noted that the quality of video and 
audio broadcasts can only be com-
pared  to  television  standarda  if 
broadband and satellite  transmis-
sion is used.  

Multinational media companies are 
the pioneers  

The forerunners of the rich media 
markets  are  mainly  the  media, 
broadcasting  and  telecommunica-
tion companies, which offer applica-
tions like Pay-TV, Video-on-Demand 
and Internet TV. And the require-
ments for the IT industry will con-
tinuously rise as the whole enter-
tainment arena continually has to 
provide  more  digital  information, 

leading to  television and Internet 
further melting together.  

Besides, the possibilities of mobile 
computing on the technical side will 
lead to mobile employment on the 
business side and a growing de-
mand for mobile entertainment on 
the consumer side.  

In any case it will put much more 
extreme requirements on data secu-
rity and data availability. 

However,  rich media will  become 
more and more interesting as it con-
tinues to span various types of busi-
nesses.  Enterprises,  for  instance 
can optimize processes and save 
costs, the health service, will profit, 
as the quick and safe access to 
video and audio data from different 
medical  departments  could  bring 
considerable time and quality ad-
vantages to the diagnosis process. 
E-commerce provider can bind their 
customers with multimedia product 
descriptions  or  operating  instruc-

Click here  to continue at Page 11 
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tions, or companies can profit using 
their  Intranet  for  video-training, 
thereby saving expensive seminar 
costs for their employees. 

Technical requirements  

For the transmittance of rich media 
formats, data volumes in the scale 
of 100 to 200 terabytes and more 
have to be moved, therefore fast 
nets are unavoidable. In addition, 
rich media suppliers have to pro-
vide data in different formats, plus 
interfaces for software are neces-
sary which steer the broadcasting 
process or convert special formats.  

In the case of content management 
it  requires the combination of  IT 
and rich media in a central informa-
tion infrastructure.  

The necessary interoperability can 
only be realized through the col-
laboration with partners who open 
their  technologies  to  all  involved 
parties (open standards).  

With regards to technology equip-
ment,  rich  media  receivers  have 
here, a much easier life, as they 
need  only  a  computer,  a  sound 
card, an Internet browser and the 
appropriate player which plays the 
streaming media data during the 
Internet connection or the network 
connection with the Intranet. Cur-
rently, different suppliers of stream-
ing platforms still have to fight for 
the favor of contents providers and 
users.  

he forerunner here was the US en-
terprise Real Networks with its G2-
streaming platform, but right now, 
the Microsoft Windows Media plat-
form as well as Apple’s Quicktime, 
and a few others, are fast becoming 
a  real  alternative.  Today,  many 
types of  video compression exists 
for serving digital  video over the 
Internet  ,  but  probably  the most 
widely  used  formats  are  MPEG4 
and Windows Media, with MPEG2 
used almost exclusively for DVDs, 
providing an exceptional image in 
minimal size but resulting in a high 
level of CPU consumption to decom-
press. 
Rich  digital  content  reached  the 
user in the beginning via Internet 
backbones which were connected 
with the telephone network or cable 
net. But, today the wireless transfer 
of rich media data -the so-called 
wireless multi-media - is a reality. 
The transport of streaming media 
information over radio nets to mo-
bile devices, digital assistants and 
smart phones isn’t a dream of the 
future any longer.  

Wireless  access  to  the  Internet 
made  the  transfer  of  telephone 
calls, e-mails, SMS or news services 
possible and as forecasted years 
ago, games and music titles have 
been the data pioneers. It has re-
sulted in today’s MMS and mobile 
TV. 

For a FREE subscription, please click here 
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What  the  future 
brings 

As  the  market 
leaders in storage 
technology  have 
forecasted,  rich 
media is a market 
segment  with  big 
growth  possibili-
ties  despite  all 
initial obstacles. Broadband access, 
along  with  improved  technology 
such as such MPEG-4 compression, 
will make large digital file manipula-
tion increasingly easier and faster, 
so the entertainment industry and 
other multimedia content providers 
are going to have to adjust their 
business  models  to  leverage  a 
worldwide audience that can easily 
reach and manipulate rich media 
content via the Internet.  

Rich media suppliers can be glad 
about  golden  times:  The  market 
researchers of Jupiter Communica-
tions believe that in the next three 
years  already,  every  third  house-
hold will feature Internet TV. The 
need  generated  thereby  in 
"intelligent" and business wide op-
erating memory technology will be 
immense. Enterprises that want to 
get a slice of the rich media market 
will have to prepare their infrastruc-
ture  today  for  new capacity  and 
availability requirements. ◊ 

By Daniela La Marca 
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Google Adwords is a core element 
of many marketing strategies, but it 
doesn’t make accessible which ads 
and keywords are delivering results. 
Here is where Salesforce for Google 
AdWords comes into play, allowing 
users to launch a Google AdWords 
advertising campaign from a Sales-
force.com application.”  

Salesforce.com believes the newly 
offered service addresses the grow-
ing popularity of search engine mar-
keting,  and  the  difficulties  some 
companies  have  with  integrating 
the new medium into their existing 
business  systems.  Their  recently 
acquired company Kieden built the 
integration between Salesforce.com 
applications  and  Google's  ad-
serving system using AppExchange, 
Salesforce.com’s  on-demand  plat-
form.  The  service  enables  the 
analysis of ongoing campaigns by 
measuring the return on ad spend-
ing and quantifying the success of 
Google  advertising  programs.  It 
compiles  the  gained  results  and 
presents  it  in  charts  and  a 
dashboard-like interface. The new 
search marketing service delivers 
for the first time an end-to-end, on-
demand service that allows compa-
nies to “directly link their Salesforce 
automation systems and their mar-
keting systems to Google and Ad-
words”,  said  Cooper.  “So in  real 
time they can see the words that 
generate most  interest,  they  can 
see the point of  lead generation 
whether it’s been accepted and pro-
gressed by sales and most impor-
tantly  actually  understand exactly 
whether it  has been clicked and 
converted into business”, he added. 
Salesforce.com  is  convinced  that 
their new offer will take off and the 
company “almost tripled the invest-
ment for search engine marketing 
over the last quarter and will con-

tinue  to  increase 
it” confirmed Coo-
per. “Asia is a mar-
ket  with  a  lot  of 
geographic  spread 
so  it’s  difficult  to 
market  across  all 
of Asia - especially 
if you combine the 
complexity  of  lan-
guage. Search en-
gine marketing is actually what I 
would call  a  “passive” marketing 
approach  as  leads  just  come 
through. It’s a great opportunity to 
reach a lot of people very quickly 
and is cost-effective”,  he enlight-
ened. “  

When asked how he sees the future 
development of search engine mar-
keting in the Asia Pacific region, 
Cooper elaborated,“It’s our lowest 
cost lead channel at the moment 
which  is  significantly  lower  than 
anything else we do. And I think 
what will start to happen is, more 
and  more  organizations  beyond 
companies  that  are  tech-savvy, 
what IT companies and high-tech 
companies are, will start to look for 
a much more efficient and equally 
embedded  system  in  their  sales 
force automation system that is a 
much more effective token for mar-
keting.”   He  annotated  that 
“marketing is the last frontier within 
any organization to have evidence 
of return on investment” and that 
“the technology side in search en-
gine marketing and Salesforce for 
Google AdWords will provide a very 
defendable position for marketing 
managers to request more budget 
allotment and also enable them to 
more  easily  adjust  their  invest-
ments, thereby enabling them to be 
seen as more effective and effi-
cient.” 

S A L E S F O R C E  F O R  G O O G L E  A D W O R D S :   

I T ’ S  A L L  A B O U T  C U S T O M E R S ’  S U C C E S S  

The Internet without Google is really 
hard to imagine as it is arguably the 
most  important  search  engine 
around. Asian e-Marketing met Jer-
emy Cooper, Salesforce.com’s Vice 
President, Marketing, Asia Pacific & 
Japan, to find out more about one 
of his company’s new on-demand 
services “Salesforce for Google Ad-
Words”. Salesforce.com has linked 
up with  Google's  advertising pro-
gram,  AdWords,  after  having  ac-
quired in August this year the small 
tech firm Kieden, which created an 
application that enabled AdWords 
to be integrated in Salesforce.com's 
software. Salesforce for Google Ad-
Words offers users transparency by 
giving insights into the entire life-
cycle of an online campaign. From 
the creation and placement of ads, 
to the dynamic tracking of results, 
management of opportunities, clos-
ing of deals and measurement of 
return on investment (ROI), it im-
proves explicitly the efficiency and 
utility of search engine marketing. 

Search engine marketing is gener-
ally  recognized as a high growth 
market segment as it is most impor-
tant for integrated online marketing 
strategies. Therefore, placing adver-
tisements on major search engines 
gained enormous momentum over 
the last year, triggering worldwide 
spending of billions of dollars in this 
area.  

Nevertheless, there are still many 
big spenders of search engine mar-
keting that are unable to track the 
success of  their  online activities. 
Cooper explained: “Even if compa-
nies are using extra search engine 
applications  such  as  Google  Ad-
Words, there is no automated way 
to tie gained results back to the 
sales force, once a campaign is run-
ning.  

Click here to continue at Page 13 
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in and quickly address opportuni-
ties - as demonstrated with the new 
product created by Keiden that is 
fast  becoming  one  of  the  most 
popular  products  in  the  AppEx-
change. Cooper pointed out: “We 
launched  the  AppExchange  on 
January 17, 2006 and since then 
we have got 315 business applica-
tions,  200  ISVs,  144,000  test 
drives  and  around  13,500 
downloads,  which  means  compa-
nies are actually coming and sub-
scribing to software on the AppEx-
change.”  

He said further: “One unique thing 
of the AppExchange is that compa-
nies can actually test drive the ap-
plications for 30 days before they 
buy it.” 

The fact that Keiden was one of the 
hottest  products  on  the  AppEx-
change caused Salesforce.com to 
realize that search engine market-
ing and the ability to measure the 
return on investment is a main is-
sue in the industry. 

Commenting on the fact that it is 
often argued that Asia is several 
years behind the US and Europe, 
Cooper said that although this is 
true, he expects Asia to close the 
gap much faster than all others. He 
believes  that  the  software-as-a-
service model suits especially com-
panies in Asia as there are often 
only small offices in the region, with 
different  software  requirements 
and often only a small number of 
employees so it’s too expensive to 
install all software everywhere. The 
willingness to invest into new media 
technologies and marketing is not 
really  high  and  if  software  is 
needed it’s expected to be available 
very  fast.  Operational  issues  like 
language or currency issues will be 
adapted  by  Salesforce.com soon, 
which already offers its core prod-
ucts already 12 languages. 

Cooper believes that software-as-a-
service will be the next technologi-
cal shift, taking into consideration 
the way how companies have tradi-
tionally embraced software. In the 
past, large software budgets have 
been necessary and hidden costs 
associated with consultants, hard-
ware,  maintenance  and  support, 
implementation  etc.  came  up  in 
addition. Therefore, companies had 
to invest in software and technology 
rather  than  in  actual  business 
growth areas - which doesn’t make 
sense from an economic point of 
view. But like analysts have pre-
dicted that by 2010, 30% of all soft-
ware will be procured as a service 
in  Asia,  Salesforce.com  believes 
that software-as-a-service will take 
off in the region very quickly. “We 
think it will be huge here and I am 
very,  very  excited  about  it”  said 
Cooper, maybe strengthened by the 
fact that Salesforce.com’s business 
is doubling year on year in the Asia 
Pacific region.  

He  added:”  Salesforce.com  part-
ners with leading technology and 
business services companies that 
leverage their expertise. It’s a very 
different  approach  of  a  software 
model and we do look for growth 
opportunities. The whole idea be-
hind the AppExchange is that it’s a 
community and social production. 
The momentum behind the AppEx-

From Page 12 — Salesforce for Google AdWords: It’s all about customers’ success 

Salesforce.com targets a particular 
audience for Google Adwords, Coo-
per told us. According to him, they 
are seeing in Asia mainly high tech 
companies  that  invest  in  search 
engine  marketing  and  marketing 
services, as well as an increasing 
number of financial services com-
panies. He added: “Our market is 
pretty much anybody looking into 
search  engine  marketing.  And  I 
think  one  of  the  unique  things 
about the Adwords product is that 
instead of spending x thousands of 
dollars on search engine marketing 
you can spend only a tiny fraction of 
the budget on a system that tracks 
the leads and helps in this  way 
sales to provide the concrete ROI 
assessment.  

“One of the things you should know 
about Salesforce.com is”, he said, 
“that we talk about democratizing 
software. So we have 501,000 sub-
scribers  across  25,000  organiza-
tions and they spread across all 
verticals – around 30% is in the 
SMBs, 30% in the big market, and 
30% in the enterprise. As you see, 
it’s a pretty broad approach.”  

Salesforce.com is  as  a  company 
which is currently in an interesting 
transition,  according  to  Cooper. 
Their core purpose has been tradi-
tionally  CRM, sales services,  and 
marketing and within that sector, to 
really make sure that these applica-
tions were targeted, that there was 
transparency and visibility between 
what  marketing  was  doing,  what 
and how it was contributing to sales 
and  attracting  and  retaining  the 
customer’s  whole  attention.  The 
AppExchange  started  Sales-
force.com’s transition to becoming 
more of a platform company and 
Google Adwords is tightly  tied to 
this in a couple of ways. The first 
being the approach behind the Ap-
pExchange to allow other software 
companies or developers to come 

Click here to continue at Page 14 
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“In a software-as-a-service model, 
which is unique for Salesforce.com, 
you  don’t  have  to  make  pre-
investments, as it’s a subscription 
model, where you can unsubscribe 
at any point whenever you are un-
happy or unsatisfied or if you be-
lieve you are unsuccessful.” 

In addition,  he notes that Sales-
force.com has a large group of in-
ternal customer success managers 
who are responsible for taking care 
of  new salesforce.com customers 
and making sure that they are suc-
cessful. He adds proudly, “93% of 
our customers would recommend 
Salesforce.com to a colleague or a 
peer,  according  to  our  own con-
ducted surveys. Our customers be-
lieve that with regards to the total 
cost of ownership we are up to 90% 
cheaper  than traditional  software 
companies. So it’s all around cus-
tomer success. It’s all around ser-
vice basically.” 

Salesforce for Google AdWords defi-
nitely simplifies today’s search mar-
keting, allowing users to buy key-
words and instantly create ads di-
rectly  within  Salesforce  that  are 
compliant  with  Google’s  editorial 
policies.  The  new  on-demand-
service enables companies to corre-
late ad clicks with sales metrics 
such as leads, opportunities, deals, 
and measure exactly which ads and 
keywords are generating leads and 
results. Salesforce for Google Ad-
Words can be found at  

http://www.appexchange.com 

under Search Marketing in the mar-
keting category and is during the 
initial pilot phase, available for a 
free 30-day trial to all Salesforce 
customers. ◊ 

By Daniela La Marca 

change is huge and there is just no 
way to get this momentum in any 
other software model.”  

As Salesforce.com still has to prove 
that  it  can  sustain  its  current 
growth rate and keep the custom-
ers it lands, Asian e-Marketing has 
been very curious to get more infor-
mation on the company’s strategy 
to  ensure  success.  Full  of  self-
confidence, Cooper answers, “We 
globally grew by 64% in revenue. 
We believe we are the fastest grow-
ing software company taking into 
consideration our size and in this 
space”. Furthermore, he said: “We 
are talking about ourselves as a 
software-as-a-service  company  – 
we are not selling software, we are 
actually delivering a service – so we 
have a very heavy focus on cus-
tomer  success.”  He  explained 
Salesforce.com is different due to 
its business model and company 
culture.  

Click here to return to the contents page 
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MediaBUZZ’s IP Convergence 
Dinner Roundtable series held 
from September 5-7 2006, 
comprised of 3 thought-
provoking sessions targeting 
the very latest and hottest IP 
Convergence issues and 
trends – IMS (IP Multimedia 
Sub-system), VoIP Security 
and Mobile Streaming.  

Targeted at key business decision-

makers – CEOs, CTOs, CIOs, 

COOs, presidents, vice presidents, 

managing directors, IT consultants 

and analysts, these intense discus-

sions explored the vision of a 

world without information 

boundaries, the current scene in 

the Asia Pacific, the existing and 

potential benefits, the challenges 

and how they might or even might 

not be overcome and how these 

technologies are evolving as well as 

where they are heading. Golden 

nuggets of information surfaced in 

each session, and these will be 

covered in-depth in this special 

supplement. 

Moderated by the charismatic Dr. 

Valdew Singh, deputy director, 

Software Engineering Department, 

Nanyang Polytechnic, he gave us 

his take of the series: 

What are your thoughts on 
the whole series? In your opin-
ion, what were the key take-
aways from each session (IMS, 

VoIP Security and Mobile 
Streaming Media)? 

MediaBUZZ’s IP Convergence 

Roundtable forum which focused 

on IP Multimedia Subsystem (IMS), 

VoIP and Mobile Media Streaming 

have been largely successful in 

bringing to attention the rapid 

nature and manner of technology 

convergence that is taking effect 

and which will inevitably affect the 

way we work, learn and play.  

As agreed by the panelists, the 

successful adoption of the dis-

cussed enabling and emerging tech-

nologies are ultimately determined 

by the pull effect of the market 

which is governed by the strong 

desire and discerning needs of the 

consumers/end-users and the push 

effect of technology in making 

them secure, affordable, easily 

accessible, convenient to use and 

more importantly to ensure the 

offer and supply of appealing con-

tent and value-add services to 

enhance users’ experience.  

In order to ensure the effective 

implementation of these IP Con-

vergence technologies and to en-

sure their continued sustainability, 

the various players in the value 

chain, which includes content de-

velopers, service providers and 

hardware/software solution en-

ablers, must operate in an inte-

grated manner.  

Therefore, new business models 

must be defined to allow the sub-

scription and consumption of de-

fined services to be better man-

aged, monitored and captured in a 

focused and directed manner. This 

is so that businesses can be re-

flected in a realistic and determi-

nistic manner in order to allow 

them to be responsive to changes 

and trends.   

For the deployment of enterprise 

level solutions, companies must 

dovetail their technology and busi-

ness strategies closely. This is to 

ensure business process rationali-

zation and optimization and close 

integration for seamless informa-

tion, process and service flows 

across functional and physical bar-

riers, thereby operating without 

boundaries, keeping people and 

systems connected always, any-

where, anytime. 

Up close & personal with Dr.  Valdew Singh,  
moderator of MediaBUZZ’s IP Convergence Roundtable series 
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Moderator: Dr. Valdew Singh 
Deputy Director,  
Software Engineering Department, 
Nanyang Polytechnic 

Dr Valdew Singh has been extensively in-

volved in industry and academia over the last 

20 years in the areas related to Total Busi-

ness Integration, Computer Integrated Manu-

facturing, Supply Chain Management and 

Advanced Industrial Automation. He has 

been responsible for providing technology 

leadership in the design and development of a 

number of advanced and integrated business 

solutions and systems for both SMEs and 

MNCs in the Asia-Pacific region.  

He also provides consultancy and profes-

sional training services to technical managers 

and practicing engineers in industry. Some of 

the companies and organizations include 

Chartered Semiconductor, Motorola, British 

Telecoms, OKURA, University Technology of 

Malaysia, Adelaide University and Software 

AG.   

He currently serves as Deputy Director, 

Software Engineering, with the Nanyang Poly-

technic (Singapore) where he oversees tech-

nology innovation and development, which 

includes establishment of various Centers of 

Excellence for Engineering Informatics, E-

logistics, Nano-technology, XML & Web 

Services, and Intellectual Property Manage-

ment.  

He works closely with national government 

agencies, such as the Economic Development 

Board of Singapore and the Info-

Communication Development Authority of 

Singapore and the National Info-

communication Accreditation Centre, to 

spearhead various specialist manpower and 

technology capability development effort to 

help enhance Singapore’s industry competi-

tiveness and manpower competencies.  

 

gic level as a key business enabler that can 

merge the ‘as is’ cellular world with the ‘to 

be’ IP-centric Internet, i.e. breaking down the 

barriers between wireline and wireless net-

works. We discussed how bringing the old 

and new paradigms together can spur further 

innovation and the creation of more value-

add services whilst safeguarding existing in-

vestments in infrastructure.  

This will thus allow the realization of true 

fixed- wireless convergence where previously 

proprietary services and applications such as 

instant messaging, video, picture and text 

transfer, e-mail and new multimedia services 

can coexist on one network.  

Therefore, this roundtable session has ascer-

tained that there will be growing interest in 

IMS and it is expected to change the facet of 

B2B, B2P (business to people) and P2P com-

munications based on an open-systems archi-

tecture, i.e. services are created and deliv-

ered by a wide range of highly distributed 

systems (real-time and non-real-time, possi-

bly owned by different parties) cooperating 

with each other.  

Although the technologies offer so much 

promise and potential to enrich our lives, 

they are still evolving. Today, there are many 

good ready-to-deploy solutions being offered 

but they tend to be vendor-centric and 

rather proprietary in nature which makes it 

challenging for users to mix and match to 

take advantage of best of class solutions. 

Thus, best practices and common standards 

to facilitate interoperability, communication 

protocols, presentation formats, security & 

protection, solution development & portabil-

ity, and etc. are very much needed to allow 

greater acceptance of the technologies into 

the mainstream of business and everyday life. 

Lastly, it is also noted that the adoption and 

acceptance of technologies tend to also be 

culturally dependent, particularly in Asia, 

where there is strong avoidance for direct 

face-to-face dealing between subordinates 

and their superiors out of respect. But this 

old economy mindset is being changed with 

the growing globalization of businesses driven 

by rapid business velocity where the anytime, 

anywhere communication link among busi-

nesses and people becomes highly crucial. 

Which session was your personal favor-
ite? Why? 

For me, the IMS session was both challenging 

and interesting as it brought to light how 

technology should be perceived on a strate-

Fundamentally, IMS offers a different ap-

proach to the more traditional telco archi-

tecture of a set of specific network elements 

implemented as a single telco-controlled 

infrastructure. 

IMS is seen to strongly drive future IP con-

vergence in a seamless and holistic manner. 

But one must be very cautious when a multi-

tude of multi-vendor systems are expected 

to interoperate in an IMS environment as 

there will most likely be a high degree of 

heterogeneity introduced due to disparity 

and lack of conformance to widely accepted 

standards. Furthermore, there could also be 

a compromise in quality of performance if 

the cross-over between the circuit and 

packet switching sessions are not addressed 

properly. 

Thus, there is a need to properly assess the 

suitability of the technology to business re-

quirements and the challenge remains on 

how to properly rationalize and integrate it 

into the existing scenario to derive the re-

quired productivity and efficiency benefits 

and gains. ◊ 
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Michel Bais, Director, Mobile Network Infrastructure, Tandberg 

Michel Bais, an expert on mobile video technologies, is the Director for Mobile Network Infrastructure at TANDBERG R&D. 

Before joining TANDBERG, Michel managed the development of a 3G-H324M Internet Video gateway and Portal at KPN Re-

search and TNO Telecom. As a product manager he was involved in the deployment within European operators and service 

providers. Prior to this, Michel was involved in, 3GPP MMS, streaming and H324M standardization, instrumental in the deploy-

ment of streaming services at the Dutch Mobile operator KPN. On the Internet business he was active in ETSI TIPHON VoIP 

gateway standardization and involved in the technical set-up of a large scale Voice over IP pilot.◊ 

 

Raymond Alves, Sales and Business Development Manager. Tandberg 

Raymond Alves is the Sales and Business Development Manager at TANDBERG. An industry veteran, Raymond is responsible 

for the development and success of TANDBERG’s 3G Interactive Mobile Video portfolio. Prior to joining TANDBERG, Ray-

mond worked for KPN Research and TNO ICT, leading and highly innovative companies focusing on the telecommunications 

industry. ◊ 
 

Raven Chai Boon Keong Senior Project Manager, MicroUsability  

Raven Chai heads the Project Management team of the Singapore headquarters of MicroUsabil-

ity, a global user research and design company that specializes in creating customer-centric 

designs for interactive products. Raven has been leading, managing and developing complete 

User-Centered Solutions for the past 6-7 years in both the private and public sectors. He helps 

clients define an interface and system architecture that meets their business objectives, and can 

be implemented, deployed and maintained with reasonable time and effort, and controlled 

costs. He as been involved in leading in several Global application platform migration projects, 

Broadband and Knowledgebase solutions in the Asia Pacific region. 

Tham Kong Yang, Consulting Sales Manager, MicroUsability 

Tham Kong Yang is the consulting sales manager of MicroUsability, taking care of the sales team of the Singapore headquarters. MicroUsability is 

a global user research and design company that specializes in creating customer-centric designs for interactive products. He actively identifies 

new opportunities in the area of Usability and Human-Factors in both public and private sectors. He as more than 4 years of experience in enter-

prise solution sales and business development. ◊ 
 

Gopala Krishnan, CEO, Mobile2Win 

Gopala  Krishnan is an interactive media and technology entrepreneur with 16 years of professional experience. He started his 

career in sales with HCL HP and promoted one of Mumbai’s leading systems integration services companies from 1990-97. He 

then promoted India’s first online careers business which he sold to eVentures India in 1998. He is a co-founder of Con-

tests2Win and Mobile2Win and has been with these companies since their inception where he has held the COO and CEO 

roles for the last 6 years. He lived in China for over 2 years. He raised money for Mobile2Win and built it from a 5-member 

team to over 80 employees in China and India and was instrumental in securing its leadership in the mobile marketing industry in 

both countries. Gopala Krishnan specializes in creating winning business models and bootstrapping start-up companies in the interactive space, all 

the way to profitability and beyond. He understands start-ups in the China and India domestic markets, companies from these countries looking 

at a global market and companies in the India-China corridor. He is a regular speaker at global Marketing as well as Wireless events. ◊ 
 

Tan Kuan Yew, Executive Director, Ufinity Security and Mobile Solutions 

Tan Kuan Yew has been with Ufinity Solutions as its executive director since early this year.  Headquartered in Singapore, Ufin-

ity's products, solutions and services have been widely deployed in Asia. ◊ 

Participants of the Mobile Streaming Media Roundtable Session  
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Chris Chandler, Head, Mobile Products, Yahoo! Asia Pacific 
 

Chris Chandler is Head of Mobile Products for Yahoo! Asia-Pacific’s Connected Life business unit. Since joining Yahoo!’s Singa-

pore office in 2004, Chris has been responsible for Yahoo!s product strategy for the region and the deployment of Yahoo!s 

WAP, SMS and client based products across the region. Previously, Chris served as Director of Product Management at Earth-

Link, Inc., a leading Internet service provider in the US offering broadband, wireless, dial-up, webhosting, and voice solutions to 

more than five million subscribers. ◊ 
 

Stephen Clark, General Manager, RGM Holdings Pte Ltd.   

With a background of management in the IT sector and the UK military, Stephen has spent the greater part of this decade work-

ing for RGM.  RGM's primary areas of focus are Talent Management and Film Executive Production, at an international 

level.  Within this, Stephen has amongst other things, advised RGM on the console and mobile games industries and on the de-

velopment of opportunities for video content on the mobile platform. ◊ 

 

Amy Chang, Director, Mikoishi: Bio & photo not available at time of production 

 

Participants of the VoIP Security Roundtable session: 

Bernard Trudel, Principal Security Consultant, Asia Pacific, Cisco Systems 

Bernard Trudel, CISSP and CCIE, has been in the data and voice networking industry for over 25 years. He is a network secu-

rity architect at Cisco, where he has been involved in a number of technical roles for the last ten years. He has co-authored a 

benchmark whitepaper for network security called - SAFE: a blueprint for enterprise network security. His work in network 

security has also included large scale VPN network design and consulting with large enterprises about increasing their network 

security postures. He is presently based in Cisco's Singapore office, providing Cisco's regional customers with recommenda-

tions on network security designs and implementations as he has done in Europe and North America. Prior to Cisco, Bernard 

worked for a consulting firm in Europe during which he advised enterprises and service providers on their Wide Area Network designs. Bernard 

started his career as a hardware design engineer in Canada where he earned two patents for his innovative work. ◊ 

 

Ken Low , Security Lead, Marketing Director, Asia Pacific, TippingPoint, a division of 3Com 

Ken Low leads security awareness, product marketing & business development initiatives across more than 15 countries in 

the Asia Pacific region.  Ken is a frequent speaker and advocate on the subject of information security trends, develop-

ments, technologies and best practice. He specializes in intrusion prevention, defense-in-depth, security management and 

regulatory compliance. He has been in the IT security and telecommunications industry for the last 10 years. He holds the 

Certified Information Systems Security Professional (CISSP), the GIAC Security Leadership Certification (GSLC) certifica-

tions and is an advisory board member of The SANS Institute, a prestigious information security research and training 

organization in the USA. ◊ 
 

Maurice Yu, Senior Consultant, Networking, NEC 

Maurice Yu joined NEC in May 2001 and currently is the Senior Consultant for Networking in the Private Network Solutions 

Division in NEC Solutions Asia Pacific Pte Ltd. His major focus is on NEC’s VoIP solutions for the region. Maurice began his 

career as an Engineer in Singtel in 1991, and subsequently joined Datacraft as Network Consultant in 1996. He joined AT&T 

Solutions as Project Manager and Cisco Systems as Program Manager in the subsequent years. Maurice holds various profes-

sional certificates including CISSP, CCNP, CCDP and MCSE. ◊ 

From Page 18—  MediaBUZZ’s IP Convergence Dinner Roundtable Series 2006: A world without boundaries 

Page 19 

S U P P L E M E N T  



I P  C O N V E R G E N C E  

From Page 19 —  MediaBUZZ’s IP Convergence Dinner Roundtable Series 2006: A world without boundaries 
Greg Bunt, Regional Systems Engineer Manager, Asia Pacific,  Juniper Networks 

Greg Bunt is Juniper’s APAC Systems Engineering Manager for Emerging Technologies, responsible for ensuring the adoption 

and technical assimilation of newly acquired technology into the APAC theatre. The charter of the Emerging Technology team 

is to pioneer these technology solutions in the region by educating the market about their advantages, designing leading solu-

tions, collating feature requests from the market for the product engineers and generally ensuring Juniper continues to have 

the best and most innovative networking products in the industry. Greg has a long history in security and infrastructure engi-

neering at Juniper. Prior to his current role, Greg was Juniper’s Lead Systems Engineer for Security Products in Australia and 

New Zealand. He joined Juniper Networks by way of NetScreen, when the latter was acquired in 2004. He was NetScreen’s 

first Systems Engineer in South Asia covering all ASEAN countries and Australia / New Zealand. Greg helped build the regional channel and tech-

nical sales business, provided technical training for new Systems Engineers in the region and was the regional expert on 3G/GPRS firewall technol-

ogy. ◊ 
 

Roy Wakim, Director, Converged Solutions & Analyst Relations, Avaya Asia Pacific 

Roy Wakim holds dual roles at Avaya as Director, Convergence Solutions & Analyst Relations for the Asia Pacific region. In the 

Converged Solutions capacity, Roy assists in building strategic alliances with Avaya’s customers by understanding their business 

needs and recommending cost-effective technology solutions that will compliment their organizational objectives.  As a technol-

ogy evangelist, Roy is a prominent figure in this region, speaking at industry conferences on the impact of IP Telephony on the 

business landscape. In his role as Director Analyst Relations, he is responsible for leading the industry analyst function to ensure 

Avaya’s strategic message is communicated and supported by industry analysts throughout the region. Roy has an extensive 

breadth of industry experience, having worked in the hardware, software and carrier markets. In particular, he has an intimate 

understanding of the IP Telephony marketplace and the issues impacting businesses today and tomorrow. Prior to this position, Roy spent the 

past four years as Manager for Convergence Solutions, Avaya South Pacific. In this position, he and his team were instrumental in building the 

Avaya brand by supporting the R&D team in product development, working effectively with Business Partners and customers, and developing 

product pricing and marketing strategies in South Pacific. ◊ 

 

Don Ng, NAC, Field Director Product Marketing, Symantec 

Don Ng serves as an evangelist in product marketing and engages in direct consultations with customers and channels to build 

scalable enterprise perimeter security architectures. Don joined Symantec in 2006 bringing with him subject matter expertise 

in the fields of gateway security and enterprise security architecture. Prior to Symantec, he worked with a regional security 

setup with operations across Asia South for the last four years where he was responsible for the management of key client 

accounts and acquired strong regional experience. Don is a Certified Information Systems Security Professional, CISSP and a 

member of several professional security associations, including the Security and Information Integrity Special Interest Group, 

SIG2. At SIG2, he serves as the Director for the Centre of Competency and steers the development of the formal evaluation 

criteria for security technologies and courses. He also leads regional collaborative efforts to raise the level of security awareness in the IT indus-

try. Recently, Don was invited to join the AINSEP Committee, an Infocomm Development Authority of Singapore (IDA) strategic initiative to 

transform Infocomm Security (IS) into a distinguished profession. ◊ 

 

Simon Lawrie, Head of Global Communications Solutions, Asia Pacific, Orange Business Services 

Simon Lawrie is the Head of Global Communications Solutions (GCS), Asia Pacific for Orange Business Services. He is re-

sponsible for managing the GCS business and leading key GCS product/revenue initiatives in the region. Prior to joining Or-

ange Business Services, Simon worked with BT for more than eight years. He successfully built new businesses for BT in 

wholesale carriers’ sales in the United States. At BT, he held various key positions in the United Kingdom and Hong Kong in 

business development, channel strategy/development and global sales management. Before BT, Simon spent seven years with 

Fujitsu Limited. At Fujitsu, he developed distribution sales and operations for Japan, Hong Kong, Taiwan and Malaysia. As 

regional sales manager, he also established the company’s presence in Central and Eastern Europe. ◊ 
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Steven Michaud, Director of Solutions Marketing, Aspect Software, Asia Pacific 

Steve Michaud has over 15 years of experience in management, sales and marketing, business development and software devel-

opment.  He is presently the Director of Solutions Marketing for Aspect Software, Asia Pacific. Steven has over 10 years experi-

ence in the Contact Centre industry in management and consulting roles. He currently spends much of his time in Europe and 

Asia Pacific advising executives on how maximize their current Contact Centre’s and updating them on current and future 

trends of the Contact Centre industry. ◊ 
 

Audrey Lim, Regional Consultant, Enterprise SE, ASEAN, Nortel Networks 

Audrey Lim is the principal consultant for Nortel’s Enterprise solutions portfolio across ASEAN and also the company’s re-

gional sales engineering manager. In her role, Audrey leads a team of sales engineers providing pre-sales engineering support 

on Nortel’s Enterprise solutions portfolio to key strategic customers, Nortel account managers and channel partners across 

ASEAN. She brings with her over 13 years of telecommunications experience along with in-depth technical expertise in the 

areas of IP Telephony, Multimedia Communications, Customer Contact Centers and Small Medium Enterprise solutions. She is 

an enthusiastic and dynamic speaker and has spoken extensively at numerous customer conferences and seminars. Audrey 

started her career with Nortel in 1992 based out of Singapore and subsequently relocated to Malaysia in 1996. ◊ 

Participants of the IMS Roundtable session 

Matthew Talbot, Managing Director, Asia, Mobile 365 

Prior to Mobile 365, Matthew served as the CEO of MIG (Mobile Internet Group), a leading wireless ASP and co-publisher 

(based in Asia), providing a white-labeled software infrastructure for the deployment and delivery of content, applications, and 

services to mobile users through its international network of operators. Matthew grew MIG from three to more than 40 em-

ployees worldwide. Prior to joining MIG in February 2001, Matthew was with Tattersall's, Australia's largest privately-owned 

gaming and entertainment leader, as marketing strategic planning manager. While with Tattersall's, Matthew led the develop-

ment and launch of Tatts.com and PhoneLotto, the company's online and IVR-based gaming brands, and was part of the success-

ful bid team for the South African National Lottery. ◊  

 

Thomas Goodwin, Regional Chief Technology Officer - Asia Pacific, Lucent Technologies 

Tom Goodwin provides technical and solution leadership for the entire spectrum of Lucent products.  His specific focus is on 

Lucent's strategy in the emerging IMS standards for presence and location-based blended lifestyle services. Additionally, he 

focuses on adoption of new services emerging markets and converged Ethernet networks. Tom has expertise in Global Tech-

nical Marketing, Business Development, and General Management. He joined Lucent Technologies through the acquisition of 

Yurie Systems in June 1998.  ◊  

Foong Sui Jin, Director of Enterprise Product Management, APAC, Juniper Networks 

Sui Jin is the director of Enterprise Product Management at Juniper Networks for the Asia Pacific (APAC) region.  He is based in 

Singapore and is responsible for matching the requirements of the Enterprise customers to Juniper products in APAC. ◊ 

 
 

Jason McLaurin, Senior Manager, Sales Business Development, Worldwide Mobile, Cisco Systems, Inc. 

Jason McLaurin is currently senior manager of Sales Business Development focusing on the Worldwide Mobile market, with 

primary involvement in development of mobile service provider network solutions. In this role, he coordinates the worldwide 

technical direction of emerging solutions and develops partner and commercial strategies around these solutions.  He is cur-

rently based in Singapore, previously spent 5 years based in the UK, and is originally from the US. ◊ 
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Mike Ropicky, Senior Director, Marketing & Product Operations, Networks & Enterprise,  
Asia Pacific, Motorola, Inc. 

Mike Ropicky is a Senior Director of Marketing and Product Operations for Motorola Networks & Enterprise in Asia Pacific. 

Based in Singapore, his role is to develop product strategies relevant to Asia Pacific operators in mature and emerging markets. 

He is responsible for all aspects of the Networks business product solutions and marketing initiatives – inclusive of CDMA & 

GMS-UMTS, Wireless Broadband, Core Networks solutions, and Wireline. Mike has been with Motorola for over 18 years and 

has held numerous management positions in sales, business development, marketing and business operations throughout North 

America and Asia Pacific. Prior to his current appointment, he was the Director of Operations with Motorola Networks, 

charted to manage customer implementation and delivery processes to ensure top project performance and customer satisfaction. ◊ 
 

Mohammad Shahril Stephen Ng, General Manager, Multimedia Department,  
Product & Services Innovation Division, Celcom 

Mohammad Shahril Stephen Ng is the General Manager of the Multimedia Department, Product and Services Innovation Divi-

sion of Celcom, Malaysia’s leading cellular operator, where he is responsible for the development of all new multimedia prod-

ucts. His most recent developments involved a range of content and application for Celcom 3G/2.5G services as well deploy-

ment of Video Streaming platforms and WAP platforms. He is involved in NGN and FMC initiatives as well. Prior to joining 

Celcom, Shahril was General Manager of Broadband Business for TIME dot Com, a Broadband provider in Malaysia.  In this 

role, Shahril led the first deployment of a Public WiFi network in Malaysia. He also managed to launch the first WiMax network 

in Malaysia.  Shahril was a pioneer staff of Maxis Communications, where he headed multiple units in operations involving mobile and wire-line & 

CATV as well as Internet services. Shahril is also a retired Captain from the Royal Malaysian Signals Regiment and was responsible for communica-

tions design, operations and implementation. ◊ 

 

Teyew Sin Siew, Head of Telecoms Research, Asia Pacific, Frost & Sullivan 

Teyew Sin Siew heads the Telecommunications Research team at Frost & Sullivan’s Asia Pacific ICT Practice. He manages a 

team of highly qualified telecoms analysts, which regularly monitors the region’ telecommunications sector and tracks emerging 

technologies. In addition, he also lends his expertise on consulting assignments for both equipment vendors and service provid-

ers in the region. Sin Siew’s area of focus include next generation network (fixed and mobile), SS7 network, switching, transmis-

sion (SDH, PDH, ATM, frame-relay, xDSL, IP, GSM, GPRS/3G), access and broadband network, technology and industry trends, 

and voice and data convergence, as well as solutions selling – architecting and designing telecoms solutions. Prior to joining 

Frost & Sullivan in June 2004, SinSiew worked with Hewlett-Packard (HP) in the Consulting and Integration Division, leading the 

Enhanced Network Services team in the Telco Practice. Before joining HP, he was with Maxis Communications, Malaysia.◊ 
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Mobile Streaming Media - at the inter-
section of telecoms and media - seems 
to be at first glance a perfect match, 
but the industry struggles with uncer-
tainties regarding technology, content, 
and appropriate business models. 

According to Gartner, convergence and bun-
dling of services as well as the domination of 
subscriber growth in Asia will be the preva-
lent trends in the mobile and wireless indus-
try over the next years. The research com-
pany estimates that there will be three billion 
mobile subscribers in the world by 2010, 
where the largest proportion of growth will 
come from the Asia Pacific region. And as 
Asia presents the biggest growth opportunity 
for infrastructure and handset providers, it 
can be expected that it will become a hotbed 
of mobile technology and application innova-
tion. This sounds in general like a promising 
future for the mobile streaming media indus-
try in the region, but growing enthusiasm for 
the medium is still overshadowed by compet-
ing standards and technologies, insufficient 
content sources, as well as undefined and 
unproven business models.  

Especially the technical obstacles, due to 
different networking protocols and stan-
dards, need to be solved. In addition, mobile 
manufacturers struggle with the pressure to 
constantly deliver new features for cell 
phones and to improve navigation menus, in 
order to satisfy their increasingly sophisti-
cated customers. Will the mobile streaming 
media industry meet the sky-high expecta-
tions of Asian customers? How will mobile 
streaming technology succeed in the Asia 
Pacific region? Is there expected to be a kind 
of “PDA-cell phone-GPS-digital camera de-
vice, loaded with applications for handling 
and managing voice calls, SMS, e-mail, Inter-
net browsing, calendars, location-based ser-
vices like maps, word processing, spread-
sheets, digital photographs, and streaming 
audio and video” in the near future?  

These and other questions have been at the 
center of the Mobile Streaming Media session 
which took place earlier this month. Me-
diaBUZZ Pte Ltd invited a group of experts 
to discuss “the evolution and future of mo-
bile media streaming” to find out more about 
the expectations, the challenges, and obsta-
cles this innovation is facing in Asia. 

The session was driven by Dr. Valdew 
Singh, Deputy Director, Software Engineer-
ing of the Nanyang Polytechnic, who pumped 
information from the group of experts, made 
up of Mr. Mohammad Shahril, General 
Manager of Celcom Malaysia’s Multimedia 
Department; Mr. Gopala Krishnan, CEO 
of Mobile2Win, an in India and China located 
mobile marketing solution provider; Ms. 
Amy Chang, director of the mobile game 
developer Mikoishi; Mr. Chris Chandler, 
Head of Mobile Products at Yahoo! Mobile; 
Mr. Raven Chai, Senior Project Manger and 
his colleague Mr. Tham Kong Yang from 
MicroUsability, a global user research and 

design company, specialized in creating cus-
tomer-centric designs for interactive prod-
ucts; Mr. Steven Clark, General Manager 
of RGM Holdings Pte Ltd, a company which 
is focused on talent management and film 
executive production; Mr. Tan Kuan Yew, 
executive director of Ufinity Pte Ltd, a prod-
ucts and solutions provider for innovative 
mobile and security technologies; and two 
representatives from Norway based company 
Tandberg, a global supplier and manufacturer 
of professional tape information storage 
products, Mr. Raymond Alves, Business 
Development Manager and Mr. Michel 
Bais, Director Mobile Network Infrastruc-
ture, who demonstrated live during the ses-
sion how easy and comfortable video-
conferencing can be today. 

Without losing time, the group unanimously 
agreed upon the definition of “mobile 
streaming media” as a technology that en-
ables the real time or on demand distribution 
of audio, video and multimedia on the Inter-
net or handhelds. Although Dr. Singh pro-
vided a common basis for the discussion 
topic, with a detailed introduction of Mobile 
Streaming Media at the beginning of the ses-
sion, the group started immediately to focus 
on mobile streaming media on handhelds, so 
called mobile TV, only. And didn’t they hit 
the nail on the head?  

It was the most debated topic on trade 
shows like the 3GSMWorld or the CeBIT, 
and  was one of the big trends at the world's 
largest technology fairs, the Las Vegas Con-
sumer Electronics Show or the IFA in Berlin.  

Currently, there is a hype around mobile-TV, 
and not only because the World Cup was 
streamed for the first time live to mobile 
handhelds. Rather it’s globally believed that 
the convergence of communications on the 
go and computing will increasingly influence 
our daily lives and work. And doesn’t the 
idea create in us a continuing fever of excite-
ment?  

Without doubt, mobile-TV offers new op-
portunities to device-makers, content pro-
ducers and mobile-network operators, but 
where are the addressable markets - in Asia 
respectively? And what type of content will 
be profitable in the region?  

Well, despite all promises of huge growth 
potential for the new medium, the majority 
of our participating experts send the signal 
that they still intend to protect themselves 
from any excessive euphoria. Although, all 
agreed that the mobile phone TV could help 
to open new target groups and to generate 
new revenue streams, the topic was treated 
generally with reserve. It almost seemed to 
me that the discussion provoked memories 
of the New Economy bubble burst, so that 
wishful thinking that could cause losing sight 
of the realities had been avoided. 

Mr. Gopala Krishnan, CEO of Mobile2Win, 
was the first to broach the questions, attend-
ing to them with gusto. He said that 
“although mobile phones are two-way, inter-
active devices, which offer enormous poten-
tial for mobile TV, it can’t be denied that it 
still cannot be put into practice.” Without 
doubt, “the changes in the broadband area 
that kicked-off the streaming of TV content, 
or rather short advertising clips has been 

Is there expected to be a kind of “PDA-cell phone-GPS-digital camera device, loaded 

with applications for handling and managing voice calls, SMS, e-mail, Internet browsing, 

calendars, location-based services like maps, word processing, spreadsheets, digital 

photographs, and streaming audio and video” in the near future?  

continues on Page 24 —click here 
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enormous - but still the technology isn’t 
technically matured.” 

And it’s true, mobile technology has still a 
long list of deficiencies, and in addition the 
industry is worried of a "war of the plat-
forms’ - the publicized standards Digital 
Video Broadcasting for Handhelds (DVB-H) 
and Digital Multimedia Broadcasting (DMB). 
“For mobile video to reach its potential, 
operators will need to maintain the quality of 
user experience as subscriber numbers rise”, 
said Mr. Chris Chandler from Yahoo!Mobile. 
And Mr. Stephen Clark, Head of RSG Hold-
ing added, “it’s important to avoid degrada-
tion of user’s experience due to delays intro-
duced by the mobile network congestion and 
bandwidth fluctuations, if mobile TV wants to 
take-off in the market.” But the fact is that 
although more than 1 in 10 mobile phones 
sold this year will sport video capabilities, 
only 1 in 100 subscribers will actually pay for 
a mobile video subscription, according to 
Jupiter Research. And only 25 per-
cent of consumers in a Jupiter survey 
expressed interest in watching mo-
bile videos on their phones and of 
those who did, live TV was the top 
choice of content, followed by full 
length movies, short video clips and 
pre-recorded TV shows.  

Mr. Gopala Krishnan, also warned 
about excessive expectations, as “streaming 
on mobile phones still doesn’t work properly 
– 3G or no 3G” – therefore users still prefer 
to call or send SMS instead of taking up the 
new offer. On the other hand, he never 
questioned during the two-hour session that 
there are huge opportunities for all kinds of 
content creators to push this industry for-
ward, as the interactive space seems to be 
unlimited. He identified as characteristic fea-
tures of the mobile TV, beside the small 
screen, “the mobility, the interactivity, the 
direct addressability of the customer, and the 
resulting opportunity to combine e-
commerce and e-content”. He said the pro-
viders would “have to take these factors into 
consideration and create mobile TV content 
that is suitable for the size of the screen and 
the comparatively short expected useful life.” 
According to him battery, reliability, or space 
is an issue, but “it’s not about technology, but 
always about content” that decides on the 
breakthrough or failure of mobile TV and 
insisted on the value of the slogan “Content 
is King”.  

This approach got only partially endorsed by 
Tandberg’s, Mr. Raymond Alves, who comes 
from a very technology-driven company.  

He explained that his company believes that 
the right approach of the mobile TV issue has 
to be taken step by step.  

The first step should be the transmission of 
the common TV program to the mobile 
phone and only after this should it be interac-
tivity-enabled. He also stressed the impor-
tance of taking into consideration an ade-
quate format factor for mobile phones, be-
fore interactive additional applications could 
finally be offered. Mr. Alves argued further 
that the only way to push the service for-
ward would be by influencing and changing 
customer habits. In his opinion content for 
the medium on the go has to be offered in 
the beginning for free. He argued that there 
would be enough content available, which 
could be provided for free to portals and 
make the round from there. Tandberg calls 

this the “heroin effect” – as this 
approach increases the number 
of users who get used to having 
access to information, who then 

become addicted to the innovative way, be-
fore creating an appropriate business model.  

There was consensus among the experts that 
all hopes of the industry would rest solely on 
the needs and habits of the younger genera-
tion, for whom the conventional television 
no longer stands on top of the media hierar-
chy.  

“The market is driven by a new consumer 
generation”, said Mr. Alves, supported my 
Mr. Mohammad Shahril from an operator’s 
point of view, when he agreed by saying that 
the “young generation is interested and 
wants short clips and therefore real-time 
video streaming  will happen. It’s only a ques-
tion of time, but the form factor would be 
crucial, too”. And Chris Chandler backed him 
by saying that „The market is driven by a new 
consumer generation, which is creative and 
fascinated by innovations.” Considering that 
there are more mobile phones than televi-
sion in use and the young generation spends 
eight times the amount of money for mobile 

calls than for music – it’s impossible to ignore 
the industry.  

Mr. Stephen Clark added that “quality con-
tent must be geared to the mobile phone 
either exclusively or especially, as nobody 
will pay for something he could get for free 
or in a different way.” One other issue raised 
during the session was the navigation chal-
lenges on current phones. 

 “Mobile devices don’t support browsing very 
well,” said Chris Chandler, “Either good 
search and navigation tools are offered or 
the new media has to accept its limitations.” 

Besides technical issues, finding the right 
content for mobile media streaming got a 
great deal of attention during the session and 
Mr. Mohammad Shahril exemplified how 
Celcom Malaysia adapts contents to mobile 
displays. He believes that mobile marketing 
can pave the way for a successful introduc-
tion of mobile TV, as it can lower the price 
of the service.  

Tandberg’s suggestion to offer service and 
content in the beginning for free, he saw as 
very realistic: “Maybe advertisements can 

take over the major part of the costs?”, sug-
gested Celcom Malaysia’s representative, and 
pleaded for “the inclusion of advertisements 
in a creative and interesting way into mobile 
television programs”.  While Mr. Gopala 
Krishnan noticed that “interesting content 
could even be created by the marketers 
themselves”, and mentioned as an example 
the movie Castaway with Tom Hanks, which 
was in his opinion actually a FedEX advertise-
ment movie. He pointed out however that 
nobody wants to be interrupted and see 
advertisements on his mobile. “From a pri-
vate point of view, pictures are regarded as 
nice and maybe even important, but in busi-
ness life, solely information is in the limelight 
and no pictures are needed”, he remarked. 
“It’s a fact that not only music videos, but 
also news can be suitable content for mobile 
television”, aided by an example Mr. 
Mohammad Shahril gave about Celcom Ma-
laysia’s way to adapts contents to mobile 
displays. His company bore a very important 

continues on Page 25 —click here 
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point in mind, namely culture. In the early days 
of 3G, according to Mohammad Shahril, Cel-
com Malaysia looked mainly at costs and paid 
content, but had to realize that in reality the 
language issue is crucial.  

He suggested to create streaming content in 
the local languages and told us that the most 
interesting content for mobiles video streaming 
in Malaysia had been local and specially created 
spots.  

Also successful have been their co-operations 
with Bollywood or a special mobile TV series 
that is targeting hobby-anglers, as it is a very 
popular sport in Malaysia. He couldn’t deny 
that adult content sells and makes money, re-
ferring to countries like Japan and South Korea, 
where mobile TV is already more advanced, 
but he said that it wouldn’t take off in Malaysia 
or Singapore as such content is culturally and 
legally not accepted. At this point Mr. 
Mohammad Shahril touched upon again the 
very sensitive and unique culture of Asians, by 
explaining that Asian mobile users would be 
“very reluctant to show their face” as it would 
damage their privacy. Mr. Tan Kuan Yew, 
executive director of Ufinity Pte Ltd, agreed by 
saying that “culture is a big issue”, referring to 
China, where his company helps to provide 
platforms.  

China reportedly prepares the launch of mobile 
TV for the 2008 Olympics, but according to 
Mr. Tan the real success of the service depends 
on cultural characteristics.  

“If it would be for free or convenient, it could 
work and have a bright future. If it gets a buzz, 
more services will pop up.”   

By mentioning that interactivity is very impor-
tant to the Chinese, he threw the ball to Ms 
Amy Chang, whose company Mikoishi develops 
mobile games. She believes, that “gaming 
(content) is, what people in Asia really want 
and bundled with a packs of Voice and SMS, it’s 
even better”.  She isn’t convinced of mobile 
TV’s breakthrough in the region as not even 
MMS really took off, be it due to the fact that it 
isn’t as easy to use as SMS, the form factor, the 
price, or as Chris Chandler noted, simply due 
to “the fundamental problem that not all mo-
bile phones have the necessary features”. “In 
the end it’s alone the user’s choice to buy and 
use a service – even if it is given for free”, Ms 
Chang said. If mobile media streaming should 
really pick up in Asia, it would depend a lot on 
form factors, the quality of the user interface, 
as well as the availability and integration of 
appropriate content. The ability to deliver very 
good performane at the right price point with 
an outstanding power profile is essential re-
gardless of specific preferences and taboos of 
each region related to the new medium.  

To be honest, it seemed to me that the major-
ity of the invited experts don’t really expect a 
widespread adoption of mobile TV in Asia Pa-
cific in the near future, if they expect it at all. 
But, let’s see what the future holds - when the 
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The journey of Mobile TV 
Mobile-TV promises net operators and 
TV-Channels new revenue streams, but 
it is still vague which technical standard 
will prevail. So, let me give you a few 
insights and get granular on this emerg-
ing technology. 

In South Korea the television world via mobile 
has already begun. Just half a year after the 
start in June 2005 around 170,000 mobile 
phone customers have subscribed to the new 
mini-television. According to the Korean manu-
facturer Samsung, the Koreans use their mobile 
devices on an average nearly two hours per 
day as a mobile TV device and are able to re-
ceive about forty programs. For about S$20 
per month they get news in brief or parts from 
television programs in TV quality on their small 
mobile phone displays.   

All this is possible thanks to the standard DMB 
which was originally developed around ten 
years ago in Germany. Did you know that? 

Mobile-TV technology comes from Ger-
many 

At the end of the 80s, the only specified proce-
dure for terrestrial digital radio - the standard 
Digital Audio Broadcasting (DAB) - was devel-
oped with the International Telecommunica-
tion Union (ITU, a sub-organization of the 
United Nations). Shortly after, Bosch and the 
Deutsche Telekom tested the technology for 
television as well – thus, already in 1996, cars 
driving through the city of Bonn could receive 
TV programs via DMB (Digital Multimedia 
Broadcast).  

Two years later tests were even successful on 
the Transrapid train while speeding with 403 
Km/h, but still the electronic entertainment 
industry didn’t really take notice. Only when 
three years later, a delegation from South Ko-
rea got in contact with Bosch, did the German 
invention experience a renaissance. And now 
it’s very interesting to see how the technology 
finds its way back to Europe. The Korean elec-
tronic giants Samsungs and LG-Electronics 
want to equip seventy percent of all mobile end 
devices in Europe with this technology during 
the coming five years. Luckily, Digital Multime-
dia Broadcasting (DMB) is based on the tech-
nology of DAB, so that in most areas a suitable 
transmission net already exists which can be 
post-prepared for DMB. 

continues on Page 26 —click here 

required ecosystem of technology, partnerships 
and content is built up.  

Currently, as research proves, mobile device 
owners still find low-bandwidth productivity 
applications, such as e-mail and voice calls, 
more important than the high-bandwidth en-
tertainment applications like video, music and 
gaming.  

And as soon as one core issue could finally be 
solved, namely the determination of the best 
business model - whether it is subscription or 
pay-for-play revenues, advertising revenues, 
promotional or information revenues, sponsor-
ships, or embedded product placements, which 
are variations on the advertising theme – the 
service can definitely take-off. At the end of the 
day, streaming media on mobile phones has to 
find its source of finance - or vanish into the 
nirvana. ◊ 

By Daniela La Marca 

Mobile Streaming Media Session  

Click here to go back to the contents page 
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Search for business models 

Currently, it’s still unclear how the programs 
and business models for the new mobile 
mini-televisions will look like. Pilot projects 
have started worldwide, but are still not able 
to present enough reliable data. The World 
Championship probably delivers more de-
tailed information about user's behavior and 
payment readiness of the customers, as well 
as navigation issues, and the acceptance in 
general. Japan and South Korea without 
doubt light years ahead of the rest of the 
world, are even considering the launch of 
new handsets or service capabilities.  

Both Asian countries are currently the only 
markets that have achieved mainstream 
adoption of 3G, with over one-third of cus-
tomers subscribing to 3G services. However, 
in the race to offer new services, innovations 
have not always been translated into strong 
revenue growth. 

Competition through DVB-H 

DMB, which is already in use in South Korea, 
isn’t the only opportunity to transform a 
mobile phone into a small television. Al-
though DMB seems to be popular with the 
“first movers” in mobile TV as the infrastruc-
ture is cheaper than that for comparable 
standards the European pilot project is based 
on the standard DVB-H (Digitally Broadcast-
ing for Handhelds), which currently permits 
more than twenty programs, as it offers a 
higher data compression, a better resolution 
and needs less storage-battery capacities.  

Currently it seems that in Germany DVB-H 
will win over DMB and it’s expected that the 
DVB-H standard will be getting most of the  

continues on Page 27—  click here 
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Systems for “Mobile-TV” by comparison 

  DMB DVB-H UMTS 

Basic net Built upon DAB Built upon DVB-T Mobile radio net 

Picture quality High High Declines with increasing 

number of users 

Internet-Protocol (IP) Not possible Possible Possible 

Additional services for 
value 

Barely possible Easily possible 

(through IP) 

Already available (through 

IP) 

Power requirement Medium Higher Medium 

industry’s attention and investments - despite 
concerns that the DVB-H may take too long 
to deliver to its promise. But will the oppor-
tunity to combine video telephony and 
streaming media in new and seamless ways  
eventually push forward even faster the next 
generation of networks? 

DVB-H is supported above all by Vodafone 
and Nokia. With the mobile phone model 
N92, the Finnish electronics group intro-
duced the first DVB-H device, which offers at 
the same time mini-television, radio, audio-
player and online access. On the other hand, 
there are already a series of devices ready 
for the DMB market, mainly offered by the 
Korean giants Samsung and LG.  

But although Vodafone offers to their UMTS 
customers already short films (of 30 to 60 
seconds length) via their online e-portal 
“Vodafone live”, the mobile net operator 
knows – just as its competitor T-Mobile– 
that with the rising number of users,  the 
performance capacity will continuously go 
down. UMTS is therefore inappropriate for 
the mass market! 

Waiting for the new standard DXB 

Like UMTS, DVB-H also still suffers from 
supply gaps and can be received for the time 
being only in metropolitan areas. The DMB-
basic standard DAB instead has a very wide 
technical reach. 

Whether DMB or DVB-H will penetrate at 
the end the market is still unclear. Maybe 
both standards will exist side by side.  

In spring, 2007 already another new standard 
should be introduced - called DXB (Digitally 
Extended Broadcasting) - which will combine 
from 2008 onwards Internet-based DMB, 
DVB-H and UMTS with each other. We an-
ticipate its launch! ◊ 

By Daniela La Marca 

Corporate Content on the go:  Mission or still a vision?  
Press material on mobile phones, ana-
lyst briefings on the Palm and em-
ployee information via i-mode - is it still 
a vision or are we talking about a realis-
tic application of the mobile communi-
cation in the near future?  

Till now, Personal Digital Assistants (PDA), 
cell phones & Co have not yet become 
widely accepted as instruments for enterprise 
communication. There are three factors 
which will decide whether mobile Corporate 

Communications will have a real break-
through and will succeed from now on:  

• Costs and benefits for the enterprise, 

• Value add for the receiver 

• Establishment of more uniform technical 

standards. 

The core target groups in the Business-to-
Business area own already for a long time 
mobile end devices - media, opinion makers, 

executives or business partners.  

To reach these target groups today efficiently 
assumes that the mobile phone numbers of 
all relevant persons were grasped systemati-
cally. That’s no easy undertaking, as many 
potential receivers for mobile enterprise 
communication protect their mobile phone 
number like a treasure: They do not want to 
be constantly accessible to everybody and 
above all not for every message. 

Click here to go back to the contents page 
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Which application opportunities are 
realistic? 

Mobile streaming media solutions within an 
organization: 

• Could deliver tighter and more frequent 

cross-company communication;  

• Could give employees the opportunity to 

“speak direct and in person” to the entire 
organization; 

• Offers more personal and effective cus-

tomer communication, as live mobile 
video streaming can make a message 
more powerful, clear, and effective 

• Could support e-learning and knowledge-

sharing, etc.  

As I realized during our roundtable discus-
sion, companies involved in utilizing mobile 
media streaming, have a lot of doubt about 
the medium's ability to deliver benefits within 
their organization. Except Tandberg actively 
promoted the usage of live streaming tech-
nology in the business environment and en-
couraged the group of experts to brainstorm 
on opportunities to exploit the service offers 
by repeatedly asking for their opinion on 
what they think of mobile video streaming 
for businesses and if they believe that interac-
tivity will make a difference in the enterprise. 

An interesting question which is worth ex-
ploring a little bit further (please see special 
company articles, which include some addi-
tional thoughts on this)  

In my opinion it’s 
important that the 
two main business 
c o m m u n i c a t i o n 
channels – the 
Internet and cell 
phones – are con-
templated not apart 
of each other, but 
instead be inte-
grated, so that 
users can change, if 

required, quite simply between the sources 
of information. And "permission based com-
munication" is imperative for mobile phones 
as with the Internet, thus the explicit consent 
of the receiver for the transmission of infor-
mation is needed.  

Experts regard currently three scenarios for 
introducing mobile media streaming in the 
enterprise as realistic: 

Scenario 1:  

Mobile in the dialog with journalists 

Enterprise A plans a Journalist-Workshop.  

The registration occurs through the corpo-
rate company website. The journalist can 
choose whether he likes to receive further 
information from the time of the registration 
up to the appointment via mobile. So, he 
decides himself whether he takes up this kind 
of information channel and for how long.  

Offered mobile content has to be useful and 
present value-add for the journalist. For in-
stance, information about panelists, travel 
guides to the venue or hotel could be an 
option. In addition, on the spot, it can be 
supportive if the journalist has the option to 
load the available information directly on his 
PDA. Generally, less is here more: The com-
plete success story of a product or company 
shouldn’t be offered or dispatched via mo-
bile. 

Conceivable, however, could be the offer of 
a digital press kit, if the journalist cannot take 
part in an event at short notice. And indeed, 
the first WAP or i-mode versions of digital 
press kits have already been created 

Scenario 2:  

Mobile recruiting of high potential tal-
ents 

Company B is planning an international 
assessment for highly potential job tal-
ents.  

The first call for participation was published 
on their website. With the registration for 
the assessment, the applicant has to give out 
his mobile phone number. An editorial note 
explains the reason: The invitations will be 
dispatched via SMS. 

After the final registration, the participant 
receives some further information on the 
venue or program contents of the assess-
ment on his mobile phone. Beside travel 
management details, like reservation confir-
mation, maps or flight data, it could also in-
clude weather forecasts or other information 
regarding the destination.  

 

Even mobile phone games 
can easily be integrated 
into the recruiting proc-
ess: Applicants could for 
instance get to know each 
other prior to the assess-
ment with a common quiz 
game or they could take part in a knowledge 
game on the enterprise.  

Company B captures centrally the applicant's 
data from both communication channels – 
the mobile phones and the Internet and is in 
this way always up-to-date. 

Scenario 3:  

Mobile Streaming in the executive's 
communication 

Company C offers its international top 
executives a mobile industry news service.  

Early in the morning the executives receive 
topically press clippings, stock market news 
and news regarding world affairs and their 
industry respectively - no matter whether 
they are just on their way to the office or 
waiting at the airport for their plane.  

Conclusion 

Crucial for the success of mobile enterprise 
communication is, in the end, only how well 
the users accept such offers and how big the 
return on investment is thereby.  

Among other things, enterprises hope to get 
positive image attributes or better services 
for themselves from the mobile communica-
tion channel.  

The growing availability of good quality con-
tent promotes a trend that can be expected 
to continue as content providers become 
more comfortable with the format and con-
cept of portable video. The availability of 
content is a critical requirement in enabling 
the success of mobile video products. The 
current interest and optimism for the success 
of mobile video is primarily due to the arrival 
of appropriate technology platforms for 
viewing portable video - content is no longer 
restricted to music and promotional videos. 
Furthermore, the range of content available 
for the mobile displays is increasing on a daily 
basis, which is saving time and can even sup-
port the enterprise brand. ◊ 

By Daniela La Marca 

From Page 26 —  Corporate Content on the go: Mission or still a vision?  



S U P P L E M E N T  

Page 28 

 I P  C O N V E R G E N C E  
continues on Page 29 — click here 

Click here to go back to the contents page 

Mobile2Win: The future of mobile streaming media is bright  

Mr. Gopala Krishnan, CEO of Mo-
bile2Win, a leading wireless marketing 
solutions provider for brands in China 
& India believes in the future of stream-
ing media technology and forecasts its 
worldwide breakthrough in about 5 
years from now.  

He thinks that the widespread availability of 
IPTV and ultra-broadband (20 MBPS or 
higher) will be a key driver together with the 
widespread availability of 3G on wireless 
networks. 

Furthermore, he assumes that “apart from 
telcos and media companies, the enterprise 
will not drive the mobile streaming media 
market”. Instead he’s convinced that it will 
from the consumer side challenging us, to 
“think Video on demand - think Internet 
Radio accessible through portable 3G MP3 
devices and set-top broadband boxes with 
video recorder capabilities”. Only the wide-
spread adoption by consumers as well as the 
appropriate function of price, service, and 
content will push the market development of 
mobile video streaming. 

Commenting on the major trends of mobile 
streaming media that he believes will influ-
ence Asia most, he identifies mobile televi-
sion and streamed audio on 3G and 4G net-

works, which he expects to be as successful 
in the region as anywhere else in the world.  

Mr. Krishnan doesn’t even seem to feel the 
necessity to define an addressable market or 
a specific target group for mobile streaming, 
as he is confident that it will be a valuable 
service for everybody. 

According to him, we have to expect a shift 
of video-on-demand from an ad-supported 
programming to subscription consumption of 
content. And brand marketers, he says, will 
start producing entertainment content, 
where the same type of content that works 
on radio and TV today will predominate. 

As a primary challenge for devices, he consid-
ers cheap memory and the networks itself 
respectively, as it is expensive to address, but 
it will be tackled over the next ten years. 

Mobile Streaming Media today (web-casting, 
pod-casting, phone-casting) requires multi-
discipline expertise in order to deploy it - if 
it’s video production, storage, caching, digital 
asset management, signal distribution, or 
encoding. When we asked Mr. Krishnan to 
tell us which of the mentioned areas of ex-
pertise poses a challenge to his point of view, 
he answered unexpectedly that each of them 
would require investment and that would be 
the biggest challenge. “Only video production 

is mature. None of the 
others are”.  

Here, the contribution of 
the Asia-Pacific region in 
developing, exploiting and 
using mobile streaming 
media technology will be 
“quite strong as 3G and 
4G networks happen” 
and a directly proportional contribution to 
the population can be expected. Neverthe-
less, Mr. Krishnan evaluates security issues 
yet as not so important as we are still mainly 
talking about the passive consumption of 
entertainment. But when interactivity comes 
into the picture it can become critical. 

Mobile2Win plans to take up mobile video 
streaming solutions when the network and 
the delivery investments have been finalized. 
“For a feasible content or publishing business 
in this space, we first need a critical mass of 
consumers in a friendly pricing environment.” 
So I wouldn’t be surprised to see his com-
pany creating video clips to support their 
clients with mobile streaming solutions in 
marketing their brands seeking the dynamic 
Chinese & Indian consumer markets. ◊ 

By Daniela La Marca 

Gopala Krishnan 

Microusability: For content to be king strong infrastructure has to be in place first 
MediaBUZZ Pte Ltd took the opportu-
nity to find out more about MicroUs-
ability’s thoughts and positions regard-
ing mobile streaming media in the 
framework of its roundtable discussions 
on IP Convergence. MicroUsability is a 
global user research and design com-
pany, specializing in creating customer-
centric designs for interactive products, 
such as software, web applications, in-
formational & transactional kiosks and 
mobile devices.  

The Singapore based company operates in 
the field of Usability Engineering, inclusive of 
expertise in human factors, cognitive ergo-
nomics, information science, cultural anthro-
pology and human & computer interactions.  

The company expects that the application of 
streaming media will start to experience 
exponential growth in usage after 3 to 5 
years.  

The reasons given by Raven Chai, Mi-
croUdability’s Senior Project Manager are: 

• The inevitable trend of technology ad-
vancement of IT/telecom infrastructure 
and mobile handsets worldwide that will 
provide the opportunities to deliver 
richer, interactive and context specific 
content with faster speed; 

• The growing trend of Video-On-Demand 
services in the entertainment, sports 
industry, biomedical and military applica-
tions that will provide the platform to 
accelerate the growth of video streaming 
applications worldwide; 

• And that they expect with 3G in place 
and 4G up and coming, accessing real-
time information will become a hit in the 
near future. 

Raven Chai is convinced that the interactivity 
of the service will make a difference in the 
enterprise, and not only due to the fact that 
the technology enables access to information 

much easier regardless of time or location. 
He rather emphasized that “for enterprise 
developing applications in the biomedical and 
military industry, where users require infor-
mation to execute time- and mission-critical 
tasks (for example, surgical procedures, mili-
tary / homeland security surveillance informa-
tion) the new service could be very effective 
and he added that increasing interactivity 
regarding the presentation of information will 
assist users better in their decision-making 
processes”. 

He expects watching news on the go and live 
sports events to become the trendsetters for 
using the technology, In addition, the “strong 
demand for video-on-demand services will 
jump-start the usage of mobile streaming 
media”. The biomedical, finance & banking, 
and military industries will then follow these 
trends, which could eventually have the most 
impact in Asia.  



From Page 28 —  Microusability: For content to be king strong infrastructure has to be in place first 

Tandberg:  The mobile visual communication world will be a reality 
Mobile streaming media will be one of 
the drivers behind the use of video in this 
medium, believes Tandberg.  

However, Raymond Alves, sales and business 

development manager, Tandberg says two 

major steps still need to be taken: 

• People need to understand the benefits of 
video so that it more easily moves to the 
mobile space and is accepted. 

• Technological challenges still have to be 
overcome. For example, the issue of usabil-
ity and the compliancy of mobile devices, as 
well as bandwidth. 

However, Alves is optimistic that the market is 

headed in the right direction, especially with 

the younger generation where it is already very 

obvious that mobile devices are becoming 

more a part of their lifestyle. Video in mobile 

streaming will take off and be accepted, he says 

because it has many benefits. One of the most 

outstanding advantages being that it simply 

makes communication much more rich. 

“Video,” adds Alves, “simply increases the 

value of communication because of the value it 

adds to the way people interact. Mobile 

streaming will help video become more main-

stream because it will enable people both at 

work and at play to communicate in a more 

reliable, efficient manner. It will definitely 

change the way people behave.” 

In addition, with the technology advancing so 

rapidly, the delivery of mobile content will be 

much faster and efficient, which for businesses, 

says Alves is fantastic because this increases 

the quality of the company who uses video in 

mobile streaming, plus improves the impres-

sion they make to their customers and the 

industry. 

Alves also firmly believes that first consumers 

will have to see the value and advantages of 

video, and this in turn will spur its move and 

adoption in the enterprise. “There will proba-

bly be dedicated equipment/devices for mobile 

streaming within the enterprise, and this will 

make it more efficient in handling service re-

quests,” says Alves. 

“This is already happening now with streaming 

applications becoming more and more mobile 

and commonplace. With the penetration of 3G 

phones in the region, this is bound to pick-up 

further,” he says. 

Mobile video streaming, feels Alves will also 

not need a killer application to succeed within 

the enterprise as he believes it will do well in 

business mainly, if not purely because of the 

interaction factor. He adds that it will only be a 

matter of time before more content is available 

and this will in turn drive new business models.  

This is good news for operators who are at 

the moment losing a lot of money through 

their current business models. “For operators 

mobile video streaming will be another content 

driver, and one which is richer and which can 

also feature more valuable content, therefore 

bidding a higher price,” explains Alves. 

Tandberg is right now busying itself looking 

into, researching and discussing with other 

companies in the industry how to use and 

incorporate mobile streaming video and espe-

cially how to integrate this into the service 

process. “Right now, it is crucial to find out 

how businesses react to this and integrate it 

into their workplace,” he remarks. 

According to Alves, Tandberg is already start-

ing mobile visual communication using 3G con-

nections/technology. “It’s good to see the 

benefits of mobile technology paying off for the 

video/visual world. New technologies and de-

vices will definitely see this becoming more of 

a reality sooner than we think.” ◊ 

By Shanti Anne Morais 

The entertainment as well as the 

biomedical and military sectors 

are the industries which he ex-

pects to take up mobile stream-

ing solutions first, while “the 

younger crowd,  starting from 

age 15-35 years old, are seen as 

his most attractive target mar-

ket, “as they are the largest 

spenders on the latest mobile equipment”. 

With China and ASEAN growing as a market, 

Raven believes that more investment will be 

pumped into this region not only for develop-

ing the infrastructure, but also for developing 

“suitable content for the target audience” here. 

The traditionally strong markets like Korea and 

Japan will generally help to propel the markets 

in the region. There will be changes in user 

behavior as news and entertainment content 

will be available on demand.  

Here, “the mode of encoding 

the media will pose the biggest 

challenge”, he says, as “video 

encoding technology is still in an ‘exploratory’ 

stage where developers are still looking for the 

best ways to optimize streaming content and 

the mode of delivery. Until there is some sort 

of unified encoding standards being developed 

and adopted by the majority of the content 

developers, it will prove to be the biggest chal-

lenge in near future.” With information ex-

ploding and size increasing, he sees another 

challenge in the area of digital asset manage-

ment, and forecasts increasing problems with 

effective storing, retrieving and archiving of 

digital content. 

Providing basic and essential streaming services 

(news, movie ticketing services, etc.) for a very 

low price to kick-start the change of mobile 

user’s behaviors, seems to him currently the 

most realistic revenue generating business 

models. On the “free-first-charge-later”-model, 

he said, “no matter what the telcos believe in, 

this maybe has to be the way of getting more 

consumers to take up the service. In Singapore, 

for example, only Starhub used to  

The biggest issues mobile streaming is currently facing in Asia are “the 

standardization of communication infrastructure across different telcos 

and countries, as well as the usability of mobile devices.” 
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With a background of management in 
the IT sector and the UK military, Mr. 
Stephen Clark, General Manager of 
RGM Holdings Pte Ltd., has spent the 
greater part of this decade working for 
his current company. RGM’s primary 
areas of focus are in Talent Manage-
ment and Film Executive Production, 
at an international level. Within this 
Stephen has advised RGM on the con-
sole and mobile games industries and 
on the development of opportunities 
for video content on the mobile plat-
form. 

When asked, how he would evaluate the 
changes of streaming media being successful 
he seems to be reluctant in his considera-
tions, excluding from the beginning the 
breakthrough on enterprise level for the new 
service. Maybe only due to the positive esti-
mations of streaming subscription revenue 
which is forecast to rise by 35% in 2006 to 
$821 million Mr. Clarks believes that stream-
ing media will eventually be successful on the 
consumer side, but at the same time predicts 
that “it will take time and will ‘mature’ 
slowly” as on the mobile platform he would 
expect rather “a longer-term game than 
some of the hype”. “It will take some time, 
perhaps until the next decade, for ‘what can 
technology do?’ to become ‘what shall I 
watch now?’, he says. “Broadband internet 
devices have an edge on mobile platforms but 
business models, customer billing, content 
and usability issues will still have to develop 
to become viable commercial businesses.”   

Although his interests is in the consumer/
entertainment media, he isn’t really con-
vinced that people actually want to see each 

other on a call-by-call basis, however he 
could imagine mobile media streaming con-
tributing to an enterprise daily business, like 
e.g. conference calls, remote viewing of pro-
jects (e.g.  medical or architectural issues), 
military applications, and so on.   

As the addressable target market for mobile 
streaming Mr. Clark identified, as expected, 
the young generation and here especially 
young men. Nevertheless, he warns that the 
older and more eclectic generation shouldn’t 

be ignored or underestimated as they will 
pick up the new service as soon as it’s ubiqui-
tous. But in the short term, he expects that 
“niche markets may well be the most profit-
able.”  

Moreover, he presumes that streaming media 
will become a valid mainstream method of 
delivery that will complement, and in some 
cases overtake, existing platforms such as TV, 
cinema, DVD, consoles etc.  

When asked about the best type of content 
for mobile devices, Stephen has a very firm 
opinion. According to him “mobile video 
content needs to be made-for-mobile, crea-
tively suiting smaller screens and shorter 
viewing times. Most importantly, it needs to 
be of good quality.” Although there is space 
for intelligently re-purposed material, he 
believes that “original content and content 
that complements media on TV or on the big 
screen is the way to go. 

”If produced content is attractive enough for 
sufficient customers to demand it, then con-
tent producers may gain influence in the 
mobile market and become the drivers of 
new business models.  

Regarding the delivery of mobile streaming 
media content and its integration into exist-
ing web services, he considers the usability of 
the end devices as a serious obstacle. 
“People have more and more devices and 
often only use a subset of the functionality of 

each”, he says and suggests therefore creat-
ing devices in a way that they are “intuitive 
and easy to use – and easy, if not automati-
cally, set up”. 

Taking the security factor into consideration 
he warns content creators and IP owners to 
have an eye on Digital Rights Management 
(DRM), as “most content creators ultimately 
need to make a living out of what they do, 
and without security most will not license 
content for streaming media”. 

His company recognises that mobile stream-
ing video will be a media in its own right in 
the future and takes part in the development 
of this media, where commercially suitable - 
aiming the executive production (i.e. packag-
ing and financing) of quality content in the 
short term, and the development of contacts 
within the distribution part of the industry, 
on a world-wide basis as an ongoing task. ◊ 

By Daniela La Marca 

Devices crucial for mobile content to reign supreme 

”If produced content is attractive enough for sufficient customers to 

demand it, then content producers may gain influence in the mobile 

market and become the drivers of new business models.” 
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provide free in-coming calls to their subscrib-
ers, he explains, but then Singtel and M1 
were soon forced to follow suit or risk losing 
their customers. Thus, telcos have to find 
alternative ways and plans to get the lost 
revenue.”  

As a kind of “killer content”, Raven sets his 
eyes on “on-demand news update”, empha-
sizing that “without good infrastructure in 
place, no matter how good the content is, 
the take up rate will always be slow”.  

But added, that “video streaming as part of a 
knowledge sharing / collaboration tool or 

process in mission critical applications, 
should be taken into consideration as well, 
like for instance, video streaming of surgery 
procedures, security surveillance services and 
situation analysis tasks that requires immedi-
ate decision making process.” 

As a consulting firm focusing on user-
experience and human-factors, Microusability 
specializes in helping clients to design content 
and making use of technology, therefore the 
company is informed about upcoming techni-
cal upgrading and expects that the navigation 
problems with current cell phones will be 

gradually resolved in the next 3 years, as 
most mobile device manufacturers are invest-
ing resources to design devices with usability 
principles to increase user experience an a 
more positive manner. 

The biggest issues mobile streaming is cur-
rently facing in Asia are, according to Raven, 
“the standardization of communication infra-
structure across different telcos and coun-
tries, as well as the usability of mobile de-
vices”.  ◊ 

By Daniela La Marca 
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The 2nd session of MediaBUZZ’s IP 
Convergence Roundtable series fo-
cused on this year’s hot security buzz-
word – VoIP Security.  

There’s no doubt that Voice over IP (VoIP) 
and IP telephony technologies are fast replac-
ing the traditional legacy form of digital voice 
communications and thereby new security 
holes and flaws are bound to pop-up. Already 
there is much talk in the industry about the 
potential wrinkles, holes and flaws VoIP could 
potentially introduce. But before you dismiss 
this as media and vendor hype, read the find-
ings of our VoIP Security Roundtable session. 

One of the main takeaways which cropped 
up during the discussion was that many VoIP 
users take security for granted, but it is cru-
cial for everyone to note that they are defi-
nitely an increasing threat that could escalate 
to become a major problem. Roy Wakim, 
Director, Convergence Solutions & Analyst 
Relations for the Asia Pacific region, Avaya 
noted that VoIP users have be very aware 
that threats are normally from the internal 
side rather than coming from an external 
source. “Anybody and everybody could be a 
threat. To address VoIP Security threats, a 
completely different mindset is needed,” he 
warned. 

Ken Low, Security Lead and Marketing Direc-
tor, Asia Pacific, TippingPoint, a division of 
3Com noted that one reason VoIP Security 
threats are not taken so seriously is because 
they are not as visible as other security at-
tacks. “If attacks are reported, they are still a 
lot less sensational. A lot of attacks are cur-
rently done in stealth mode. In addition, peo-
ple have to understand that VoIP threats are 
moving from the theoretical to reality.” 

“Assessment of risks, constant monitoring 
and maintenance are all crucial,” said Simon 
Lawrie, Head, Global Communications Solu-
tions, Asia Pacific, Orange Business Services. 
He added that one of the main challenges 
from a service provider’s viewpoint is operat-
ing in a mixed environment. There are always 
risks he said, and what makes it even more 
challenging is that there are different risks to 
enterprises and to the public. VoIP and ToIP 
(Telephony over IP) change the way servers 
work and introduce new endpoints such as 

gateways and IP phones, thereby introducing 
new security problems such as rogue VoIP 
devices being used to access data services. In 
addition, VoIP systems are vulnerable to the 
same threats as data networks and traditional 
voice systems, including denial-of-service 
attacks, spam, viruses, fraud, theft and privacy 
invasion. 

Greg Bunt, Regional Systems Engineer Man-
ager, Asia Pacific, Juniper Networks noted 
that enterprises have to change the way they 
interact with the network.  

“This is a major challenge because people 
implicitly trust everything on the network. 
This has to be changed before VoIP security 
can be properly addressed.” 

Yet at the same time, it the panel unani-
mously agreed that businesses should not let 
any uncertainty and doubt keep them from 
enjoying VoIP and ToIP services. Bernie Tru-
del, Principal Security Consultant, Asia Pa-
cific, Cisco Systems said the VoIP world 
should not be looked at so bleakly. “Yes, we 
have to acknowledge that the threats are out 
there but we can’t feat them. Instead we 
should watch out for them, be aware they 
are there and not ignore and ensure we are 
constantly vigilant. A balance needs to be 
struck.” As Audrey Lim, Regional Consultant, 
Enterprise SE, ASEAN, Nortel Networks 
succinctly put it, “Voice is more and more 
becoming a critical mission in many enter-
prises. We have to look at and weigh the 
business benefits in VoIP. IN the IP world, 
voice is just another product/application 
which needs to be secured.”  

A risk –management approach should be 
taken,” said Maurice Yu, senior consultant, 
Networking, NEC. 

Low added, “Most security vendors do not 
want to paint a doomsday picture, but what 
the industry needs to do is to work together 
closely and ask as well as have a desire to 
deal with VoIP security threats. The industry 
needs to work together as a community and 
invest in VoIP research. A threat taxonomy 
should be done to properly identify and de-
fine the various VoIP threats, and then a set 
of industry-agreed best practices should be 
drawn-up.” 

Lawrie noted that the 
enterprise world is so 
different from the 
Internet world, yet do 
meet at some point and 
this is why the “cat and 
mouse” game. 

Another challenge for VoIP security is that 
the standards for seamless integration are so 
wide. Bunt noted that in most cases, the bare 
minimum standards seem to be implemented. 
However, Trudel points out that by forcing 
people and the players to inter-operate, 
some form of compliance and security is 
being forced. 

Lim also noted that a lot of vendors are com-
ing together to conduct inter-operability 
tests. “This takes a lot of time and effort and 
everybody is playing a catch-up-game and 
wants to get to the head of the line first.” 

“At the end of the day, there has to be a 
framework of security and every individual 
within the enterprise also has to be responsi-
ble and aware of the need to comply.  

However, in many organizations, this seems 
to be missing, the technology is definitely 
there very often, but the education is not.” 

This brought the panel to the point that edu-
cation of every individual within an enterprise 
is a mass, and that the industry on the whole 
has to be more active in terms of user-
awareness. Steve Michaud, Director of Solu-
tions Marketing, Aspect Software, Asia Pacific 
also pointed out that small businesses in par-
ticular have very little understanding of VoIP 
security and its great need, and stressed that 
education for this sector must not be ig-
nored.  

“SMEs are as open to attacks as the large 
enterprise,” he said. 

Trudel remarked that VoIP is steadily becom-
ing more and more a part of the enterprise 
and people’s lives and just like they did with 
anti-virus a few years ago. More are becom-
ing aware about security holes and attacks.  
“Once the technology becomes more com-
mon-place, awareness will build about its 
security vulnerabilities. However, it is also 
important to note that hackers do not wait 
for standards and it is in the interest of both 

Not a gloom and doom scenario yet, but constant vigilance needed to assure 
VOIP Security 

continues on Page 32 — click here 
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the vendors and service providers that the tech-
nology they are offering is secure.” 

Policies should not be just made, they should be 
implemented and enforced. Low also said that 
since the difference in users is very pervasive – 
i.e. there are many non-technical people who do 
not know much about security threats and how 
to be best protected. Yes, users definitely need 
to be more educated here but at the same time, 
security should be made as intelligent and as 
convenient as possible for end-users. “Herein lies 
the dilemma,” he stated. Standards are evolving, 
technology has to keep on updating and renewing 
itself in other to keep abreast with the changes. 
Here, access control also comes into play. It’s a 
collaborative effort amongst the industry and the 

players and we have to live 
with the fact that end-users 
move on and do not really 
learn from them mistakes.” 

Don Ng, NAC, Field Director 
Product Marketing, Symantec 
stressed that ultimately it is all 
about utilizing the technology 
safely and no one should aim 
for a strait-jacket environment. 
He noted that the Symantec 
approach to this is to take the 
user of certain steps such as 
the installation of programs, 
ensure security policies are 
enforce like no Skype, no in-
stant messaging, have a firewall 
and have secure passwords in 
place. “The best way is to auto-
mate the entire process and do 
not get the user involved in this 
at all. This is especially impor-
tant in today’s world when the 
threats tend to be from the 
inside rather than the outside.” 

Ng noted that from the enter-
prise perspective, the whole 

industry has to work together to ensure 
users are aware of the benefits of VoIP as 
well as its security pitfalls.  

“At the end of the day, users have to also 
take ownership and secure their own de-
vices.  

A layered defense architecture is very im-
portant but users also have to feel more 
accountable.” 

Orange’s Lawrie emphasized that security 
vendors should come up with a collective 
best practice for users that they all agree 
upon.  

“The security industry has to be move into a 
managed environment,” he remarked. “In 
the end, vendors tend to want to sell their 
boxes and the onus then tends to lie on the 
users, many of whom do not understand 
much about security. As a service provider, 
we always have to be proactive and as a 
result are constantly challenging ourselves 
to think about what each company needs 
for security and this in itself is a huge hurdle 
to jump. What’s more a lot is expected 
from service providers to keep things se-
cure and ensure the best gate keeping possi-
ble.” 

He added that a negative trait of many ven-
dors is that they tend to sell themselves to 
users as one-stop security shops. “We have 
to be fair – vendors, operators and service 

providers all have to practice a multi-
player approach and there has to be a 
much more collaborative framework.” 

Here Trudel said that the ability to have a 
multi-vendor environment is now a reality 
and the IT industry in particular will al-
ways be talking about security. Security 
vendors for sure have to advance their 
approaches.” 

All in the panel also agreed that VoIP is 
evolving so quickly and Yu summed it up 
when he said that it is only a matter of 
time before all devices converge. This is 
even more of a reason why security poli-
cies and awareness have to be beefed up.  

Michaud stressed that it should never be 
the case that we wait for something ex-
tremely bad to happen, before both the 
industry as well as users wakes-up. 
“Everybody has a part to play and co-
operation is key.” 

Dr. Singh summed it up best at the end of 
the session with his parting words, 
“Technology and security will always be a 
challenge but if you start planning for se-
curity, it costs less than if your retrofit 
security afterwards. VoIP is here to stay 
and so is VoIP Security.” ◊ 

By Shanti Anne Morais 
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Traditional phone calls work by allocat-
ing an entire phone line to each call. 
With VoIP, voice data is compressed 
and transmitted over a computer net-
work. This means VoIP uses substan-
tially less bandwidth than a traditional 
telephone call and is consequently 
more cost effective.  

Apart from significantly reducing companies’ 
phone bills, companies can also gain from not 
having to own and maintain two separate 
networks, one for voice and one for data. 
This means the time dedicated to maintaining 
and monitoring the networks can be re-
duced. VoIP enables users to access connec-
tion globally with the quality that one is used 
to receiving at home or in the office.  In addi-
tion, features such as conference or video 
calls can be easily implemented or upgraded. 

The other most compelling advantage of VoIP 
lies in leveraging the integrated and powerful 
voice-and-data applications.  These applica-
tions include Web-enabled call centers, uni-
fied messaging and real-time collaboration 
that will give the company a competitive edge 
in order to survive and thrive in a communi-
cations-based economy. 

However, as with any new form of network 
communications, much like the emergence of 
wireless networking over the past few years, 
there will be security implications to be con-
sidered and counter measures and policies 
need to be implemented for risk manage-
ment. VoIP Security is no different, says Don 
Ng, field director, product marketing, Syman-
tec NAC. 

“At present VoIP is being used by the enter-
prises and consumers alike and there is a 
marked difference in the threat environment 
between these two sectors. Companies de-
ploying VoIP have deployed defences in 
depth, robust authentication, archival and 
discovery functions for both for IM/VOIP to 
meet their regulatory environments. How-
ever, there is still a need to carry out more 
education for the man on the street, who 
treats VoIP as an extension of email or in-
stant messaging,” he says. 

Potential threats to VoIP users at home in-
clude having a call digitally intercepted and 
having the home network made useless for 
Internet telephony by a type of network 
flooding called denial-of-service.  

VoIP, as the term implies, is IP based.  

This means the Internet threat landscape for 
VoIP or traditional IP are essentially the 
same. The concerns of Confidentiality, Integ-
rity and Availability remain the critical issues 
for organisations, whereas for consumers/
end-users, the challenge is to secure their 
PCs against threats that can spread instanta-
neously through a network of trusted con-
tacts, and identify malicious software that 
come under the guise of trusted sources. 

One common threat specific to VoIP security 
is the concept of “Phone Phreaking”, where 
intruders hijack a person’s VoIP communica-
tion to make unsanctioned calls. 

Ng believes that the number 1 threat to VoIP 
is Denial of Service (DoS) and Quality of 
Service (QoS) degradation. IT Security Ex-
pert Advisory Group (ITSEAG), which Sy-
mantec is a part of, outlined the following 
threats and risk issues surrounding VoIP. 

∗ Eavesdropping through interception and/or 

duplication - Access can be gained through 
any access point to the voice network 
(particularly if there are wireless access 
points in the same network that supports 
the VoIP service). Once access has been 
gained, network sniffer tools are com-
monly available to intercept IP based traf-
fic. 

∗ Loss, alteration or deletion of content 

through programmed attacks. For exam-
ple, the programmed substitution of Dual-
Tone Multi-Frequency (DTMF) or Interac-
tive Voice Response (IVR). 

∗ Lack of capacity/system Management - 

Network traffic can impact on VoIP traffic. 

∗ Denial of service attack (DoS) - Swamping 

of network traffic resulting in no capacity 
to support voice. This can be targeted 
from within the enterprise or externally. 

∗ Viruses and other malware - Swamping of 

network traffic resulting in no capacity to 
support voice. This can be targeted from 
within the enterprise or externally as well. 
Viruses can also target specific VoIP proto-
cols. 

∗ Power failure - VoIP is different from tradi-

tional telephony in that voice services are 
potentially vulnerable to a number of 
power failure points within the data net-
work, for example the local router and 
switches. In contrast, traditional telephony 
handsets are powered from one central-

Symantec:  You are only as strong as your weakest link  

see approach on security issues and solutions 
available before jumping onto the bandwagon. 
Ultimately, the decision needs to take into 
account a company’s policies and hence var-
ies across organisations,” he elaborates. 

Ng notes however that Skype is one of many 
technologies that will continue to emerge. 
“Instead of taking a blanket approach to ban 
such technologies, organizations should 
adopt proactive and preventive measures to 
manage such threats. They need to do so by 
implementing the right technology solutions, 
and conduct end-user education to ensure 
that “human error” does not become the 
weakest link. After all, security is a combina-
tion of people, process and technology,” says 
Ng.  

“In general, we see more and more compa-
nies becoming aware of the potential threats 
of IM and VOIP and are deploying solutions 
such as Symantec’s IM Manager to defend 
against IM-borne threats,” he observes. 

“You are only as strong as the weakest link,” 
reiterates Ng. “Security needs to be a coor-
dinated effort between the government, se-
curity vendors and the end users and every 
party needs to be part of that solution – so 
the investment and attention given to educa-
tion needs to come from all quarters.” 

While Ng understands that this will not hap-
pen overnight he emphasizes that end-users 
and organizations need to take a more pro-
active approach to security: by taking time to 
analyze the technology and information that 
is core to business functions, determine the 
potential threats, and actively seek out solu-
tions that meet their needs.  

“With the constant cat-and-mouse game 
between hackers and us, companies simply 
cannot afford to purchase applications that 
address every potential threat. We should 
adopt a strategic approach to develop a 
unique security policy for each party that 
centers on the protection of each individual 
party’s mission critical assets and allows them 
to better allocate resources,” he says 

continues on Page 34—click here 
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ized point, usually with a backup battery 
bank. 

The current implementations of code signal-
ing, message delivery, and code protocol fall 
short of providing adequate call party authen-
tication, end-to-end integrity, and confidenti-
ality of messages with VoIP. VoIP converts 
voice signals from the telephone into digital 
signals (data packets) that travel over the 
Internet. If left unprotected, this traffic is 
vulnerable to Internet threats such as spying, 
theft, and data manipulation. 

In order to help prevent or resolve these 
security threats, enterprises should protect 
data and VoIP environments by implementing 
a combination of antivirus, firewall, intrusion 
detection systems, and virtual private net-
works (VPNs). These technologies must also 
be optimized for voice.  

“The weakest link when it comes to VoIP 
security is internal,” says Ng. Since VoIP con-
verts voice into data packets, it is important 
that the organization’s IT and data manage-
ment includes procedures for secure and 
reliable operation and management of VoIP. 
Key IT personnel should be educated and 
equipped with the correct ICT based skills to 
assess, implement and manage the technol-
ogy. As VoIP is generally integrated with the 
corporate network, it is important to ensure 
communications between the system integra-
tor and the vendor for full understanding of 
the equipment functionality and that the sys-
tems integrator is fully aware of the organiza-
tion’s security requirements. This includes 
due diligence over the equipment selection 
and knowing what its capabilities are to en-
sure the security risks are appropriately ad-
dressed. 

Finally, workshops and procedures should be 
set in place for employees to educate them 
on the risks of VOIP and security measures 
to adopt whilst using it.  

“For every new technology that comes along, 
there are always security bulldogs and early 
adopters,” notes Ng. 

For starters, organizations need to be aware 
of the security implications of allowing instant 
messenger type programs and VoIP in their 
networks and machines connected to their 
networks. 

“Cautious organizations with stricter policies 
ban programs such as Skype and other similar 
technologies, choosing to adopt a wait-and-
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Considering the implications of legislation of 
VoIP Security, Ng remarks that the increased 
level of cyber criminal activity around the 
world is going unpunished. He believes that 
legislation will definitely help in a coordinated 
approach as there are no boundaries to cy-
ber criminals, to provide deterrents and pun-
ish offenders in order to encourage more 
citizens and businesses to engage online. 

“Combating these threats would require a 
holistic approach by governments that would 
include the implementation of appropriate 
policies; application of technology; public 
education and awareness building; as well as 
the establishment of a framework for cross-
border and international cooperation (due to 
the global nature of the Internet),” says Ng, 

In leading the fight against cy-
ber threats across the globe, 
Symantec has been actively 
working with governments 
across the Asia Pacific region 
in strengthening the policy 
environment, securing the 
infrastructure,  achieving 
greater international collabora-
tion, as well as in raising public 
awareness on cyber security 
issues.  

However, to minimize the security risks in a 
VoIP environment, the following best prac-
tices are recommended: 

Segment VoIP networks onto VLANs 

Keeping voice and data on separate VLANs is 
a good idea for increasing performance and 
security. What’s more, the best practice for 
securing a voice VLAN is to control the traf-
fic between the voice and data VLAN using 
filtering and/or firewalls. This can prevent 
DoS attacks and spoofing as well as providing 
general filtering that limits malicious foot-
printing. 

Different subnets with separate address 
blocks should be used for voice and data 
traffic, with separate DHCP servers for each, 
to ease the incorporation of intrusion detec-
tion and VoIP firewall protection. 

Encryption 

Wherever possible and practical, you should 
implement encryption through VPNs or any 
method available to you.  

On the one hand, encryption potentially can 
delay voice packets and adversely affect the 
performance of VoIP on your network—

especially with multiple encryption points. 
On the other hand, if a network is operating 
efficiently, the overhead of the encryption 
should have little impact on the performance 
of the VoIP system. 

Users should take advantage of encryption at 
the router or other gateway, not at the indi-
vidual endpoints, to provide for IPsec tunnel-
ing. Since not all VoIP endpoints are powerful 
enough to perform adequate encryption, 
placing this functionality at a central point 
ensures that all VoIP traffic originating at the 
enterprise network has been encrypted. 

Direct Firewall Support 

If VoIP traffic will be traversing a firewall, 
make sure your firewall is capable of direct 
support for SIP or H.323. If you have to 
“open” a port to allow these protocols 
through, then your firewall does not ade-
quately support VoIP. 

Reverse Proxies 

Segment your VoIP traffic from your data 
traffic and consider using a multimedia gate-
way or reverse proxy. These devices offer 
greater security and are designed to handle 
VoIP traffic more efficiently than a traditional 
firewall. 

Secure OS of Call-Handling Software 

Use a commercial scanning tool to “probe” 
the call servers in your VoIP system. If any 
critical or high-level vulnerability arises, con-
tact your vendor to have them corrected as 
soon as possible. Care should be taken to 
allow only necessary services to run and to 
limit the number of listening ports that could 
be attacked. This might warrant placing core 
VoIP devices in a “safe zone” behind a fire-
wall or a router with access filters. 

Routine Monitoring 

Managed services are a good idea for firms 
without the resources to keep an eye on 
their networks. It also makes sense when 
your VoIP system becomes mission critical. 
You should establish daily, weekly, and quar-
terly milestones of activities to watch for. 

Sound Security Practices 

If already in place, a good data security pro-
gram—strong passwords, anti-virus protec-
tion, reliable backup, and so forth—gives 
firms an advantage when  implementing VoIP 
and should be maintained rigorously at all 
times thereafter. ◊  

By Shanti Anne Morais 
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VoIP is an application layer running on 
the data layer. The use of VoIP and 
Multimedia applications is driven by the 
promise of lower total cost of commu-
nications and increased productivity 
such as savings on Long Distance Voice 
Savings or Move-Add-Change, as well 
as competitive advantage from collabo-
ration based productivity increases. 

The biggest obstacle to VoIP & Multimedia 
was Quality-of-Service & Infrastructure reli-
ability – there are now well accepted an-
swers for these issues, such as QoS (DiffServ, 
802.1p/Q) and Campus/Geographic Redun-
dancy capabilities as well as Survivable Com-
ponents. 

And what about the all important question – 
Security? According to Audrey Lim, Regional 
Consultant, Enterprise SE, ASEAN, Nortel 
Networks, if the existing data layer is already 
secure, running VoIP on top of it with a cor-
rectly engineered IP PBX will not create any 
new security risks. In addition, IP telephony 
systems can be made secure, through OS 
hardening, by securing network management, 
and by taking advantage of the technologies 
put in place for data security (notably 
switched Ethernet and IP VPNs). 

“With converged voice and data IP networks 
becoming more common in the enterprise 
space today, we need end-to-end security. 
To achieve this, we use a combination of 
security network elements, known best prac-
tices, cryptography, inherent protocol secu-
rity support, proactive auditing, real-time 
detection and monitoring to deliver voice 
services of the same quality and security that 
we expect from tradition telephony,” she 
says. 

Having said this, she adds, “However, secu-
rity is always a big concern, whether for VoIP 
or for the network as a whole. By putting in 
place proper security technologies and user 
protocols, the threat of a security breach can 
be significantly minimized.” 

She also notes,” Security is now the final 
remaining requirement to effectively use 
multimedia communications. It is the biggest 
roadblock to large scale VoIP and Multimedia 
adoption.’ 

Lim cautions that VoIP networks are much 
more vulnerable to eavesdropping, theft and 
denial of service than traditional telephony 
networks. “Logical security where the system 

is contained to an isolated intranet protected 
by firewalls is not sufficient in today’s envi-
ronment,” she says. A system can be sub-
jected to internal attacks from a malicious 
user or from a pervasive worm that is trans-
ferred to a hard drive. IP telephony systems 
are now connected to the corporate intranet 
or the Internet. As such, security needs to be 
enhanced to address the new world threats. 
 

The Threats that abound 

Security breaches can be broken into the 
following types; Attacks, Threats and Vulner-
abilities. 
 

Attacks can be of the following types: 

• Denial of Service (DoS) – Overloading 

the system with false information that the 
site is rendered virtually immobile or it 
may even crash the system. 

• Distributed DOS (DDoS) – Overloading 

the systems in a distributed network. 

• Ping of Death and Flooding – Sending 

repeated messages such as multiple pings. 

• Smurf – The attacker send a broadcast 

ping request that looks like it came from 
a victim. 

• Physical equipment resources attack. 

• Information theft or information modifi-

cation. 

• Sniffing – Scanning ports. 

• Snooping – Looking at files and informa-

tion. 

• Spoofing and masquerade – Pretending to 

be someone else. 

• Eavesdropping – Listening. 

• Viruses, worms, Trojan horses, and time-

triggered bombs. 

• Backdoor entry points. 

• Spam – flooding network with email cop-

ies. 

Man-in-the-middle – The attacker imperson-
ates each party in a two-say conversation. 

Threats are the potential danger that vul-
nerabilities may be exploited intentionally, 
triggered accidentally, or exercised. In the 
VoIP arena, these threats can include: 
 

• Theft of Service 

1. Toll fraud – An attack can be used 

to set-up a long distance call or to 
initiate a one-way connection to a 
listening device. 

2. Subscription fraud and non-

payment. 

3. Unauthorized use of network band-
width. 

• Service Disruption 

 An attack may be directed at the end 
points or servers (such as media gate-
ways or call controllers) causing prob-
lems of: 

1. Remote interference. 

2. Terminating connections. 

3. Taking key servers out of service. 

4. Bandwidth consumption. 

5. Resource starvation. 

• Privacy 

1. Bearer channel (media) attacks – By 

hijacking, replaying, and sniffing, 
Real-time Transport Protocol 
(RTP) media traffic can be compro-
mised. 

“Security is now the final remaining requirement to effectively use 

multimedia communications. It is the biggest roadblock to large scale VoIP 

and Multimedia adoption.”  

VoIP Security threats are out there, it’s all about securing the network effectively 
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2. Theft of subscriber information, 

such as credit card numbers. 

3. Eavesdropping. 

4. Performing off-line cryptanalysis. 

Signaling attacks – Signaling attacks can be 
made if a phone can accept plausible signaling 
commands from a server other than the one 
that is authorized to send signals. Also caller 
ID can be collected for marketing informa-
tion. 

Vulnerability is a weakness or a hole in a 
system or a network that could be exploited 
to violate the system’s intended behavior 
relative to safety, security, reliability, availabil-
ity, integrity, etc. An attack occurs when the 
vulnerability is actually exploited. 
 

“All these Attacks, Threats and Vulnerabili-
ties on the IP network probably won’t care 
whether it is a PC, PBX, ports or VoIP. All it 
knows is to try to sneak into the device and 
attack/overload it. VoIP is another IP packet 
on the network – one can’t tell whether it is 
VoIP Trunks or Lines,” says Lim. 
 

“What we should be concerned with is Of-
fice-to-Office connections.  

Does the Enterprise have control over that 
piece of the bandwidth, whether there is 
QoS or Security or SLA deployed? The same 
‘Link/Bandwidth’ is also used for Email/Inter-
office data connection. Therefore, one should 
assume there is security over it already. Can 
or will the hackers attack inter-office WAN 
connections today even without IP trunk?” 
Lim elaborates. 

Ensuring effective security 

Lim says that the cost of further securing IP 
telephony must commensurate with the busi-
ness cost of loss. “As with any new applica-
tion, IT should update its overall security 
policy and ensure that it is consistently imple-
mented across technologies, processes and 
organizations.” 

“Effective security is not achieved through 
technology alone and is not a single project. 
Effective security is a result of a process that 
requires continuous verification, updated 
configuration and enforcement.  

Attacks on your network continue to evolve 
and so must your security posture,” explains 
Lim. 

She elaborates, “By 
continually analyzing 
the performance of 
your security infra-
structure and updating 
the policies based on 
what you have learned, 
your security infra-
structure can become 
more effective and 
evolve to provide pro-
tection against even 
unforeseen threats. 

There is no hard and 
fast business case or 
ROI on security. It’s 
about risk mitigation 
and protection.” 
 

Lim likens this to asking what the ROI is on 
life insurance. “Realistically, it’s nothing while 
you are alive and the return on your monthly 
premiums is not dollars but rather peace of 
mind – if something happens to you then 
your family is financially secure. While this is 
often the way security is viewed, its more 
about the business process,” she says. 

After all, security is something that cannot be 
filed away and brought out when it is needed. 
“We interact with security everyday, we 
need to understand that it changes and that 
as our business adapts and changes so too 
must security. This simple model demon-
strates how to think about security and 
where the appropriate spend on security is 
for an organization based on risk,” she adds. 

She believes that the appropriate spend is 
where the cost of the threat and the cost of 
the security solution required to mitigate it 
intersect. “At this point, you are not over-
spending to stop a threat that is relatively 
minor or under-spending on protection 
against a significant threat,” she points out. 

“Customers,” says Lim, “are increasingly 
looking to vendors to help them solve their 
concerns regarding business security from a 
more holistic, solutions point of view.  

The technical evalua-
tor is still looking for 
a best-of breed 
product, but increas-
ingly, security deci-
sions are made by 
policy committees made up of business ex-
ecutives as well as specialists in the security 
field.” 
 

Topping the list of “hot” information security 
issues are: 

• Securing access to information (ensuring 

data privacy) 

• Securing new IP multimedia applications. 

Lim notes that it is very important from a 
business perspective to understand and ques-
tion what a Secure Multimedia Solution pro-
vides, which namely should be: 

• Privacy by shielding traffic from unauthor-

ized access. 

• Maintains reliability by providing protec-

tion from multimedia service disruption 
due to attacks or management system 
compromise. 

Last but not least it protects against theft of 
intellectual property due to eavesdropping or 
toll fraud. 

She concludes that in today’s environment, 
customers leverage tbe flexibility, cost incen-
tives, and reach of IP while balancing its vul-
nerabilities. “As new applications and access 
technologies are developed it is critical that 
vendors like Nortel Networks helps custom-
ers understand the security impact of such 
new technologies and appropriately secure 
the network end-to-end. One of the critical 
success factors is the selection of the right 
vendor to partner with in the design and 
implementation of a truly world class con-
verged network. Factors to be considered in 
vendor selection include not only the tech-
nology available from the vendor, but also 
the experience, knowledge, resources, and 
global reach that a vendor can offer.” ◊ 

By Shanti Anne Morais 
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While VoIP Security threats have yet 
to become mainstream Tipping Point’s 
Ken Low, Security Lead & Marketing 
Director, Asia Pacific, and David 
Endler, Director of Security and Chair-
man of the Voice over IP Security Alli-
ance (VoIPSA) believe it’s only a mat-
ter of time before hackers start to fo-
cus their efforts on VoIP deployments. 

They say that in the same way that phishing 
and spyware have skyrocketed in the last 
couple of years, so too can we expect finan-
cially motivated attacks to also target the 
VoIP realm.  Just a few months ago, the 
world saw the emergence of Voice Phishing 
(or “Vishing”).  Voice Phishing involves an 
attacker setting up a spoofed Interactive 
Voice Response system (instead of setting up 
a fake web site with traditional Phishing) that 
sounds just like a legitimate bank.  The at-
tacker then tries to lure his victims into dial-
ing his evil IVR number in order to trick 
them into pressing dial tones with sensitive 
information such as account numbers, pin 
numbers, social security numbers, or gener-
ally any authentication information that is 
used to verify someone online. At the recent 
Black Hat Briefings in Las Vegas this past 
August, there was a presentation on the ease 
with which someone could set up such a 
Phishing system with open source tools with 
fairly little effort. 

“The challenge of VoIP 
security is not that unique. 
History has shown that 
many other advances and 
trends in information tech-
nology (e.g. TCP/IP, Wi-Fi 
802.11, Web Services, 
etc.) typically outpace the 
corresponding realistic 
security requirements that 
are often tackled only after 

these technologies have been widely adopted 
and deployed,” says Endler. 

“VoIP packetizes phone calls through the 
same routes used by traditional data net-
works today and is consequently prone to 
the same cyber threats that plague those 
same networks today. These include denial-of 
service attacks, worms, viruses, and general 
hacker exploitation.  

In addition to these traditional network secu-
rity and availability concerns, there are also a 
plethora of new VoIP protocol implementa-
tions that have yet to undergo detailed secu-
rity analysis and scrutiny,” he continues. 

Tipping Point (a division of 3Com) believes 
that the best strategy is to define an effective 
security policy that involves not just the tech-
nological aspects of VoIP but the physical and 
social aspects as well. “As with all security, I 
do believe in defense-in-depth.  An organiza-
tion should try to ensure that their service 
provider has protection and also protect 
themselves with VoIP-aware firewalls and 
Intrusion Prevention Systems as well as de-
ploying other security products. They should 
also ensure that their VoIP vendor is aware 
of security too,” advices Endler. 

Both Low and Endler both feel that Enter-
prise IT administrators are just starting to 

wake up to the fact that introducing VoIP 
components to their existing IT infrastruc-
ture also brings with it new vulnerabilities.  
Unfortunately, many organizations end up 
experiencing a “compelling security event” 
that forces them to take these issues more 
seriously. 

They stress that enterprise VoIP Security is a 
team effort, and working with various part-
ners is vital. These partners should include 
their VoIP provider/carriers, VoIP vendors, 
security vendors, and third party consultants. 

That TippingPoint places a high priority on 
security including VoIP security is apparent. 
The company has an internal security re-
search team dedicated to finding all kinds of 
threats, including VoIP threats.  They have 
developed a security filter, which is deployed 
to all of their customers’ TippingPoint Intru-
sion Prevention Systems through their Digital 
Vaccine service. 

Moreover, TippingPoint actually formed the 
VoIP Security Alliance (VOIPSA) in February 

2005 because of their dedication to VoIP 
security and in order to find and mitigate 
VoIP security risks through education, aware-
ness, and research.  

This organization now has over 100 member 
organizations.  

VOIPSA aims to fill the void of VoIP security 
related resources through a unique collabo-
ration of VoIP and Information Security ven-
dors, providers, and thought leaders. 

VOIPSA's mission is to drive adoption of 
VoIP by promoting the current state of VoIP 
security research, VoIP security education 
and awareness, and free VoIP testing meth-
odologies and tools. 

David Endler’s enthusiasm and dedication to 
the Alliance and VoIP Security is evident. 
“Many of our members belong to interna-
tional companies and organizations. How-
ever, we would love to have more Asia-
specific representation in the organization.  
To get involved, please visit: http://
www.voipsa.org/Activities/getinvolved.php.  It 
is extremely important that we have a global 
representation of the entire VoIP ecosystem 
(providers, vendors, carriers, security ven-
dors, users) to fully understand all of the 
threats and absolve them.”  

Let’s hope his and the other members of 
VoIPSA’s ardor and passion on VoIP Security 
is catching. ◊ 

By Shanti Anne Morais 

“In addition to traditional network security and availability concerns, there 

are also a plethora of new VoIP protocol implementations that have yet to 

undergo detailed security analysis and scrutiny.” 

VoIP Security issues yet to reach a Tippingpoint 
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Awareness of  VoIP Security issues is not enough: Juniper Networks 
VoIP devices have inherent weak-
nesses, says Juniper Networks, Greg 
Bunt, regional SE manager, Juniper 
Networks. Education is key and giving 
the industry a solution on how to man-
age the risk gives that added value. 
Raising the awareness is just not 
enough, but of course, a good start.  

Having a remedy, a solution to mitigate the 
risk would be best. He honestly says that it is 
really up to industry players to provide a 
solution to the industry.   

In your opinion is VoIP Security over-
hyped or under-hyped?  

It is adequately hyped. Businesses are gener-
ally unaware of the security risks when de-
ploying VoIP, but they sometimes leave 
themselves vulnerable to risks when there’s 
inadequate security in place.  

Is VoIP Security very different from 
traditional IP and Internet Security? 

VoIP provides a convenient and cost-saving 
way to consolidate communications technol-
ogy, and allow for advanced voice applica-
tions not available over legacy voice systems. 
Rather than maintaining two networks – a 
digital IP network and a TDM-based switched 
telephone network – enterprises can com-
bine networks to achieve savings in long-
distance voice and administration overhead. 

However, because VoIP runs over an IP infra-
structure, it is vulnerable to Internet threats 
unlike the traditional TDM network.  

What are the current VOIP Security 
threats and trends on the enterprise 
scene in the Asia Pacific market? 
Which of these threats and trends do 
you feel will have the most impact in 
the region? 

VoIP is increasingly popular as carriers, ser-
vice providers, and businesses look to capital-
ize on lower costs, enhanced features, more 
flexible communications, and improved pro-
ductivity. But convergence exposes voice 
communications to threats that can’t be 
fought with traditional data security solu-
tions. Conventional data firewalls don’t sup-
port VoIP protocols or real-time traffic ex-
change and have difficulty handling the large 
amounts of small packets VoIP uses. 

As end users multiply and more interactive 
communications services (voice, video, multi-
media) are delivered via VoIP networks, the 

risk of damaging attacks increases. To capital-
ize on the benefits of VoIP, service providers 
must thoroughly evaluate its associated risks 
and architect a complete security solution for 
their networks. 

VoIP is susceptible to the threats and vulner-
abilities associated with data networks, such 
as reconnaissance, denial of service (DoS), 
host vulnerability exploit, surveillance, hijack-
ing, identity theft, and misuse. In addition, 
VoIP presents its own security challenges 
ranging from issues related to the VoIP sig-
naling path and others with the media ex-
change path. Here are some examples which 
identify some of the general threats to which 
VoIP technology is susceptible: 

IP infrastructure threats 

VoIP networks are frequently built on top of 
service providers’ IP networks and share 
similar infrastructure and protocols. VoIP 
protocols are primarily reliant upon trans-
mission control packet (TCP) and user data-
gram protocol (UDP) as transport mediums, 
and hence are vulnerable to low-level assaults 
on these protocols. VoIP equipment may also 
be susceptible to worm and zombie attacks, 
which may cause unpredictable behavior and 
heavily affect the "five-nines" delivery ex-
pected from voice networks.  

Flooding the network with unnecessary data, 
or taking the network down causes a denial 
of service. The traditional system (separate 
data and voice networks) allows an organiza-
tion to communicate if the data network is 
unavailable. With the implementation of VoIP 
in a converged network, a DoS attack could 
debilitate the VoIP system by inundating it 
with junk packets and inhibiting the transfer 
of authentic voice packets. In this case, the 
hacker would have succeeded in taking down 
the service provider’s voice and data net-
works. 

VoIP device weaknesses 

End devices in VoIP networks are usually 
manufactured by multiple vendors and are 
comprised of IP phones, proxy servers or 
gatekeepers, gateways, and IP PBXs. Each of 
these devices inherits the vulnerabilities of its 
operating system and associated services 
(HTTP, SNMP, Telnet). All VoIP devices run 
TCP/IP stacks. Many VoIP devices may have a 
variety of exposed TCP and UDP ports and 
thus an inherent vulnerability to DoS attacks.  

The exploitation of these devices and their 
operating systems, services, and protocols is 
no different than that of the servers and 
workstations running on data networks. 

These same devices also have some imple-
mentation of the application layer VoIP run-
ning in the device, which makes them suscep-
tible to attacks based on data that pushes the 
protocol's specifications to the breaking 
point. Functional protocol testing has already 
led to a wide variety of DoS and buffer over-
flow vulnerabilities in many VoIP products. 

VoIP application level attacks 

At the application level, there are a variety of 
VoIP-specific attacks that can be performed 
to disrupt or manipulate service. Some of 
these include: 

• Traffic flow disruption: In most VoIP 

protocol implementations, media traffic 
flow does not traverse a dedicated connec-
tion for the duration of a session. An at-
tacker may be able to conduct a “man-in-
the-middle” attack and alter the original 
communication between two parties. The 
result of this is a possible delay in certain 
media paths. This may enhance the DoS 
vulnerability mentioned below as well as 
enable an attacker to quite easily intercept 
(sniff) the contents of the media stream. 
Another by-product of such an attack is 
vast degradation in the quality of service of 
the specific media session. 

• Denial of service: Attacks of this type 

may come in a variety of forms. A carefully 
crafted protocol request exploiting a vul-
nerability may result in a partial or com-
plete loss of function. A "flood" of legiti-
mate or unauthentic requests to proxy 
servers or a gateway device may affect the 
access to its network service. In addition, 
an attacker may cause a denial of service 
by masking (spoofing) his identity, and in-
tervening within the call process; a classic 
man-in-the-middle attack. This may be 
performed using protocol messages, e.g. 
“CANCEL” or “BYE” in SIP, or by using 
TCP/IP services such as ICMP “port un-
reachable” messages. 

• Eavesdropping and sniffing: Sniffing is 

basically unauthorized interception of me-
dia streams or decoding of signaling mes-
sages resulting in disclosure of confidential 
information, unprotected user credentials, 
and the potential for identity theft.  

continues on Page 40 —click here 
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It also allows sophisticated, malicious users 
to collect information about a VoIP system 
that can be used to mount an attack on other 
systems or data that might not otherwise be 
vulnerable. Eavesdropping in IP networks 
with a vast variety of open source applica-
tions available in the market is far easier than 
in circuit-switched networks. 
Identity and call theft: Attacks of this type 
typically involve taking over a trusted host 
identity or spoofing in order to impersonate 
legitimate users. The consequences of such 
actions may be routing of calls to destinations 
different than the intended, premature termi-
nation of calls, or even taking over the calls 
and resources altogether causing service 
theft. 

What are the benefits of VoIP and 
what are the main challenges faced 
when looking at securing it? 

VoIP is a benefit to the entire industry, not 
just networking and security vendors, be-
cause in many ways it is the killer application 
of future IP networks. It will increasingly be 
the must-have service and will provide the 
extra revenue streams and the increased 
customer loyalty that today’s service provid-
ers need.  

Just like the traditional network, a lot of 
companies at present maintain a data net-
work for Internet traffic and voice network 
for traditional voice applications. By using 
VoIP, businesses can save cost by combining 
two networks into one digital network, lead-
ing to significant maintenance cost savings. 
Combining voice, data and even video, VoIP 
could help business to exchange information 
more effectively and with more cost saving.  

Do you think enough enterprises and 
users truly understand VoIP and VoIP 
Security? With the popularity of pro-
grams like IM and Skype in the region, 
are organizations in Asia too compla-
cent or unaware of the potential VoIP 
Security threats?  

When a company deploys VoIP, basically 
they’ll face what all the existing threats in the 
internet world today. A company needs to 
plan ahead to defend against DOS (Denial of 
Service), viruses, worms, spam, spyware, and 
other IP vulnerabilities, before they deploy 
their VoIP solution. 

Another main issue is that VoIP uses dynamic 
ports to exchange traffic. However, some 
companies are deploying VoIP rapidly with-

out properly securing the ports of entry. 
Most firewalls in the market secure VoIP 
traffic in a very loose way, because they can-
not handle VoIP protocol.. In this case, IT 
administrators have to open a range of UDP 
ports for VoIP traffic to parse through. Hack-
ers usually hack through systems via the open 
UDP ports as they are kept open constantly. 
You really need an application layer firewall 
(Layer 7) for VoIP traffic so that you can 
dynamically open/close UDP ports. As a re-
sult, when securing VoIP, you need to ask 
your firewall vendor if they support VoIP at 
the application layer. 

What more needs to be done to raise 
awareness of VoIP Security in the re-
gion and who do you believe holds the 
onus of VoIP Security awareness and 
implementation? 

Telling people that there’s a risk is not 
enough. Education is key and giving the indus-
try a solution on how to manage the risk 
gives that added value. Raising the awareness 
is just not enough, but having a remedy – 
have a solution to mitigate the risk. So it is 
really up to industry players to provide a 
solution to the industry.   

Should free programs like Skype be 
blocked especially in the enterprise 
scenario, and if so, under what circum-
stances? Are free programs like Skype 
really less secure than their paid coun-
terparts? 

Don't block. Why block? Because there’s a 
perceived risk to your organization? 

A reason why companies might block applica-
tions like Skype is because there’s a per-
ceived risk to the organization. However the 
real risk here is using an application to get 
access to the network. I feel that applications 
like Skype is an excellent business enabling 
tool. If you block them, they will just turn 
into a secure mode.   

We should be harnessing the business en-
ablers of the applications than restricting the 
potential risk. Risks can be mitigated anyhow. 
If organizations are worried about the risk 
involved in accessing the network, block the 
files transfer.  

There are a lot of other risks to go after and 
this is the least to be concerned about.  

Can legislation help in any way? 

Not really. The law keeps honest people 
honest. It is only good for prosecution but 
not prevention.   

Are there any best practices to ensure 
VoIP Security in an enterprise? 

Organizations moving to VoIP technology for 
its flexibility and cost benefits must ensure 
that the underlying network infrastructure is 
ready to support high quality voice and pro-
tect IP PBX systems, phones, and user traffic 
against threats and misuse. 

VoIP traffic requirements vary significantly 
from traditional data traffic requirements, 
with VoIP much more sensitive to network 
congestion and delay. Infrastructures sup-
porting VoIP must be able to perform the 
following functions: 

• Prioritize voice traffic and optimize band-
width use for high-quality delivery 

• Keep active calls up, even during unex-
pected network events 

• Defend against security threats at both the 
media and signaling layers to secure each 
call and VoIP system 

• Extend VoIP capabilities to remote users 
where needed 

What is the likelihood of Trojans, vi-
ruses, spyware and scams increasingly 
targeting VoIP rather than browsers? 
In the case of the enterprise, will we 
soon see denial-of-service attacks on 
VoIP trunks and event call-hijacking 
scams, as some analysts have pre-
dicted? 

As the use of an application becomes wide-
spread and prevalent, the inherent risk in-
creases due to sheer volume. All these risks 
such as Trojan, viruses, spyware and scams 
can be managed with the current technolo-
gies available in the market. It’s inevitable to 
see DoS attacks as it becomes more wide-
spread.  

Do you think voice spam could be a 
serious threat?  

Yes. Anything with low or no cost, no barrier 
to usage runs a risk of a threat. If it’s too 
cheap, it will be abused. Just like emails – 
emails cost nothing, hence the numerous 
spam emails we receive everyday! ◊ 

By Shanti Anne Morais 

“Education is key and giving the 

industry a solution on how to manage 

the risk gives that added value”.  

From Page 38—  Awareness of VoIP Security issues is not enough: Juniper Networks 
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Aspect Software, Inc., the world¹s larg-
est company solely focused on the con-
tact center, has unveiled Aspect Qual-
ity Management 2.5.1, a solution that 
the company says simplifies the call 
recording and quality management 
process.  

The latest release 
of Aspect Quality 
Management in-
cludes a tight inte-
gration with As-
pect Spectrum 

ACD. With this added integration, the quality 
management and full-time recording solution 
is available to all users of the Aspect Signa-
ture ACDs, including Aspect CallCenter 
ACD. 

Aspect Quality Management, from the com-
pany’s Contact Center Performance Optimi-
zation product line, provides the capabilities 
for recording, reviewing and reporting on 
customer interactions, which can be used to 
help improve agent performance and job 
satisfaction, increase customer satisfaction 
and revenue generation, and better manage 
overall costs. 

The new integration with Aspect Spectrum 
ACD, as well as the existing integration with 
Aspect CallCenter ACD, offers significant 
benefits to contact centers using the Aspect 
Software Signature ACDs, including lower 
cost of ownership, ease of use, improved 

partitioning of call access and security, and 
more power to find calls of interest 
quickly.  Recording and compression tech-
nologies also make it possible to capture 
considerably more calls, allowing contact 
centers to implement 100 percent re-
cording.   

The system performs audio and screen re-
cording of the full interaction with easy ac-
cess to all call segments when calls are trans-
ferred to observe the complete customer 
experience.  The customer can even be auto-
matically surveyed after the call, using tools 
that any contact center manager can adminis-
ter, thereby removing the need for IT re-
sources when new surveys are desired. As-
pect Quality Management enables supervi-
sors to evaluate agent progress, which can 
impact the customer experience and business 
operations beyond the contact center. 

“We have seen great interest in our quality 
management product because of 
the value it provides, as well as the desire for 
the latest capabilities, such as the tight inte-
gration into the automatic call distributors,” 
says Brian Derr, vice president of quality 
management solutions at Aspect Soft-
ware.  “Being able to configure call recording 
rules based on existing ACD definitions and 
then monitor every segment of a call as it is 
transferred, while receiving tightly integrated 
customer feedback when the satisfaction 
survey is completed makes it incredibly easy 

for an organization to single-out exemplary 
interactions. It also helps to identify areas for 
improvement with the agent, the overall 
interaction process, and the enterprise as a 
whole.” 

Other key capabilities in this latest release of 
Aspect Quality Management include: 

Trunk Tapping Support  recordings can 
now be conducted by  tapp ing 
directly into the ACD trunks.  This method 
is often the best choice for high 
capacity recordings because it increases the 
total volume of simultaneous calls that can be 
recorded by the product. 

Links to Related Calls - the call playback 
module now offers links to related calls.  If a 
contact center manager or other user is 
scoring a particular call, which was trans-
ferred to another agent, a user will see a link 
for the portion of the recording after the 
transfer.  The manager can then click on this 
link and continue to listen to the second call 
segment. 

This provides contact centers with a com-
plete view of the call quality of a customer 
interaction with the organization from begin-
ning to end. 

Integrated Windows Logins  enables 
standard Windows authentication for 
user login as an option to using the inte-
grated ACD login. ◊ 

By Shanti Anne Morais 

Aspect Software’s latest offering simplifies call recording and the  
quality management process  

Vendor collaboration vital in the fight against VoIP Security 
“VoIP Security is very different from 
traditional IP and Internet Security,” 
says Maurice Yu, senior consultant, 
Networking, NEC. “While traditional 
IP security concerns about data packets 
only, VoIP security concerns about 
various aspects of a VoIP call including 
Configuration Security, Signaling Secu-
rity, Voice Security and Data Security.” 

He explains that as a lot of enterprises mi-
grate to SIP based IP telephony solutions, a 
lot of new threats that target at SIP will be a 
major concern. “At the same time, users will 
migrate to VoWLAN once the availability of 
hotspot and pricing of dual mode phones and 
WLAN access are acceptable to the market. 
This could poses another major concern to 

enterprise security if not handle properly. 
Also voice spam will become a major nui-
sance to the users.” 

According to Yu, voice spam will happen as 
VoIP becomes even more popular. “Users 
will find that their calls could be hijacked by 
advertisements or redirected to other sites. 
Spit (Spam over internet telephony) will be-
come the favorite medium for spammers. 
Spit will easily clog up bandwidth and lead to 
degradation in voice quality and affect the 
normal operation of organizations.” 

Yu has no doubts that Spit will have a bigger 
impact on enterprise organization compare 
to email spam. However, he also says that 
new technologies are under development to 
filter out Spit and it will be a useful tool to 

mitigate this threat. 

“Yes, VoIP security poses real threats to 
organizations that implement VoIP solutions. 
However, there are solutions to mitigate 
those threats effectively,” he says reassur-
ingly. 

Yu notes that there are a lot of vendors in 
the IP telephony business promoting their 
version of best practice in VoIP security. 
Though they are not identical, their key ap-
proaches are quite similar such as the use of 
layered approach which include the use of 
firewall, VLAN, access list, use of VPN be-
tween remote sites, authentication, password 
management, encryption, NMS,  physical 
security management etc. 

continues on Page 41 —click here 
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Orange Businesses Simon Lawrie, Head 
of Global Communications Solutions. 
Asia Pacific, can’t emphasize enough just 
how important it is to always work with 
credible providers.  

“The lure of new 
equipment and fancy 
technology is always 
there and the dangers 
of jumping onto them 
are high, but it is al-
ways important to 
bear in mind that they 

may not be adequately protected. When it 
comes to VoIP, the nature of the interface is 
very different and hence a lot lies with the VoIP 
provider and their security protection ability 
and standards are crucial,” he says. 

But before you can start panicking, he also 
states that VoIP Security is ahead of its learning 
curve. “At the moment, VoIP threats are 
mainly theoretical,” Lawrie says. However, no 
service provider in their right mind can afford 
to be complacent. “As an operator, Orange for 
example takes the best precautions and have 
excellent security consultant on hand.  We also 
have to be ahead of the curve as our custom-
ers depend on us. We’ve been managing 
threats from voice as well as from the network 
world for some time,” he notes. This is not 
surprising because as Lawrie says, operators 
are in a more compromising situation and are 
often seen as targets.  

The main challenge to operators at the mo-
ment, he notes, is to ensure they maintain their 

level of security and service – to always be 
operating at the best industry standards and 
moreover, always above their customers ex-
pectations. “There is no two-ways about it, we 
need to maintain a clean record and cannot 
afford to slip up, even once.” 

There is a saying that understanding the prob-
lem is 90% of the solution and VoIP security is 
no exception here. As a service provider, Law-
rie says that one of the first steps is under-
standing the threats and the risks they pose.   

A service can be disrupted by breaking the 
user’s device, flooding the IP network with 
traffic or breaking the service provider’s infra-
structure. Disruption is usually achieved 
through Logic attacks, Flood attacks or Layer 
attacks. 

• Logic attacks exploit vulnerabilities in pro-
tocols or their implementations, for exam-
ple, the Ping of Death. 

• Flood attacks disable targets through traffic 
volume. They can originate from either 
single or multiple platforms. 

• Application Layer attacks include SIP-SPAM 
and identity-forging. 

VoIP Security is a vast subject and it needs to 
be ubiquitous in its implementation. For service 
providers, the fundamentals should be ad-
dressed first and these are:  

Test, authenticate, protect, block, limit and 
police. What this means is: 

• Testing network elements against standard 
IP and SIP test suites to ensure they can 
survive both types of logic attacks. 

• Implementing strong authentication because 
identifying your users means protecting 
their identities. 

• Protecting the network by compartmental-
izing it to restrict the range of any disrup-
tion. 

• Blocking malicious or inappropriate traffic – 
never propagate the problem. 

• Limit the rate of traffic to core elements to 
ensure the survivability of services in case 
of disruption. 

• Police all aspects of traffic across the net-
works to prevent fraudulent or undesirable 
use. 

 

“To the service provider, the main thing is to 
protect our customers, our revenues and our 
network,” says Lawrie. This is just what a se-
cure and dependable service does. If service 
providers address the basics from the go, it 
never needs to be complex, time-consuming or 
expensive. ◊ 

By Shanti Anne Morais 

“When it comes to VoIP, the nature of the interface is very different and 

hence a lot lies with the VoIP provider and their security protection ability 

and standards are crucial.” 

From Page 40—  Vendor collaboration vital in the fight against VoIP Security 
“Apart from the architectural security control, 
security policies and processes are the key 
factors for a successful VoIP security imple-
mentation. Often we use ISO 17799:2005 and 
NIST 800-53 as a reference for best practices,” 
he elaborates. 

Successful VoIP security implementation de-
pends on many factors. One of the key factors 
is system integration of the various compo-
nents in the VoIP architecture as well as the 
underlying security control equipment and 
elements. Today there are still a lot of different 
ways of interpreting and implementing the 
security related RFCs and lead to difficulties in 
integrating the total architecture seamlessly.  

However, there is an on going effort to get the 
vendors to interoperate and we will see lesser 
interoperability issues in the near future. 

“Multi-player approach is very important to 
implement secured VoIP network,” Yu 
stresses. “We always advise the users to imple-
ment best of breed security solutions. How-
ever, tight integration between various vendors 
always poses a major challenge to successful 
implementation.” 

NEC is a key player in the VoIP industry in 
both carrier and enterprise market. As security 
is one of the primary concerns for VoIP cus-
tomers, NEC has been playing a major role in 

advising and implementing secured VoIP net-
works based on best practices and industry 
standards such as ISO 17799 for the customers 
globally. 

Apart from providing products with the latest 
security features, NEC educates its customers 
via seminars and whitepapers with the latest 
trends in VoIP security and the methodologies 
to counteract attacks. “At the same time, NEC 
partners with best of breed vendors such as 
Juniper Networks to develop products to en-
hance the security of our VoIP solutions,” says 
Yu. ◊  

By Shanti Anne Morais 

VoIP Security and the Service Provider 
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stream and stay relevant.  

Services come into play here, and very im-

portant is to keep 

on innovating,” 

He added that for a 

service provider, a 

key concern is in-

creasing the data 

market within the 

3G network, and 

this is why many 

are now evaluating 

the IMS framework. 

“Service providers 

have to bear the 

burden of heavy 

expectations from 

users, be it from 

the mobile gaming 

side or from other 

services. 3G is the 

‘Holy Grail” to 

service providers 

but this has still not been achieved.” 

In addition, he noted that the Web’s conver-

gence with the mobile world is a reality. 

“However, service providers and ISPs will 

most likely want to keep these two worlds 

separate in order to make more money. 

More emphasis will be on gateway’s to con-

trol traffic,” says Mohammad Shahril. 

Jason McLaurin senior manager of Sales Busi-

ness Development, Cisco Systems stressed 

that it should not be 

about increasing the 

data market but in-

creasing the value of 

the data market. 

“Most of the traffic 

now is not IMS or 

data-based,” he says. 

“A very important 

question to ask is 

how do you make this traffic profitable to all 

- the users, the vendors and the service pro-

viders? “ 

The technology aspect here plays a very im-

portant role. Ropicky believes that profitabil-

ity can be achieved today without the IMS 

framework in place “but the truth is, without 

IMS, achieving profitability for all will be ex-

tremely challenging,” he said. 

According to Mohammad Shahril, many ser-

vice providers like Celcom are doing massive 

research on IMS, because of a burning ques-

tion most of them are asking —”Is IMS nec-

essary? We are asking, can we today launch 

services in isolation (for example Push-to-

Talk) with the current technology available? 

Celcom’s research has shown that yes, this 

can be done but at a price – services 

launched in isolation or without IMS in place 

cannot be crossed with other services and 

herein lies one of the main benefits of the 

framework.” 

Matthew Talbot, managing director of Mobile 

365 

MediaBUZZ’s IP Convergence Round-
table series kicked off with a bang on 
September 5th, with a dynamic discus-
sion and in-depth scrutiny of IMS and 
its key issues in the Asia Pacific. All at 
the session agreed that a rosy picture 
has been painted of IMS but the key 
question remains – Is the Asian market 
ready for it?  

Mike Ropicky senior director of Marketing 

and Product Operations for Motorola Net-

works & Enterprise in Asia Pacific said that a 

much deeper look at IMS is needed and that 

currently a too rigid viewpoint of it is being 

taken. To him, IMS brings the ubiquity of the 

web and its protocols to the telecom world. 

It adds a level of service operability, allowing 

service providers to add new applications and 

services. 

Commenting from the service providers’ 

viewpoint, Mohammad Shahril Stephen Ng 

General Manager of Multimedia Department, 

Product and Services Innovation Division, 

Celcom, noted that the current trend in the 

telecom’s world is that ARPU (Average 

Revenue Per Unit) is not increasing but in 

fact, is now expected to slide. “Right now, it 

is extremely important to ask how to ensure 

that this sliding rate is not too volatile. It’s a 

fantasy to think that ARPU is going to in-

crease. However, IMS is seen as a substitu-

tion for the present driver of ARPU.  

Operators have to find an alternate revenue 

IMS:  An Evolution not a Revolution 

“Most of the traffic 

now is not IMS  or 

data-based. An 

important question 

to ask is how to 

make traffic 

profitable to all—

the users, the 

vendors and the 

service providers”. 
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and at the same time, most likely cut costs. 
“However, it is important to remember that 
one can never satisfy all customers,” he says. 

Thomas Goodwin, regional chief technology 
officer, Asia Pacific, Lucent Technologies 
remarked that another major point to note is 
that operators have to present value to the 
end-users, and to be able to do this, their 
networks must be able to support new ser-
vices and technologies. 

To this, Talbot added that delivery is not the 
only thing service providers have to bear in 
mind. “Fantastic service offerings are only 
one piece of the puzzle, billing is a whole 
different ball game.” 

Ropicky brought up the value proposition of 
IMS, saying that it is linked to something 
much larger and that the whole eco-system 
needs to be taken into account. McLaurin 
agreed pointing out that it is now about in-
ternalizing this. “How to ensure that you 
latch onto the right business model and then 
add value to the value chain, is something all 
in the industry have to seriously look at.” 

This led to the addressable market of IMS 
which Mohammad Shahril said is a key con-
cern of many service providers. Most service 
providers in the region he said, including 
SingTel are experiencing a very slow take-up 
rate of 3G. “A main concern of many service 
providers is whether it is time to look at 
IMS? Yes, we know that IMS provides many 
beneficial services, but at the moment, Cel-
com for example, does not see the address-
able market yet.” When will Celcom see the 
market for IMS as addressable? Mohammad 
Shahril believes it is when they feel the mar-
ket has achieved critical mass. “Most proba-
bly this will occur when the customer mass 
reaches 500,000 subscribers/users. This is 
most likely it,” he said. 

However he agreed that when it comes to 
IMS, most service providers like Celcom, do 
acknowledge the need to start off some-
where which is why Celcom has procured a 
platform and are building a foundation box 
on it, making sure everything runs smoothly 
behind the scenes before building, testing and 
introducing new applications and services. 

He added that when service providers ap-
proach IMS, they look at it from a services 
and applications perspective, but the consum-
ers still pose a challenge.  

“It’s a chicken and egg question,” he ex-
plained.  

“Does content drive 3G subscribers or is it 
vice versa? Celcom does not want to put all 
our eggs into one basket, so we are playing 
both sides.” 

Juniper’s director of Enterprise Product Man-
agement, Asia Pacific, Foong Sui Jin noted 
that for IMS to take off in the region, it all 
boils down to the individual operators. “They 
have to decide if their current systems can 
co-exist with the new IMS systems,” he said. 

The panelists agreed that IMS will drive con-
tent, especially those in real time and one of 
the main advantages of IMS is that it will al-
low interactivity and additional services like 
voice. Dr. Singh also added that it will push 
the formation of communities. There was 
also a general consensus that the Asian mar-
ket especially South East Asia is vastly differ-
ent from the U.S. and Europe, so what may 
take-off there, may fail here. “Every market is 
unique,” said Talbot. 

McLaurin added that a key to IMS success is 
definitely in finding the killer enablers. Talbot 
added that there are no killer applications or 
service as yet. “If anything, voice is the killer 
service and ringtones alone are not a good 
enough reason to implement IMS. It is an 

evolution not a revolution. Even the Japan’s 
of the world are struggling,” he said.  

Video success which as McLaurin mentioned 
has always been pushed as a 3G killer applica-
tion, very much depends on the country and 
its culture when looking at its ability to take-
off.  Goodwin noted that its success will 
most likely be in countries which have long 
commutes and thus in a market like Singa-
pore, probably will not work. In addition, the 
price of 3G handsets have to be factored in, 
plus bandwidth issues. “Above all, it has to 
make economical sense to the user,” he said. 

Mohammad Shahril also observed the chang-
ing face of the telecom business model. 
“Service providers are always looking for the 
right business models. Many service provid-
ers nowadays are not making money from 

the subscribers but the advertisers like Adi-
das, Nike and Reebok who are becoming 
very interested in the mobile space.  

Likewise, service providers will most likely 
not make money directly from IMS. Instead, 
it will happen indirectly, maybe also from 
advertising for example. In addition, content 
providers have to be on the ball and always 
be creative.” 

Teyew Sin Siew, Head of Telecom Research, 
Frost & Sullivan stressed that for IMS to suc-
ceed, it has to tie up with new services and 
offer flexibility. 

This led to the point of how businesses can 
leverage on IMS? 

Talbot sees a huge leap with regards to en-
terprises moving into mobility. “IMS can do a 
lot for the enterprise and will definitely im-
prove the quality of the enterprise and the 
way they conduct their business. Mobility 
saves costs.” 

McLaurin cautioned that enterprises have to 
get the horizontal applications correct and 
building a strong foundation is vital.  “The 
technology is here but it is important to 
know if businesses are ready for it,” he said. 
Mohammad Shahril also noted the great need 
for fixed mobile convergence to synergize 
with IMS. 

The point that service providers who con-
centrate now on their business model will 
ultimately be the ones who succeed, was 
then brought up. 

This was countered by Mohammad Shahril. 
“IMS revenue potential,” he said, “is always 
associated with costs. Having said this, it is 
necessary to look at the costs of implement-
ing it and more importantly, look at, the 
costs associated with what will happen if you 
don’t implement it.” He added that in Cel-
com’s case, they are looking at IMS from a 
strategic point of view and not from a reve-
nue perspective. “Partnerships have to be 
considered very carefully. It’s like going into a 
marriage with your eyes wide open.  

Terms and conditions have to be very clear 
from the 

“IMS’ success not only boils down to latching onto the right business 

model, being able to add value to the value chain is just as crucial.”   

From Page 43 —  IMS: An Evolution not a Revolution 

continues on  Page 45 —click here 



S U P P L E M E N T  

Page 44 

The panelists also 
pointed out that at the 
end of the day, IMS 
does have a huge re-
sponsibility to bear, 
which took the discus-
sion to the issue of 
standardization and 
security. Security as 
always, is a huge factor 
when considering and 
implementing IMS. 
With the introduction of 3G, standardization 
is already mostly in place. Goodwin pointed 
out the importance of security policies and 
ensuring they are followed. Yet, he also 
noted that it is just as important to ensure 
that a system is not so secure that nothing 
can go out. 

All agree that the future prospects of IMS in 
Asia are bright though it is up to the industry 
to take the lead and ensure that it truly 
shines in the region.  

“Consumers don’t really know what they 
want until they see it first hand,” notes 
Teyew. 

The panel summed up that a key challenge 
IMS faces now is the issue of seamless mobil-
ity and whether it exists at this point. All 
believe that once we get this right – seamless 
mobility will change the face and look of the 
whole industry, including the all-important 
content. In addition, for IMS to soar in Asia, 
areas such as personalization and security 
have to be studied in depth. Above all, it is 
vital to always keep it simple for the users, 
and profitable for the service providers and 
vendors. IMS can only live up to its promise if 
all sides, not just one, gain. ◊ 

By Shanti Anne Morais 

very beginning.” Ropicky 
felt that for IMS to take-
off, the concept of having 
to change the whole eco-
system is very challenging 
and he asked if it should 
be approached very differ-
ently. “After all, it’s not 
just about the different 
vendor’s frameworks but 

the integration of this which is key and where 
we can stand-out.,” he remarked. 

This and the question can IMS live up to its 
promise, continued to provoke a very lively 
discussion. 

Goodwin noted that business, strategic and 
technology models should take a multi-
vendor approach and be synergistic. 
“Amongst most IMS vendors, not many want 
to go back to a proprietary model.” Teyew 
added that business, management and tech-
nology have to mix well together. 

Mohammad Shahril however noted that from 
Celcom’s experience when launching 3G that 
it was easier to reach their goals with a single 
vendor than if they had taken a multi-vendor 
approach. 

“IMS can only 

live up to its 

promise if all 

sides, not just 

one, gain.” 
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“IMS is a game changer,” declares 
Tom Goodwin, CTO, Asia Pacific, Lu-
cent Technologies.  

He sees the market being driven by increas-
ing end-user demand for converged services. 
“End users want communications services 
that are simple, seamless and secure, as well 
as personal, portable and reliable – whether 
they’re at work, home or anywhere in be-
tween. And they want to be able to access 
these services from any device of their 
choosing,” he elaborates. “In addition, they 
also want control over who can access infor-
mation about their location and availability. 
To address these demands, Service Providers 
are starting to turn to IMS architectures that 
will enable them to create services that blend 
voice data, video and other multimedia con-
tent and applications in ways that enhance 
people’s lifestyles.” 

Based on IP, IMS can provide voice, data and 
video services across fixed, mobile or con-
verged networks – giving carriers the flexibil-
ity to customize their service architectures 
to the needs of their customers.  

“IMS architectures also will break down the 
barriers that restrict which applications can 
be delivered to which end points.  This is 
why it is so attractive to carriers and end 
users alike.  IMS represents a much larger 
opportunity than it would seem to upon first 
glance and that's why we've been investing so 
much of our time and resources to its imple-
mentation,” he says. 

Yet, he also believes that IMS should not be 
considered a “Holy Grail.”  Explaining why he 
feels this, he says, “The IMS architecture is a 
framework that service providers can use to 
create and deliver new network based ser-
vices.  But it doesn’t end with IMS.  Service 
providers need to address their changing 
business model to meet the demands of the 
consumers today.  They need to better un-
derstand the personalized, customized and 
easy services that customers want.  They 
need to develop eco-systems that allow them 
to create and deliver new services, and make 
money on these services either directly or 
indirectly. To address these opportunities, 
new blended services are going to have to be 

created and carried on network architec-
tures based on IMS. These blended services 
may not be overly new or different but they 
will be what the services consumers are ask-
ing for.” 

He elaborates, “These new services will be 
addressing a market where Internet compa-
nies are offering phone services, cable com-
panies are offering broadband access to the 
Internet, and traditional telecom companies 
are offering video clips in the palm of your 
hand.” 

In such an environment, end users increas-
ingly will make purchase decisions based on 
who delivers the best communications ex-
perience, with little regard for who their 
traditional service provider has been.   As a 
result, the winners will be defined by who 
responds the quickest and with the most 
agility, to these new dynamics.   

Lucent sees “four Cs” that will define the 
next-generation communications experience: 
collaboration, content, convergence and, 
most importantly, community.   
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“As people look for ways to better collabo-
rate on a business problem, they want to 
effectively share ever-increasing amounts 
(and types) of content. To do this in the 
most efficient manner, they need the types of 
converged services that the industry is just 
now starting to deliver,” explains Goodwin. 

All of these elements will help next-
generation networks deliver a true sense of 
community. “Coming from that community is 
greater productivity; creativity and under-
standing that enterprises need in order to 
thrive in the new business models,” Goodwin 
remarks. 

Another “hurrah” for IMS is that traditional 
legacy systems and new IMS systems can co-
exist, according to Goodwin.  

He explains that a great deal of work is being 
put into establishing capabilities within the 
total eco-system that allow for legacy and 
IMS services to work together. He cites the 
recent example of Verizon Wireless and 
several other leading vendors’ announcement 
to work on Advances to IMS that are going 
to be introduced to the standard bodies. The 
benefits of these enhancements include the 
supporting of SIP, Parlay and other non-SIP 
applications; the enabling of deeper network 
intelligence including service control func-
tionality; optimizing network performance, 
thereby maximizing QoS for the subscriber; 
simplifying network operation by reducing 
the number of managed components; provid-
ing efficient scaling – capacity and operational 
enhancements; and ensuring comprehensive 
security including authentication, network 
monitoring and network/device protection. 

“A key point of this is that IMS is the begin-
ning building block and that Service Providers 
need to be addressing their entire eco-
system so that they are prepared to operate 
in today’s new business models,” he says. 

As most of us already know, IMS is just be-
ginning in this region but Goodwin feels that 
IMS represents a much larger opportunity 
than it seems to on first glance.  

“With IMS, you are at the heart and brain of 
customers’ networks,” he explains. 

Overall, Lucent sees four kinds of opportuni-
ties associated with IMS:  

IMS core investments – the call control-
lers, subscriber databases, session managers 
and gateway controllers that are the founda-
tion of an IMS network;  

Feature servers and IMS applications – 
which ride on top of an IMS network and 
provide the advanced communications ser-
vices available to subscribers;  

Services – both the consulting and integra-
tion services needed to blend voice, video 
and data applications across wireline and 
wireless networks, and the services needed 
to manage migrations from traditional to 
packet to IP to IMS networks; and  

Associated opportunities – including se-
curity consulting, lifecycle consulting and 
other professional services, as well as the 
additional access, transport and switching 
systems necessary to handle the estimated 
20%-30% increase in bandwidth that blended 
multimedia services will require. 

Goodwin feels that the biggest issue facing 
IMS today is misconception and/or misinfor-
mation. Explaining this further, he says, 
“There is a common belief that the entire 
IMS infrastructure needs to be deployed for 
even basic services. Moreover, many believe 
that in order to have the complete IMS infra-
structure, a large transformation has to take 
place.  This perceived complexity then makes 
IMS seem commercially not viable.” 

This misperception challenge can be over-
come when Service Providers recognize that 
they can deploy portions of the IMS infra-
structure for initial service and then grow the 
rest of the framework for the creation of 
additional services as a part of the total eco-
system transformation.  “IMS is an important 
part of the larger building blocks of the new 
business model and ecosystem transforma-
tion.  Service Providers need to put these 
building blocks in place, even if it is a partial 
beginning,” he notes. 

The biggest trend that Goodwin notices is 
the turning to IMS for starting applications 
such as VoIP or Circuit Mobile extension. By 
making these first steps, some service provid-
ers have overcome some of the misconcep-
tions and are beginning to create the new 
networks and business models that will allow 
them to be quick and agile in meeting con-
sumers’ demands for blended lifestyle ser-
vices. 

As with any IP based network, security is 
going to be a big factor as consumers search 
for blended services that are simple, seamless 
and secure, as well as personal, portable and 
reliable.  According to Goodwin, this is why 
Bell Labs assisted the ITU in the development 
of X.805, Security architecture for systems 
providing end-to-end communications.  “This 

framework provides assessment and develop-
ment guidelines for all needs of end-to-end 
network security,” he explains. 

Backed by Bell Labs R&D, Goodwin believes 
that Lucent has a unique vision of this next-
generation architecture that will enable these 
value-creating services, as well as a portfolio 
that is helping carriers implement it.  

“We believe Lucent is the only vendor with a 
common converged IMS platform that cuts 
across both wireless and wire line and across 
voice and data.  We've introduced unique 
Bell Labs-developed technologies that have 
been integrated into our cutting-edge IMS 
solution for converged services, adding sig-
nificant value to our offering. Lucent’s vision 
puts intelligence in the network so service 
providers can deliver new revenue-producing 
multimedia services to subscribers where and 
when they want them, enhancing the value of 
such intelligent end-user devices as PDA’s, 
SmartPhones and integrated communications 
devices. Lucent has established itself as a 
clear leader in this new game. To date, we 
have announced 10 customers for our IMS 
portfolio, including wins with Bell South, 
Cingular, AT&T, Sprint and Paetec in the 
U.S., KPN, O2 and Netia in Europe, and 
NWT in Hong Kong,” he says. ◊ 

By Shanti Anne Morais 

Service providers  commonly have the mistaken belief that the entire 

IMS  infrastructure  needs to be deployed even for basic services. 
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Technology as important as the creative uses of IMS, says Motorola 
There is slower adoption of IMS in 
most the of the developing countries in 
Asia such as China, India, Vietnam and 
Indonesia, where operators are still 
trying to capture the market base and 
offer basic voice telephony to the 
masses.  

“As a result of this, the need for data based 
applications and some of the feature rich 
“killer” voice applications are still in its early 
stages,” says Mike Ropicky, senior director of 
marketing & product operations, Networks 
& Enterprise, Asia Pacific, Motorola, Inc. 

He also believes that the majority of wireless 
operators in these countries have relatively 
young infrastructure and have not yet seen 
the return on their investments with most 
currently trialing the technology and evaluat-
ing their market needs while others are 
studying the pros and cons of IMS compared 
to different competing technologies. 

Another challenge - some service providers 
also have the perception that the technology 
is too complicated with a lot of dependency 
on third parties. “The complexity surround-
ing the interoperability therefore increases as 
the number of elements and partners in the 
solution grows,” explains Ropicky. 

“In addition, there is also a high CAPEX due 
to investment required for next-generation 
network elements and a high OPEX associ-
ated with network migration as IMS requires 
high levels of stability, availability and consis-
tency across network elements such as DNS 
and IP topology. Measuring the network 
health check and performance KPIs also be-
comes a multi-dimensional activity – element 
level, application level, system level, and so 
on,” he says. 

However, the road to IMS is not all just 
thorns – Ropicky notes that the industry is 
addressing the above issues by expediting the 
ratification of specifications. Moreover, most 
vendors have their product development and 
interoperability testing (IOT) process in the 
final stages.  

They are also work-
ing with their re-
spective third-parties 
to lower the initial 
market-entry cost 
barrier.  

“All the above will help shed some of the 
fears that the operators today have about 
IMS.  

Most operators believe that IMS is making 
progress and are either preparing themselves 
for the trials and are already in the midst of 
them.” 

He adds, “IMS allows operators to find ways 
of creating new applications that bring to-
gether services such as messaging, call con-
trol, presence, integration to billing systems, 
as well as other enabling capabilities in the 
network, yet still bridge seamlessly between 
their existing networks and the IP-based 
networks coming down the road.” 

“Lots of operators in APAC own multiple 
networks and want to maintain their cus-
tomer base and increase the ARPU by offer-
ing them more services. IMS can help them 
achieve this. This can have a major impact on 
the business preposition and also enable the 
offer of seamless mobility between the two 
disparate networks. In addition, IMS could 
also reduce the integration cost and other 
overheads associated with introducing new 
applications/services and this can have a ma-
jor impact on an operator’s profitability. In 
Asia, customers are used to demanding new 
applications that involves voice, data and in 
future video as well,” Ropicky elaborates. 

In addition, he says that landline and cable 
operators in particular are leading the IMS 
initiative, particularly where these operators 
own multiple networks (wireless, wireline, 
ISP, etc.) and plan to offer a converged offer-
ing. 

He believes that the value proposition of IMS 
is far higher for wireline and ISP/Cable opera-
tors than it is for the wireless operators. 
“Wireline operators are losing the business 
big time to the new breed of ISP/cable opera-
tors and they need a technology that can 
help them compete. IMS helps them address 
some of their concerns by generating new 
revenue avenues,” he explains. 

For the enterprise, Ropicky says that IMS can 
be used to seamlessly connect VoIP teleph-
ony (through an IP-PBX) with Wi-Fi to sup-
port in- building voice mobility.  

He elaborates, “The mobility can be ex-
tended beyond the office through integration 

with the cellular network to bridge enter-
prise and wireless 
access.  

The technology 
enhances access 
speeds comple-
mented by ser-
vices connected 
on an IMS core.  

Companies will 
be able to im-
prove communi-
cations services to support employees. VPN 
access will be enhanced and collaboration 
applications will provide richer interaction to 
improve overall business performance.” 

Ropicky stresses that technology is as impor-
tant as the creative uses of IMS. “It provides 
the platform for the creation of converged 
services—services that can be interchanged 
depending on the user’s environment across 
multiple access technologies. It’s the pivot 
around which open standards for next gen-
eration networks will evolve. As mobile op-
erators migrate to seamless mobility they will 
also need to operate through domains that 
go beyond cellular. IMS technologies enable 
this by allowing mobile operators to extend 
their reach into different environments like 
wireless LANs and emerging WiMAX sys-
tems,” he explains. 

He also states that work is ongoing to bridge 
legacy systems and the new IMS systems. 
“No operator would like to reinvest in 
something that they have already deployed,” 
Ropicky says. “For example, most of the 
operators in Asia today have pre-paid and 
Caller Ring Back Tone (CRBT) servers de-
ployed in their networks. It would make 
more sense if the new IMS systems can inter-
operate with the existing elements without 
compromising the quality of service (QoS), 
security, billing and NMS specific issues.” 

Another key technology factor that comes 
strongly into play in IMS as in any other net-
work today is security.  One of the key ele-
ments of a typical IMS network is a session 
border controller (SBC). SBC controls the 
flow of traffic into and out of the VoIP core 
network.  
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The SBC also modifies session initiation pro-
tocol (SIP) and media gateway control proto-
col (MGCP) signaling to allow for customer 
premises equipment (CPE) to network ad-
dress translation (NAT) traversal. It also 
allows the service provider to put IP hosts in 
a private addressing range. SBC can also pro-
vide admission control and lawfully intercept 
media forking.  

Unlike many other technology buzzwords, 
Ropicky does not feel that IMS is over-hyped 
simply because there are true needs for an 
open technology such as IMS. Elaborating on 
this, he says: 

In the business world, Motorola’s IMS turns 
down time into work time as users now have 
ubiquitous high speed connections for access-

ing email, voice and video conferencing with 
colleagues, and even opening files stored on 
the corporate network. 

For consumers, IMS turns waiting time into 
play time connecting users to the Internet’s 
endless source of content and their friends 
seamlessly at high speeds. 

“The biggest beneficiary of the IMS technol-
ogy would be the applications that require 
“combinational” services,” says Ropicky.  

“For example, the combination of a voice and 
a video call with presence enabled would be 
a killer app. Such applications will be in very 
high demand as the concept of “single de-
vice” catches up and also the required band-
width is available.” 

He adds that IMS promises to enable end-
users to combine multiple services in a single 
session: to elect the most appropriate me-

dium or combination of media to enrich their 
communication (video, voice, text, images or 
instant messages), all available simultaneously 
and in real time. 

Another promise of IMS is that session initia-
tion protocol (SIP), as a signaling standard, 
will lower maintenance and capital costs by 
making infrastructure less proprietary and 
allows common capabilities, such as pres-
ence, to be reused by application servers. 

“The “plug-ability” of IMS application servers 
should also give operators more purchasing 
power and flexibility when it comes to select-
ing their infrastructure suppliers,” concludes 
Ropicky. ◊ 

By Shanti Anne Morais 
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We’ve heard what the vendors’ and 
other industry experts have to say 
about IMS during the roundtable ses-
sion, but just what do the actual imple-
menters-to-be, the operators, think 
about this untested framework? Is IMS 
the service providers’ “Holy Grail”? 
Can operators emerge as winners with 
the implementation of IMS architec-
tures? What do they risk if IMS is not 
implemented? Can IMS really live up to 
its cost reduction and revenue genera-
tion possibilities?  

MediaBUZZ caught up with the vibrant and 
dynamic Mohammad Shahril, General Man-
ager, Multimedia Department, Product & 
Services Innovation Division, Celcom, to get 
an operator’s perspective on IMS. Here is 
what he has to say: 

What does IMS mean to you? 

The IP Multimedia Subsystem (IMS) is 
an open, standardized, multi-media architec-
ture for mobile and fixed IP services. It's used 

by telecom operators in NGN networks 
(which combine voice and data in a single 
packet switched network), to offer network 
controlled multimedia services.  

The aim of IMS is not only to provide new 
services but to provide all the services, cur-
rent and future, that the Internet provides. In 
addition, users have to be able to execute all 
their services when roaming as well as from 
their home networks. IMS is likely to be a 
key to fixed mobile convergence (FMC). 

IMS should make it easier to offer just about 
any IP-based service. Examples include, push-
to-talk over cellular (PTT), multiparty gaming, 
videoconferencing, instant messaging, group 
chat, multimedia advertising, personal infor-
mation alerts (birthday reminder etc), and 
content sharing. 

The long-term benefits of convergence and 
IMS for the operator are greater subscriber 
ownership, increased wallet share, subscriber 
loyalty, network simplification and increased 
network utilization.  

In summary, IMS aims to provide operators 
with the following capabilities: 

• A more flexible environment for the de-

ployment of applications. 

• The ability to create a converged fixed 

and mobile network (FMC). 

• The ability to deploy blended or combina-

tional multimedia applications, giving the 
potential for increased revenue. 

• Provide more cost effectiveness in opera-

tions. 

In your opinion, what are the biggest 
issues facing IMS in Asia today? Do you 
think these challenges can be over-
come and how? 

The two biggest issues facing IMS are firstly, 
it is not proven and secondly, its non-
standardization. Being untested in real-life 
major carrier networks and not having wide 
scale implementation which is still some 

The operators’ journey to IMS cannot be a rip-out and replace method: Celcom 
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years away, is an issue that IMS is facing to-
day. It will most likely be rolled out by 
Greenfield operators who own Wi-Fi or IP 
networks first. The brownfield operators will 
follow suit once there have been substantial 
deployments. 

What are the greatest benefits of hav-
ing IMS, especially to the enterprise? 

The enterprise space will see the breaking 
down of barriers between fixed and mobile 
communications across circuit and packet 
switched networks, irrespective of the access 
method the subscriber chooses. The sub-
scriber experience will be significantly en-
hanced, with a portfolio of media rich ser-
vices that can be accessed and consumed on 
any device, irrespective of physical location 
and time. In short, the enterprise space will 
see increases in efficiency and effectiveness. 

Where do you think IMS in the region 
is heading? What do you think is the 
addressable market for IMS? 

IMS in this region will be deployed in the 
next 24 months at most. This is namely due 
to the fact that operators cannot afford to 
not to be in the game as far as IMS is con-
cerned; one from an OPEX perspective and 
secondly from a product and services per-
spective.  

From an operator’s point-of-view, IMS ad-
dresses the following: 

• Creates a next generation IMS network 

which is a key priority for their busi-
nesses 

• Phases out proprietary hardware which 

is imperative in order to stay competi-
tive over the next 3-5 years. 

• Facilitates better subscriber data man-

agement. 

• Will have a positive impact on opera-

tional cost reduction. 

• The removal of legacy infrastructure as a 

critical aspect of reducing operational 
costs. 

In your opinion, how important is tech-
nology to IMS? 

Very important; while operators have clearly 
thought about the applications they want to 
deploy on IMS, far less thought has gone into 
the architecture components that will make 
IMS possible. This is perhaps not surprising 

given the long term nature of IMS and the 
technical complexities involved.  

Can legacy systems and new IMS sys-
tems co-exist? 

The move to IMS needs to be evolutionary 
rather than representing a “rip out and re-
place” method. Operators need to analyze 
their existing networks, to identify how best 
to make the transition from legacy based 
networks to IMS and to understand how to 
minimize infrastructure costs and complexi-
ties. 

The notion of a more flexible IP-oriented 
environment for the deployment of new 
multimedia services opening up new competi-
tive avenues is clearly very compelling. Given 
the focus on applications, it seems likely that 
IMS will initially be rolled out in an applica-
tion-led manner, with operators launching 
specific services before making strategic com-
mitments to an IMS platform and vendor.  

Do you believe IMS is the ‘Holy Grail’ 
to service providers? Why? 

Remembering the very reason for adopting 
IMS – keeping existing subscribers happy and 
attracting new ones – provides the most 
solid pointer for effective deployment. If IMS 
achieves both then this may well be the next 
“Holy Grail”. The winners in IMS are not 
necessarily those who reach full deployment 
first but those who plan deployment in a 
timely and sensible manner. 

Do you think IMS is over-hyped? Do 
you think IMS will lead to new killer-
apps? Which ones and why?  

One fundamental goal of IMS is to drive the 
availability of a new breed of value added 
services that exploit rich media capabilities. 
For some time, the IT and Internet worlds 

have benefited from rapid application devel-
opment tools and innovative services that 
have been deployed in a fraction of the time 
of their Telco counterparts. The result of this 
activity is the availability of a very large re-
source of developers and partner organiza-
tions that can be used to deliver creative new 
services quickly and efficiently in converged 
networks. 

The telco industry is particularly excited 
about deploying video streaming and fixed 
mobile convergence, music streaming, gam-
ing, true services roaming and others where 
IMS is concerned. The new killer apps will 
come from any IMS based service that tran-
scends voice, data and video. 

What do you think IMS promises and 
do you believe that IMS can live up to 
this expectation? 

Can IMS really live up to its cost reduction 
and revenue generation possibilities? Only 
time will tell as mass deployment is still some 
way off. However, most operators associate 
IMS with reducing operational costs namely 
because it is able to obtain efficiency from 
the horizontal integration of applications and 
services which then negates the fact of having 
different vertical applications and services 
platforms. 

The very fact that IMS is an architecture and 
a framework rather than an end user service 
makes it more difficult to quantify real bene-
fits. While a good business case for IMS 
should demonstrate cost reductions and 
revenue for both network infrastructure and 
services, what really counts is how quickly 
this theory can be converted into reality. 

To date, current IMS implementers may not 
see a ROI under two years. The main ques-
tion should be – can the operators take the 
risk of not deploying an IMS platform even if 
it is a small scale IMS? 

How much dose security factor into 
IMS? 

Security is a major functional area where IP 
especially SIP/variant based protocol is con-
cerned. Security functions, such as authoriza-
tion, preventing denial of service attacks, 
providing firewall and spam protection ser-
vices, as well as providing mechanisms for 
legal interception while preventing unauthor-
ized interception  
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all functional areas that must be addressed. 
Since IMS is an overlay technology, it does 
not rely on the underlying IP transport tech-
nologies for security. IMS uses SIP for both 
access and infrastructure signaling, and the 
security work for IMS parallels the continuing 
work for SIP security, in general. 

What are the major trends of IMS and 
which ones will have the most impact 
in Asia? 

Most operators in this region have clearly 
thought about the applications they want to 
deploy on IMS but far less thought has gone 
into the architecture components that will 
make IMS possible.  

This is perhaps not surprising given the long 
term nature of IMS and the technical com-
plexity involved. There are a range of infra-
structure applications at the disposal of the 
operator community that tackle various as-
pects of the IMS portfolio. 

The apps first approach will undoubtedly 
require review as the number of IP applica-
tions expands, creating additional costs. Yet, 
with the need and promise of aggressive 
revenue growth figures, many operators may 
not have the time to fully deploy a complete 
architecture before point applications are put 
to work. 

Can you talk about Celcom and its ap-
proach to IMS in the Asia Pacific re-

gion?  

Do you already have an IMS strategy in 
place and will you be working with a lot 
of partners on this strategy? 

While I cannot reveal Celcom’s strategy for 
IMS; below are some of the generics that are 
involved while evaluating IMS strategy: 

• Evaluation of current cost versus future 
revenue. 

• Evaluation of the cost of not doing.  

• Complexity/Simplicity of network. 

• Resiliency inherent in the core network. 

• Application and service infrastructure. 

By Shanti Anne Morais 

Click here to go back to the contents page 

From Page 48—  The operators’ journey to IMS cannot be a rip-out and replace method: Celcom 

IMS and the Quest for the “Killer App” 
“The biggest challenge for service pro-
viders is to find the “killer” applica-
tion,” says Sin Sin Teyew, director of 
Telecoms, Frost & Sullivan, Asia Pa-
cific. 

Just what is it with the industry’s fixation on 
IMS and killer apps, you may wonder? Many 
IMS proponents argue that the technology 
will enable operators to finally be able to 
deliver some of those killer apps that they 
have long been seeking. Some experts even 
claim that the telecom world is attempting to 
follow “the route to the promised land of 
“horizontal,” easy-to-deploy and open stan-
dard applications.  Previous attempts to find 
this Promised Land have fallen through – 
including the once over-hyped AIN 
(Advanced Intelligent Network). So what 
makes IMS any different and just why is the 
IMS approach winning more minds and cap-
turing the imagination of so many in the in-
dustry? 

From a business standpoint, the ability of IMS 
to drive Fixed Mobile Convergence (FMC) 
among wireless and wireline operators will 
be the legendary “killer application”.  

According to Frost & Sullivan, the early indi-
cations about the potential of IMS and Fixed 
Mobile Convergence (FMC) seem to be fairly 
positive, given the number of new trials by 
various carriers around the world and the 
ongoing technological progress being made. 
Much of this optimism says Frost, comes 
from the development of new wireless tech-

nologies such as 3G, WiFi and VoIP, the 
launch of high-quality multi-mode devices and 
the advent of well-defined convergence tech-
nology specifications like IMS. 

As carriers ranging from fixed incumbents 
and mobile operators to cable companies and 
VoIP and WiFi providers battle for a share of 
consumers’ wallets, voice services are be-
coming more and more commoditized. 
Therefore, operators have to leverage their 
core capabilities to benefit from increasing 
convergence of their products. FMC is a vital 
component in the strategy of these telecom 
carriers, as it plays a key role for each service 
provider type, says Frost. 

An increasing proportion of wireline usage is 
being lost to wireless operators whenever 
end-users “cut the cord.” Moreover, the 
wireline carriers have also been facing a mar-
gin squeeze from new VoIP providers, whose 
low-cost model is enabling them to be more 
aggressive. Therefore, for the incumbent 
fixed line carriers, FMC is the perfect mecha-
nism to stop the loss of telephone traffic and 
revenues to wireless operators and to de-
liver the best service bundle to their sub-
scribers. In addition, FMC solutions can en-
hance the uptake of broadband and VoIP 
applications, thereby lowering the pace of 

revenue loss and softening margin squeeze.  

As they transition to 3G, the mobile carriers 
have been searching for the simplest and 
most cost effective way to implement a new 
breed of value-added multimedia applications. 
Furthermore, wireless operators are also 
faced with near-saturation levels in some 
regions such as Europe and this is carrying 
over even to Asia. In addition, there are is-
sues due to margin erosion from VoIP and 
the introduction of WiFi as a replacement for 
some wireless calls. Therefore, the most 
crucial aspect of their operation is how to 
increase ARPU with compelling next-
generation “killer applications.”  

This is where IMS comes in, says Frost. IMS 
can be a great way to deliver these new ser-
vices, or to help operators to quickly create 
and identify some of these killer apps that can 
cater to specific subscriber segments.  

For mobile operators, the delivery of a full 
range of multimedia and converged service 
offerings entails a greater capacity and band-
width than what their networks currently 
offer. Hence, for many wireless service pro-
viders, IMS deployment will be tightly cou-
pled with either EV-DO Rev A or UMTS 
HSDPA rollouts, only slated to occur during 
the 2006–2007 timeframe.  

“IMS will enable carriers to experiment with different applications 

and find the right combination for a certain customer segment.” 

continues on Page 50 —click here 
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Juniper:  The open nature of IMS both an opportunity and a threat  

Even the new entrants (cable and standalone 
VoIP operators) will require a few extra ca-
pabilities once they reach a more critical 
mass in order to fight the competitive threat 
of new bundle offerings from the incumbent 
carriers.  

According to Ronald Gruia, a program leader 
and senior strategic analyst at Frost & Sulli-
van, cost arbitrage alone will not be enough 
in order for these new entrants to win their 
battle against the wireline service providers, 
as they will also need to offer more value-
added applications to entice new subscribers.  

He points at the next release of the Packet-
Cable standard (2.0) for instance which he 
says will have more SIP in the core as well as 
for end-user devices or clients, and is ex-
pected to support enhanced and video te-
lephony services across several platforms. In 
addition, it will also allow for presence and 
availability, cellular integration, and ENUM/
peering. 
 

At this juncture, Frost & Sullivan says it is 
way too soon to declare any leaders let alone 
winners, as the IMS market is just beginning 
to unfold especially in the Asian region. Most 
industry participants and observers agree 
that FMC services will take time to develop 
and are unlikely to gain significant traction 
until 2007. Yet the IMS optimism in the air is 
very palpable. 

Frost & Sullivan expects IMS to change the 
telecom industry’s business model from the 
traditional large, monolithic, hardware-based 
infrastructure sale to a more annuity-like, 
software sales driven model. IMS is far more 
software intensive than VoIP or other legacy 
technologies. The ability to rapidly mix a few 
existing applications in order to create a new 
“combinational service” is a key ingredient 
for the future success of most service provid-
ers. 

So, just where will IMS’ quest for the “killer 
app” lead us to? Gruia believes that IMS will 

enable carriers to experiment with different 
applications and find the right combination 
for a certain customer segment. He notes, 
“Maybe these more focused services that 
exclusively target parts of their clientele will 
turn out to be just as appealing as the ulti-
mate killer apps. Maybe this will be the jack-
pot.” 

Teyew adds that as IMS requires new invest-
ments to hasten the launch of new products 
and services, in addition to innovations and 
differentiations, “the real “killer application”  
could just be the service mix or the blending 
of services. This is one of the key benefits of 
IMS - the ability to mix and match services 
quickly and easily.” 

The ultimate winners of the IMS quest says 
Teyew, are the operators that differentiate 
themselves and who constantly search and 
come up with new innovations that grab their 
users’ attention.” ◊ 

By Shanti Anne Morais 
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“IMS is tied in many people’s minds to 
mobile operators, but in reality, many 
fixed-line providers are looking at it to 
help them with their service infrastruc-
ture planning, deployment, and sup-
port,” says Foong Sui Jin, director of 
Enterprise Product Management, 
APAC, Juniper Networks. 

IMS can be used to provide fixed-mobile 
convergence (FMC) services, which will allow 
people to access a single suite of services no 
matter where they are and how they are 
connected. 

Providers are building IMS-compliant net-
works to use their converged infrastructure 
to quickly provision new services. Since IMS 
defines the infrastructure, but not the ser-
vices, service providers are no longer bound 
by infrastructure and can freely deploy any 
services they can think up to a competitive 
advantage. 

“The aim of IMS is not only to provide new 
services but all current and future services,” 
says Foong. “In this way, IMS will give net-
work operators and service providers the 
ability to control and charge for each service. 
In addition, users have to be able to execute 
all their services when roaming as well as 
from their home networks.” 

To achieve these goals, IMS uses open stan-
dard IP protocols, defined by the IETF 
(Internet Engineering Task Force). So, a mul-
timedia session between two IMS users, be-
tween an IMS user and a user on the Inter-
net, and between two users on the Internet 
is established using exactly the same proto-
col. Moreover, the interfaces for service 
developers are also based on IP protocols.  

“It is for this reason, “explains Foong, “why 
IMS truly merges the Internet with the cellu-
lar world; it uses cellular technologies to 
provide ubiquitous access and Internet tech-
nologies to provide appealing services.” 

IMS promises the ability for the network to 
handle both jitter and latency traffic and the 
large transfer of data traffic, over one net-
work. Foong believes that IMS will lead to a 
new type of application which will integrate 
the best of both packet switch and TDM 
networks.   

The power of IMS is its ability to deliver a 
much richer range of services, more quickly 
and more cheaply than traditional telecom-
munications networks.  

This is achieved as IMS's open layered archi-
tecture allows the different functional entities 
that make up the subsystem to be developed 
independently and then integrated to create 
the required functionality; and because the 
standards-based interfaces between the lay-
ers allow the "capabilities" of the network to 
be accessed by external applications which 
can then use them to create new services.   

As the IMS architecture permits services and 
applications to be swiftly and inexpensively 
deployed, new services can be market tested 
with minimum investment risks, allowing the 
market itself and services to evolve to the 
next must-have service. 

Another strength of IMS is its bandwidth 
management functionality that ensures that 
each session receives the Quality of Service 
(QoS) needed to successfully deliver the 
service it is supporting and to prevent over-
load of the network. Bandwidth management 
can act across multiple networks, supporting 
the IMS vision of any service, anywhere, and 
its standards-based interface  

continues on Page 52 —click here 
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allows multiple services to reserve bandwidth 
within a single unified network. 

However, the open nature of IMS is both an 
opportunity and a threat to incumbent opera-
tors. The opportunity is that incumbents will 
be able to maximize the value of their net-
works by quickly and cheaply deploying new 
services to generate new revenues. The threat 
is that smaller players may equally be able to 
exploit incumbents' networks to deliver com-
pelling applications. 

While access networks may remain heteroge-
neous, service providers are migrating their 
core networks to a single, consolidated IP/
MPLS infrastructure.  

Foong says that an IP/MPLS core provides a 
great deal of flexibility and a solid platform for 
future services to be added to the network. 
“The result is a less costly, more flexible net-
work that is demonstrably compliant with pri-
vacy standards, and can be easily augmented to 
provide new services,” he explains. 

However, he emphasizes that the converged 
infrastructure must be secured. “Service pro-
vider networks of all descriptions are under 
constant attack. Routers and their interfaces, as 
well as routing protocols, and network man-
agement, are all critical network components, 
and must work securely,” he elaborates. Funda-
mentally, these security requirements include:  

• Clean separation of the control and for-
warding plane, with rules limiting access to 
control plane 

• uRPF: Assurance that a packet that arrives 
on an interface came from a host that is 
reachable through that interface (and is 
dropped if it did not) 

• Rate limiting to break connections that are 
involved in DoS attacks 

• Packet filtering, to ensure that packets in-
tended for a destination (such as a router’s 
control plane) that they are unauthorized 
for are dropped 

• Flow replication and monitoring, to identify 
attacks and prepare for mitigation before 
they become serious 

• IDP (intrusion detection and prevention) at 
Internet gateways, and a firewall plus IDP in 
the path used to communicate between 
mobile devices 

• Administrative separation of policy deci-
sions on the Control Layer and enforce-
ment on the Transport Layer 

The next step is to virtualize resources on this 
converged IP/MPLS backbone.  

This virtualization comes in the form of MPLS 
VPNs, both at Layer 2 and Layer 3. MPLS VPNs 
are secure and reliable, and the benefits of 
migrating to MPLS can be immediately realized.  

Layer 3 MPLS VPNs allow operators to con-
solidate various network services onto a com-
mon IP/MPLS infrastructure. VPNs also allow a 
more rapid introduction of the value of MPLS 
into the existing IP infrastructure. The benefits 

of migrating to MPLS can be immediately real-
ized as individual network sites are MPLS en-
abled with VPNs. These sites can immediately 
take advantage of features such as MPLS fast-
reroute and traffic engineering (including per-
hop Class of Service – CoS – behaviors as well 
as DiffServ TE) while interoperating with the 
existing IP network.  

“A further advantage of virtualizing in this way 
is that network operators configuring for IMS 
get their own dedicated space on the con-
verged network. With the secure isolation of 
the VPN, the operator’s IMS team can perform 
all of their provisioning in this space. It’s a logi-
cal virtualization of resources, fully available to 
the IMS team,” says Foong. 

Juniper facilitates an easy migration of legacy 
circuits to VPNs with the Infranet Legacy Ser-
vices feature pack, a collection of services ena-
bling Ethernet, Frame Relay and ATM to trav-
erse the multiservice backbone in Layer 2 
VPNs.  

These VPNs maintain QoS, availability, and 
operations of the original service, with the 
same clean traffic separation they enjoyed with 
a Frame Relay or an ATM circuit, but which 
can be maintained in a far more straightforward 
manner. At this point, other virtualized services 
such as QoS and DiffServ TE are also very easy 
to maintain, as they are configured within the 
VPN.  

At this point, operators can work on creating a 
secure IMS service infrastructure. Every server 
farm, from the CSCF to the servers on the 
Application Layer, can be secured with high 
performance firewalls and intrusion detection 
and prevention (IDP).  

The same holds true for other servers on the 
Control Layer such as DNS servers and AAA 
servers (which may be associated with the HSS 
function).  

The Transport Layer contains similar require-
ments. Both individual GPRS nodes, and of 
course GPRS peering points, need to be se-
cured with firewall (GPRS aware) packet filter-
ing, intrusion detection and prevention (IDP), 
and optionally with IPSec VPNs. This virtualiza-
tion allows a single platform to support multi-
ple customers.  

Protecting servers is critical for a variety of 
reasons. For instance, billing is going to be a 
large facet of all the increased services that are 
offered, and overbilling can be a critical prob-
lem that could bring down the fundamentals of 
your whole IMS network (angry customers, 
bad press, and so forth).  

A converged infrastructure will make billing 
models easier to support, and Service Level 
Agreements (SLA) easier to propose and to 
enforce. And finally, security can be more con-
sistently applied to a converged core: the proc-
ess of containing security threats will be much 
easier to maintain than it would be on dissimi-
lar equipment.  

As IMS will support service delivery over multi-
ple access networks, the edge into the multis-
ervice backbone must have very high-density 
interfaces and subscriber management. The 
interfaces may be to aggregate WiFi, WiMax, 
or DSL, and they will all need to be secured.  

Applications on legacy networks and applica-
tions on IMS capable network may interact via 
gateways that act as a signaling proxy for appli-
cations on legacy networks. 

“Juniper has led the industry in building net-
works with similarly layered architectures (to 
IMS) for its entire history. Juniper Infranets are 
very much aligned with requirements of IMS. In 
particular, layers allow scaling of the infrastruc-
ture and encourage standardized interfaces to 
be used. This allows a best-of-breed approach 
and healthy vendor competition at all layers. 
Ultimately, providers can more easily support 
valuable services,” remarks Foong. 

Infranets offer complementary functionality to 
IMS, and in conjunction with the work of the 
IPsphere Forum (www.ipsphere.org), add cohe-
sion to interprovider relationships, creating 
business context for the functionality provided 
by IMS. ◊ 

By Shanti Anne Morais 
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With IMS, no real need for a single killer app, says Cisco 
To Cisco, IMS refers to the provision 
and delivery of IP Multimedia Services 
by a Service Provider to an end user. It 
is wider than the traditional definition 
of purely SIP based services. Cisco’s 
vision embraces the traditional stan-
dards based definition of SIP based ser-
vice delivery and extends it to include 
other protocol types (e.g. WAP, MMS, 
HTTP) as well. 
 

IMS promises to drive the increased under-
standing and adoption of IP based intelligent 
network platforms in Service Providers and 
consequently the wider deployment of IP 
based services. This promises to increase the 
user adoption of 3G and 4G based networks. 

Both Jason McLaurin, senior manager, Sales 
Business Development, Worldwide Mobile 
Cisco Systems, Inc. and Jonathan Hindle di-
rector of Marketing for Cisco's mobile seg-
ment believe that one of the key benefits that 
IMS will deliver is a platform where services 
can be quickly deployed within definable 
policies. For an Enterprise this will allow 
them to outsource applications that may not 
be core to their business, but are still re-
quired by some user groups. As Enterprises 
need to deal with ever more mobile work 
forces, the ability to have a platform that can 
adapt business applications across the enter-
prise and public network will be essential. 

However, there are also challenges which 
have to be faced. One of the biggest issues is 
developing a common understanding of what 
IMS means to a Service Provider and then 
developing a set of winning services. Many 
services will need to be interoperable be-
tween Service Providers in order to gain 
wide user acceptance. At the same time Ser-
vice Providers will need to be able to react 
quickly as new services are conceived. So 
there will need to be a balance between in-
novation and interoperability. 

A further concern within Asia and indeed the 
rest of the world is the rise of peer to peer 
applications, such as Bit Torrent, Skype, Ka-
zaa, etc. These applications are created out-
side of the traditional standards arena and 
can often represent 70% or more of the 
traffic on a network. So, whilst IMS is being 
rolled out, Service Providers need to also 
consider how to apply IMS type policies to 
non-IMS applications. 

Moreover, in the way that many companies 
define IMS today (as a platform for the deliv-
ery of SIP based services), there are just too 
many issues that are not addressed. These 
would include; the impact of “non-IMS” ser-
vices, such as web browsing, peer to peer 
applications, download services, Mobile TV, 
IP TV, etc, the complexity of the system in 
terms of the number of discrete functions 
and the fact that security is not fully ad-
dressed. 

Any IMS strategy needs to consider the effect 
of the above issues. Recently Verizon Wire-
less announced an initiative called “Advances 
to IMS” (A-IMS) which included a number of 
vendors, of which Cisco was one. This took a 
pragmatic look at the current IMS standards 
and how they could be deployed. A set of 
recommendations were produced to feed 
back to the standards bodies in order to 
improve on the excellent work already done. 
These included the recommendation that 
non-SIP services be addressed equally. 

This seems to be timely because McLaurin 
and Hindle point out that the existing stan-
dards have not yet clearly addressed the end 
to end security issues that will be inherent in 
an IP based network. Cisco has done exten-
sive work here though in creating an overall 
architecture for security. The work done 
with Verizon Wireless for the A-IMS initia-
tive has embraced many of these concepts. 
Cisco is also working with a number of op-
erators on the Next Generation Mobile Net-
work initiative that includes operators across 
Europe, the US and Asia. 

In addition, it is difficult to identify the ad-
dressable market for IMS as the definition of 
IMS varies. Cisco observes that most Service 
Providers accept that their networks will 
evolve towards an IP platform of some de-
scription. “We should be aware that how-
ever we define IMS, it is a constant that will 
need to run on a robust IP core network 

that will generally utilize IP MPLS technology. 
As Mobile networks evolve towards 3G and 
4G technology, this IP platform will migrate 
closer to the cell site or edge of the net-
work. So, it is reasonable to conclude that 
the effect of IMS, in whatever definition, will 
drive the evolution to an All IP network in 
the coming five to ten years,” says McLaurin. 

He also says that much of the technology 
already exists today to deliver IP Multimedia 
services.  

“In fact, Cisco has been deploying technology 
for this precise purpose for more than 6 
years around the world. However, technol-
ogy issues always need to be balanced by 
business issues. Even though technology 
evolves very quickly nowadays, the speed at 
which a user adopts a new service is still 
gated on factors such as price, usability, con-
venience, style. So, technology is half the 
story,” he elaborates. 

Cisco also believes that networks must 
evolve in a financially viable way because no 
service provider can afford to immediately 
switch off their existing network. There are a 
range of gateway functions that exist to en-
able traffic inter-working from the existing 
Circuit switched network to the packet net-
work. Equally important is the fact that new 
IP based networks are being integrated into 
the Service Providers existing billing and 
management systems.   

Is IMS over-hyped in any way? With any new 
technology there is nearly always a flurry of 
initial excitement, say Hindle and McLaurin. 
“The industry as a whole does have a history 
of successfully working through the prag-
matic issues surrounding this excitement. So, 
we would not say that IMS has been over 
hyped. That said, the pragmatic issues are 
being addressed.” 

They also add, “Regarding the concept of a 
killer application, we believe that this is in-
creasingly less likely. In fact, one of the key 
benefits of an IP based intelligence platform is 
the fact that we don’t need to search for the 
single killer application. One of the major 
rationales for deploying IP based networks is 
that fact that new services can be quickly and 
cheaply deployed at the edge of the network. 
This means that we are able to provision new 
services without the same risk that was in-
herent in circuit switched networks.  

continues on Page 54 —click here 
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Does DRM software expose consum-
ers to security risks; Are consumers 
being duped?; Is DRM worth all the 
effort?; and Is there a future for 
DRM? 

It also brought to light the fine line 
between the rights of consumers 
versus the rights of media owners/
companies. Analysts caution that 
while DRM is important in order to 
protect media and artistes rights, it 
is also just as crucial to ensure that 
DRM does not ruin the customer 
experience, alienating users and 
thereby causing them to think twice 
or even boycott buying digital con-
tent and/or media that support this 
technology. It is important, say ex-
perts to strike the right balance from 
the start and ensure that DRM is fair 
to all – the artiste as well as the con-
sumer. 

That there are two schools of 
thoughts is clear. DRM’s advocates 
state that DRM is a key piece of the 
digital future, not just for music com-
panies but also for movie studios, 
software companies and countless 
other intellectual property indus-
tries. Its detractors’ claim however 
that DRM is too draconian, skewing 

in favor of the content provider at 
the expense of the consumer. 

A key question is: Can DRM sidestep 
anti-piracy efforts? Some argue that 
the saying, “Where there is a will, 
there is a way,” holds true here and 
that there will always be someone 
smarter who will be able to bypass 
these efforts. 

However, there is a silver lining as 
shown by Apple which has it seems 
managed so far to satisfy both sides 
of the equation with its iTunes store. 
Apple's software places restrictions 
on what a consumer can do with 
music, but the parameters seem to 
be broad enough to keep most con-
sumers happy.  

Having said this, iTunes isn't ideal 
for all consumers because music 
cannot be moved to more than five 

D R M :  A  K N I G H T  I N  S H I N I N G  A R M O R  O R  A N  E N E M Y  A T  T H E  G A T E  

Digital Rights Management (DRM) 
has been hogging the headlines the 
past couple of years. Anything that is 
originally produced can count as 
something that can be protected 
using DRM and companies that con-
sider it have some form of digital 
information that they do not want 
copied and distributed. 

DRM can keep pirates and file shar-
ers from reproducing, selling, and 
sharing work that belongs to an indi-
vidual or corporation. It can help to 
cut back on profit losses for those 
that distribute a large amount of me-
dia.  

However, DRM can also do more 
harm than good, for example caus-
ing consumer backlash such as last 
year’s Sony BMG’s rootkit fiasco, 
whereby Sony sold CDs with copy-
protection software using technology 
traditionally/frequently used to cloak 
the presence of spyware and/or vi-
ruses. According to Sony BMG, the 
DRM software “was intended simply 
to prevent copying beyond the level 
appropriate for personal use.” 

However, despite this declaration, a 
can of worms was opened, raising a 
whole host of questions such as: 

Click here to continue at Page 54 
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The payback period for new IP services is 
much shorter that for traditional services.” 

“We should also be aware that new applica-
tions will be developed outside of the stan-
dards or service provider environments as 
we have seen with peer to peer networks. So 
the key for an IMS platform is to support 
both SIP and non-SIP applications,” they con-
tinue. 

McLaurin and Hindle also note that, “Within 
Asia, many Service Providers are looking at 
deploying IP based services. Typically, Service 
Providers are increasingly looking at Return 
on Investment criteria as key to a decision 
rather than purist adoption of standards. 

However, within this 
framework, there is a 
great deal of debate about 
how network architec-
tures will evolve. A key 
consideration is to ensure 
that any investment strat-
egy does not lead to a non 
viable future.” 

Cisco works with a range 
of partners to deploy its 
networks. Within the IMS 
environment they work 
with both application part-
ners and infrastructure 
partners.  

The complexity of the IMS platform and the 
Service Providers have a range of unique 
systems within their networks make this a 
necessity, say McLaurin and Hindle.  

“In simple terms, Cisco has taken a compo-
nent based approach to IMS. We have a 
range of common platforms, into which com-
ponent blades can be added as required to 
meet service and traffic demands. A Service 
Provider is able to choose alternate suppliers 
for these components, or use Cisco. The 
trade off for a Service Provider is diversity 
versus complexity within the network.” ◊ 

By Shanti Anne Morais 
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Streaming media will place the con-
trol of content distribution more 
strongly in the hands of the content 
owner even enabling features such 
as not allowing the skipping of ads, 
which has resulted in some experts 
even going so far as to say that this 
will enable content owners to be 
able to prevent redistribution with-
out draconian steps in the future. 

Which companies lead the charge in 
streaming media and thereby gain 
more control of DRM still remains to 

be seen, but 
there is no 
doubt that 
with the 
rapid rise in 
mobile streaming applications, DRM 
will be in the limelight once again. 
Until this time, the real future of 
DRM is still unclear. ◊ 

By Shanti Anne Morais 

 

devices at the same time under Ap-
ple's limitations.  

Yet, this limitation seems to be 
something consumers can live with 
simply because after all, not many 
users have multiple devices to ex-
change music with in the first place. 

So, is there a future for DRM? Well, 
the arrival and take-off of streaming 
media seems to answer this, with 
some saying that this technology will 
m a k e  d o w n l o a d i n g  l o o k 
“antiquated”.  
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T H E  L O W D O W N  O F  R S S  A N D  I T S  I M P A C T  O N  T H E  S A V V Y  M A R K E T E R  

RSS files are one of the most widely used XML formats 
on the Web. They provide an open format for syndicat-
ing all types of content, including podcasts. 
 

A general overview of RSS advantages 

RSS files let you create news feeds that can include 
headlines, links and article summaries from your web-
site content. Because it is a standard format, others 
can then subscribe to your newsfeed with many popu-
lar tools, or incorporate your content into their site.  

The big benefit of RSS is that individuals’ opt-in to con-
tent that interest them, totally controlling the flow of 
information that they receive. If they feel that the qual-
ity of the content in the feed declines, users can simply 
remove the feed from their RSS reader, thereby plug-
ging the flow of any additional updates from that 
source. The RSS reader therefore acts as an aggrega-
tor, allowing users to view and scan multiple content 
streams in a timely fashion. 

Publishers and webmasters provide content and news 
in an RSS feed. Users view the content of interest in an 
RSS reader or news aggregator. The aggregator or 
reader contains the collection of feeds that are of inter-
est to the user. As the RSS feed is updated the content 
in the reader or aggregator updates with the new infor-
mation. 

In addition to syndicating story summaries and head-
lines, RSS files are now being used to syndicate audio 
content. This is most commonly called podcasting. In 
podcasting, RSS files are used to summarize the con-
tents of the audio programs. 

Demystifying RSS files 

The RSS format originated with the sites My Netscape 
and My UserLand. Dave Winer, an influential developer 
and early blogger, has shepherded the format through 
several incarnations. Just what exactly are these RSS 
files? 

No one agrees to what RSS really stands for. It origi-
nally stood for RDF Site Summary. Some call the for-
mat Rich Site Summary. With the 2.0 specification, it's 
called Really Simple Syndication. 

According to Dave Winer, author of the current spec, 
"There is no consensus on what RSS stands for, so it's 
not an acronym, it's a name. Later versions of this spec 
may say it's an acronym, and hopefully this won't break 
too many applications." 

RSS files typically contain four types of elements: chan-
nel, image, items and text input. Many news feeds use 
only the channel and item elements. 

RSS files are used for publishing all types of informa-
tion on the Internet, but are primarily a tool for sharing 
web site news. A podcast news feed provides informa-
tion about the latest shows in a podcast. 

RSS files define a channel that contains items. The 
channel provides Meta information about your RSS 
newsfeed, and describes your content as a whole. 
Items are the content of the channel/your individual 
programs. Each item provides information about one 
program, in MP3 format, located on your web server. 

continues on Page 55 —click here 
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Channel 

The channel element contains metadata that describe 
the channel itself, including what the channel is and 
who created it. The channel is a required element that 
includes the name of the channel, its description, its 
language, and a URL. The URL is normally used to point 
to the website associated with this information source. 

In addition to the required title, link and description 
elements, channels can have other optional tags. 
These include PICS Rating, Copyright Identifier, Publica-
tion Date, and Webmaster.  

Image 

The image element is an optional element that is usu-
ally used to include the logo of the channel provider. 
The default size for the image is 88 pixels wide by 31 
pixels high. 

The image's title, URL, link, width, and height tags allow 
this section to be rendered as HTML. This can provide 
a "brand" for your news feed. 

Items 

Items, the most important elements in a channel, con-
tain the content of the channel. While the other ele-
ments in the channel are usually static, the news items 
typically change frequently. 

It used to be that channels were limited to fifteen 
items. This is no longer a requirement, but it's still a 
reasonable limitation for most uses. 

Items require three elements: title, link and descrip-
tion. In typical use, the RSS title is usually rendered as 
a headline, the description as a one or two paragraph 
"teaser", and the URL as a hyperlink to the full article or 
file. 

For the purpose of podcasting, an enclosure element is 
added to the item. The title is the name of the unique 
episode of your podcast. The link points to the web 
page that discusses this individual show. The descrip-
tion is a good place to note what the podcast is about. 
The enclosure URL points to the MP3 file for this show. 

Text Input 

Channels can also contain a text input area, with only 
one allowed per channel. The purpose of text input sec-
tions is to allow users to query or respond to a channel. 
In HTML, text input areas are rendered a form. Text 
input areas are not frequently used. One possible use 
is to create a form for people to subscribe to your 
newsletter.  

After the four above-mentioned elements, the RSS file 
must be closed in order to be valid.  

Versions of RSS 

The RSS version 0.91 is one of the older versions of 
the format, but is still one of the most popular. In addi-
tion to being very established, there are many tools for 
working with version 0.91. There are 1.0 and 2.0 ver-
sions that add capabilities. New feeds should probably 
use the version 2.0. This is especially important for 
podcasting, because podcasts depend on an element 
added in the 2.0 spec, enclosures. 

Creating RSS files 

Creating an RSS file is as easy as taking an example 
file, opening it up, and entering your own information. 
In practice, most RSS files are generated by applica-
tions automatically. For example, RSS files are gener-
ated by almost all blogging programs and services. 
Open-source tools are available for working with RSS in 
Java, PHP and PERL. 

After you create or generate your RSS file, you should 
test it to make sure it is valid before publishing it. 
There are several validation services available online. 
Just paste in your RSS feed's URL and submit it and 
the sites will validate your RSS file. 

Publish your RSS Feed 

After you've validated your feed, you can publish it pub-
licly. Post it to a public area of your site, and provide a 

link to it. Many publishers use the  logo to indi-
cate that an RSS feed for the site is available. 

The main purpose of RSS feeds is for content syndica-
tion. You publish your content in a standard format, 
and then anybody in the world and subscribe to your 
feed and get your news automatically. 

In order for people to find out about your news feed, 
you need to publicize it. In addition to using the XML 
logo prominently, you will want to submit your RSS feed 
to the larger RSS directories, and to any niche directo-
ries. Submit podcasts to the Podcast Directory at Pod-
casting News and other sites. 

In addition to directories, you may want to submit your 
site to aggregators. These are services that take RSS 
content from a variety of sites, collect it and re-organize 
it into customized formats. 
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From Page 55 — The lowdown of RSS and its impact on the savvy marketer 

RSS and the Internet Marketer 

The simplicity of RSS files make them a good way to 
publish all types of information. Not only is RSS being 
used as an ad medium by companies ranging from 
Google to Pheedo, it's now an official marketing tool. 
The marketing and profit potential of RSS is, simply 
put, quite amazing. It's not just good for blogs or news 
feeds because it’s certainly much more than just an-
other way of getting content to readers.  

While blogs vaulted RSS into the limelight, it is unlikely 
to be the force that sustains RSS as a communication 
medium.  Truth be told, most blogs aren't really opti-
mized for marketing effectiveness. While some blogs 
show the potential of being absolute marketing ma-
chines, most tend to fail to fully capitalize on that fact 
by not being really optimized marketing-wise. The big-
gest opportunities for RSS are not in the blogosphere 
but as a corporate communication channel. 

As traditional marketers attempt to rein in content de-
livery by measuring e-mail open rates, click-throughs 
and conversions, Internet users are fighting to gain 
control over the content they receive. Savvy marketers 
and business owners are using RSS as a way to im-
prove corporate communication and increase their ex-
ternal exposure and brand appeal. 

Contrary to general opinion, RSS meets the needs of 
even the most demanding direct marketer, actually 
providing most of what e-mail marketing does, except 
for the strong push factor. It is a fact that most direct 
marketing reasons against RSS are in fact the result of 
inadequate understanding of RSS by most marketers. 

However, this does not seem to be hampering RSS 
technology’s adoption in the marketing arena, as it is 
definitely popping up everywhere. Here are just some 
of its uses in the dynamic marketing field: 

Coupon feeds and Affiliate Marketing 

In the marketing world, RSS is already being used in-
tensively for coupon feeds. What’s more, many market-
ers have already asked – ‘Why stop at aggregator-to-
consumer direct coupon feeds when you can bring af-
filiates into the network?’  Coupons, and many other 
types of feeds, can be incorporated directly into Web 
sites and blogs with affiliate tags. Affiliate programs are 
also using the technology to keep in touch with their 
affiliate networks, providing news and program up-
dates. Program updates promote updated affiliate 
sites, resulting in higher search engine rankings.  

Public Relations 

In addition, many companies are also using RSS tech-
nology to feed their press releases too. Examples of 
such companies include IBM, Microsoft, Apple and 
Google. This trend is now fast catching on, even among 
smaller companies. 

Podcasts  

On the IR front, podcasts are soon to be available on 
BusinessWire, a major wire service. It is already very 
popular with automotive and entertainment companies 
(for instance, Lexus and Warner Brothers).  This trend 
is bound to carry on for some time to come, as all kinds 
of marketers are experimenting or beginning to experi-
ment with the podcast channel. 

Product Deals and Feeds 

RSS technology is definitely spurring the ‘one-click-
feeds-you-all-the-deals’ theory. Most software compa-
nies for example are making full use of this to notify 
customers of updates and upgrades. That RSS is be-
coming more and more mainstream is extremely obvi-
ous especially now when all kinds of standalone apps 
have been developed to capture and display feeds in 
the most eye-catching way possible. 

Classified postings 

Job listings are now also available as feeds, almost 
eliminating the need to visit the job sites or subscribe 
to mailings from HotJobs, Monster, and other job 
boards. This represents a tremendous degree of lost 
branding opportunity and will only contribute to the de-
mise of those who don't get with the program. 

Branded Content 

Marketers are also increasingly using RSS to keep their 
brands on top of consumers’ minds as well as to estab-
lish their thought leadership. 

Isn’t it time to start using RSS? 

The list of RSS uses for the savvy marketer will just 
carry on getting longer and longer. RSS is a technology 
that has the potential of overcoming many of the Inter-
net marketing challenges we are facing today. In addi-
tion to its many marketing uses listed above, it can 
also effectively help organization’s achieve top position 
search engine rankings. No surprises then why it is fast 
becoming a preferred tool to get 100% of any mar-
keter’s content delivered to their subscribers. However, 
while RSS does provide a number of benefits when 
used for each individual marketing function, best re-
sults are achieved when it is fully integrated in your 
company’s Internet marketing strategy. With RSS, mar-
keters and their organizations can only win big-time. ◊ 
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Dear Reader, 

Video and mobile streaming, podcasting, RSS, IPTV, uTube – 
these are just some of the catchphrases that the marketing 
world is being bombarded with lately. There is no doubt that mar-
keting is undergoing a period of intense change and the Internet 
and everything digital are slowly but surely becoming more inte-
gral to any marketing strategy. In fact, analysts predict that by 
middle of the next decade every aspect of marketing will have 
been changed radically by the digital revolution. Make sure you 

don’t get left behind by reading this latest edition of Asian eMarketing. Find out how to har-
ness the power of these new technologies, watch-out for the common and not-so common 
pitfalls and empower yourself by discovering how to reach your targeted customers with the 
digital revolution. 

Missed the action of MediaBUZZ’s dynamic IP Convergence Roundtable coverage? Fret not, 
now you not only can read about it in our detailed supplement coverage, but can also catch 
snippets of the session and hear some of the thought-provoking insights brought up during 
the series.  

Check it out here: http://www.mediabuzz.com.sg/movies/ipconvergence.html   

We would like to thank all you readers for your support of Asian eMarketing. It’s really been 
an exciting one and a half years since our launch. Being pioneers in this industry in the Asia 
Pacific region has really spurred us forward and it is both a pleasure and a challenge cover-
ing this dynamic and evolving industry. It gives us a great sense of accomplishment to know 
that we are serving a very niche space which is full of endless possibilities and engaging, 
interesting topics. That are readers are also enjoying our articles is also great to know and 
we are pleased to announce that Asian eMarketing’s regional circulation now stands at 
13,000 and that each issue attracts around 50,000 visits. This has encouraged us to up the 
frequency, so from January 2007 Asian eMarketing will be out every two months. 

Asian eMarketing is proud to be the media partner of Terrapinn’s NextGen WebMarketing 
2006 which will be held at the Conrad Hotel Hong Kong from 11-13 December 2006. For 
more information, please visit: http://www.terrapinn.com/2006/ngwm%5Fhk/index.stm 

 

Enjoy reading and see you in January 2007! 

 

Best regards, 

 

 

Daniela La Marca 
Editor, Asian e-Marketing 
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