
With the development of 
the mobile phone to a 
multi-functional device, 
not only has the communi-
cation and handling im-
proved but a number of 
services have been added 
too.  
While the security problem 
of the good old radio 
equipment was the en-
cryption technology for a 
tap-proofed system, to-

day’s cell phones need 
protection from Internet-
based threats. This is 
mainly because mobile 
devices are no longer 
used only for making 
phone calls, but have be-
came complex mini-
computers. 
A modern mobile phone 
combines the phone func-
tion with a range of other 
functions, such as cam-
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Recently I found an inter-
esting article on mobile 
viruses on the Internet, in 
which the virus analyst 
Alexander Gostev of 
Kaspersky Lab gives a 
well structured and de-
tailed description of the 
potential current security 
threats, the origin of the 
malicious software and 
their way of spreading, as 
well as an overview of 

their evolution and what 
we most probably will 
have to expect in the near 
future. Beyond that, he 
addresses a problem 
which concerns the entire 
anti-virus industry, namely 
classification, and reveals 
what kind of burdens rest 
on the operating systems 
of mobile devices and 
their manufacturers.  

The following article will 
give you fundamental 
views on the beginnings of 
mobile security threats, 
insights into what kind of 
groups of mobile viruses 
exist, how they differenti-
ate, and how they spread.  

More than 3 years ago 
Kaspersky Lab identified 
the first virus for portable 
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era, Internet access, MP3 
player, navigation equip-
ment and game console. 
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O U R  M O B I L E  F R I E N D S  –  M O V I N G  T A R G E T S   

They become smarter and 
smarter, our elegant dar-
lings in the small business 
bags and black brief-
cases. Mobile phones 
morphing to smart 
phones, portable hand-
helds mutating into all-
rounders:  

Technology in the size of a 

spectacle case replaces 
video recorder, photo 
camera, hi-fi system and 
as a matter of course, the 
good old PC. This solid 
comrade is banished to 
wait for its users in dull 
offices and can’t make 
exciting business trips 
around the globe. Still, he 

has a reason to smile: 
Heavy device protects 
him. An arsenal of de-
fense techniques like vi-
rus- and spam filters, intel-
ligent firewalls and intru-
sion-prevention systems 
have been developed spe-
cifically for him and his 
wire to the outside world, 



Page 2 Contents  

BEST PRACTICES & STRATEGIES  

• Mobile phone malware are sluices of threats in the future - horror scenario or reality?  1 

• The history of mobile threats 1 
• Our mobile friends – moving targets  1 

• The many faces of mobile viruses 6 

• The security flaws of mobile operating systems 7 
• Protect that computer in your pocket and your company’s network 10 

• How to protect your mobile device from attacks 13 

• The perils posed by USB devices 14 

• Brightening up the darker side of the mobile space 15 

SPECIAL  

Virtual Roundtable: 8 x 8 thoughts on MOBILE SECURITY IN ASIA 17 

RESEARCH, ANALYSIS & TRENDS  

• The origin of mobile viruses  39 

• Banks: More security with mTAN  40 

• What’s next for Asia in Business Mobility? 41 

• Fighting economic spies - safety tips to protect against unauthorized data access  43 

TECHNOLOGIES & PRODUCTS  

• The security trials and tribulations of iPhone 46 

• Rising threat of mp3 spam 49 

COMPANIES & CAMPAIGNS  

Skype: Boundless communication with potential dangers 49 

LEGISLATION  

• Internal Security and High Tech  53 

• When piggybacking is not child’s play 54 

TIP & TRICKS  

How data carriers can be cleaned safely 57 

EDITORIAL 60 

• Mobile Device Management: A rising star amongst vendors and good news  47 

 Contents list is interactive!  
Please, CLICK the titles! 



Page 3 

The coercible conclu-
sion is that a portable 
"mini-computer" can 
be abused just as well 
for the spread of mal-

ware, or the delivery of advertising 
messages, and identity thefts as a 
desktop or notebook.  
Pests, such as Cabir or Skuller, 
which created a big hype but no se-
rious damage to infected mobile 
phones, are here the slightest risk. 
Cell phone threats of the future will 
be targeting identity and password 
theft, phishing and getting of confi-
dential data, to fill the wallets of the 
attackers. It allows for instance Tro-
jans to embed in the memory of the 
phone and to steal data as soon as 
the cell phone owners connect to 
their bank Website – thus, built en-
tirely on the model of computer Tro-
jans. Distributed via Bluetooth, for 
example, the following attacks could 
be carried out: 
• Change or copy of the address 

book and phone numbers stored 
there 

• Dialing of an expensive phone 
number abroad  

• Phishing  
• Interaction with other Bluetooth 

devices  
• Manipulation of the GPS function 
• Interruption of a call for display-

ing advertising messages  
• Installation of bots / zombies to 

create a bot-net and send spam 
or launch denial-of-service at-
tacks  

In fact, the security problem alludes 
not only to the damage of equip-
ment or financial loss.  
If, for example, a mobile user gets 
localized via GPS, it means not only 
an intrusion into his privacy, but the 
opportunity of a complete supervi-
sion by an appropriate, criminal 
hacker.  
Moreover, not only the threat situa-
tion, but also the variations in distri-
bution change:  
A vermin could get in before via 
calls, messages, or directly via the 
keyboard. It’s also possible for mal-
ware to get in via cable connections, 
infrared, and Bluetooth systems 
Therefore, mobile viruses are no 
longer something exotic in the data-
bases of virus laboratories. It is 
nowadays enough to sojourn in a 
large crowd of people- in the sub-
way, in the cinema, at the airport – 
to bring a mobile phone into danger.  
Thus, the number of mobile mal-
ware has been rising enormously in 
recent months: While the emer-
gence of a new offender for mobile 
devices two years ago was almost a 
sensation, Kaspersky Lab adds now 
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to its anti-virus databases about a 
dozen Trojans with the prefix 
"SymbOS almost every week. Alex-
ander Gostev, senior virus analyst at 
Kaspersky Lab, explains in his study 
- which I have summarized in the 
following article “The history of mo-
bile threats“ (see Page 1) - the 
causes, effects and trends of this 
phenomena. According to him, one 
possible reason for the rapid spread 
of malicious mobile devices is to 
some extent the poor computer 
know-how among mobile phone us-
ers. On the other hand, even experi-
enced users barely realize the mo-
bile virus threat to mobile devices 
and believe it will be more a prob-
lem in the future. 
And for sure it doesn’t help that 
modern mobile viruses possess vir-
tually all functions of computer vi-
ruses – with the difference that the 
computer virus needed for the evo-
lution of this broad range of func-
tions twenty years, while the mobile 
virus needed only two. "Without 
doubt we have to deal with the most 
dynamic and fastest class of mali-
cious programs. What we are seeing 
is just the tip of the iceberg," said 
Gostev. So, let us prepare for the 
worst still to come.◊ 

By Daniela La Marca 
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radio and found out that it was pro-
grammed by a member of the inter-
national group of virus writers of 
29A who launched the evil. As a 
consequence, at present, hundreds 
of Trojans and viruses for mobile 
phones are in the archives of the 
anti-virus manufacturers. Symbian 
malware, which appeared only spo-
radically in 2004, is threatening to 
flood us in the near future –every 
week dozens of new Trojans 
emerge, whose names contain the 
prefix “SymbOS”A. 

A possible reason for the fast 
spread of mobile malware is the 
poor computer knowledge of many 
mobile phone owners. On the other 
hand, even experienced, frequent 
callers hardly notice the virus dan-
ger for mobile devices and don’t 
consider it as a current but rather, a 
future problem. But mobile viruses 
aren’t fantasy anymore - they actu-
ally exist here and now. 
 

On June 14, 2004 the Kaspersky 
virus laboratory received an e-mail 
from a Spanish virus collector who 
had close contact to virus authors – 
including the 29A group. Attached, 
he sent a till then entirely unknown 
file called caribe.sis. A file analysis 
showed that it was about an appli-
cation for Symbian, which at the 
same time contained an installer 
archive with additional files too. 
Usually virus analysts work with files 
written for X86-processors. However 
the files of caribe.sis are applica-
tions for ARM-processors often used 
in mobile phones. The analysts dis-
covered pretty fast that they are 
dealing with a new virus for mobile 
phones, which spreads via Blue-
tooth. On the same day, the worm 
was tested from top to toe on a 
Nokia N-Gage under Symbian OS. 
With this proof-of-concept virus, the 
29A group pointed out that their 
new attack target were smart-
phones.  

As a platform, the worm used Sym-
bianOS, which has been at that time 
as it still is today, the leading oper-
ating system for mobile phones.  

Symbian owes its leading position 
mainly to Nokia smartphones. That 
combination acts as a standard for 
smartphones and can demonstrate 
the law of new computer viruses in 
a new way, saying that for the pro-
duction of a harmful program for 
any operating system or any plat-
form three conditions are neces-
sary: 

• Popularity of the operating sys-
tem 

 Symbian was and still is the most 
popular operating system for 
smart phones with many millions 
of user world-wide. 

• Well documented development 
environment 

 The author of Cabir commented: 
“Cabir was developed in C++. 
Symbian and Nokia gave us the 
complete development environ-
ment (SDK) for application devel-
opments under the operating 
system Symbian” 

• Flaws and errors respectively of 
the operating system 

 The platform Symbian contains 
some serious errors when work-
ing with files and services. In the 
case of the worm Cabir they have 
not been used, but the majority 
of modern Trojans for mobile 
phones are using it to an ex-
tremely high extent.  

Well, you often hear from users and 
journalists the allegation that anti-
virus companies produce a kind of 
artificial panic and exaggerate the 
dangers. There would be only small 
chances for the spread of Cabir, 
since the user has to confirm the 
receipt, the start, and the installa-
tion of the virus.  
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And even ComWar can’t be spread 
easily, since MMS functions are still 
not very often used. With regards to 
the danger of an infection by Tro-
jans such as Skuller, many don’t 
want to know anything at all – they 
believe a virus has to be 
downloaded from the Internet and 
then copied onto the mobile phone 
and then started in order to get in-
fected. 
 

Epidemic diseases 
Theoretically, these statements 
sound logical and convincing, but 
they are constantly disproved by 
reality. The probability that a user 
accepts and starts Cabir is just as 
high as the probability that a user 
permits and starts a file, which was 
sent to him by e-mail by an un-
known sender. Remember, the gi-
gantic epidemic diseases of the e-
mail worms in the past years: My-
doom, NetSky, Sober? Anti-virus 
enterprises warned continuously: 
“Don’t open unknown files you re-
ceive via e-mail and check them 
with an anti-virus program”. But it 
did not help at all as human curios-
ity is usually stronger and therefore 
many simply ignore fundamental 
safety rules.  
 

Cabir  
Cabir was passed on to anti-virus 
companies in June 2004. Only one 
month later, Cabir infections in the 
Philippines emerged. At that time it 
was assumed that Cabir would be a 
kind of “collector sample” which 
would never leave the borders of 
the anti-virus laboratories. However, 
Cabir reached not only the anti-virus 
enterprises, but the virus writers, 
too. So the worm began its trium-
phant procession around the world 
The Finnish company F-Secure was 
one of the first enterprises that gave 
attention to the problems of mobile 
viruses and operated research in 
this area. It placed immediately a 
list of the countries in which Cabir 
was discovered.  

From Page 1 — The history of mobile threats 
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Within only a year the list contained 
20 countries, which were verified 
by Kaspersky Lab as well. 
 

1. Philippines  
2. Singapore  
3. United Arab Emirates  
4. China  
5. India  
6. Finland  
7. Vietnam  
8. Turkey  
9. Russia  
10. Great Britain  
11. Italy  
12. USA  
13. Japan  
14. Hong Kong 
15. France  
16. South Africa  
17. Netherlands  
18. Egypt  
19. Luxembourg  
20. Greece  
21. Ukraine  
22. New Zealand  
23. Switzerland  
24. Germany 
 

Some concrete examples of Cabir 
infections: At ninth position in the 
list is Russia. In January 2005 
Kaspersky Lab experienced a Cabir 
attack on mobile phones in the 
Moscow underground station. A 
similar discovery had been made in 
the Ukraine where Cabir emerged 
in Kiew and Charkov. However, 
those incidents couldn’t be con-
firmed, since no infected mobile 
phone was present and not one 
user turned up with this problem to 
Kaspersky Lab. But this gap would 
be closed soon, when an employee 
of an enterprise who worked in the 
same building as Kaspersky Lab, 
contacted their technical support 
directly claiming  that her mobile 
phone was behaving “strangely”. It 
began when she got a file in the 
underground over Bluetooth. 
Kaspersky Lab examined it in their 

virus laboratory and confirmed their 
suspicions that they were dealing 
with Cabir.a. 
 

In the following year, infected mo-
bile phones would be examined sev-
eral times and even the mobile 
phones of more than 10 Kaspersky 
Lab employees were attacked by 
Cabir. They received inquiries to ac-
cept a file called caribe.sis - last 
time this happened was in February 
2006.  
 

Probably the largest local Cabir epi-
demic occurred during the athletics 
championships in Helsinki in August 
2005. Since the headquarters of F-
Secure is also in Helsinki, the com-
pany was the first AV-manufacturers 
that received information about 
Cabir infections in the stadium. Only 
one infected mobile phone was suf-
ficient for the fast spread of the 
worm, since although it was a small 
area, due to the event, around ten 
thousands humans from all over the 
world sojourned there. While in the 
stadium sport records were estab-
lished, Cabir established at the 
same time its own record - spread-
ing fast in the grandstands. Fortu-
nately, the F-Secure-employees 
acted very fast. In the customer ser-
vice center of the stadium, a booth 
was set up where the mobile 
phones were examined and cleaned 
if infected by the virus. If such fast 
action had not taken place, the fans 
would have driven back home carry-
ing the infected mobile phones with 
them and the number of Cabir in-
fected countries would have in-
creased considerably.  

With this example you can see the 
favorable conditions for a spread of 
Bluetooth worms: 
• large gatherings of people 
• limited area 
So the risk zones are restaurants, 
cafés, cinemas, airports, trains and 
underground stations. 

Bluetooth worms have the following 
spreading characteristics: 

• the infection radius is limited to 
the radius of the Bluetooth con-
nection - about 10 to 20 meters; 

• the Bluetooth worm cannot be 
targeted, e.g. according to a spe-
cific list. The infection is sponta-
neous if a device in the infection 
radius is open to attacks. 

 

ComWar 
The second important mobile worm 
was ComWar. In contrast to Cabir, 
which was sent first to the anti-virus 
companies and then turned up later 
in public, ComWar was discovered 
after mobile users of several coun-
tries had already been attacked and 
sent the suspicious files for analysis 
to the anti-virus laboratories.  

So it is estimated that ComWar 
spread for at least around two 
months before anti-virus companies 
could recognize it, which demon-
strates how weak the co-operation 
between users and anti-virus enter-
prises in the mobile phone area has 
been so far, which is very uniike the 
situation with desktop/computer 
systems.  
F-Secure registered – just like with 
Cabir - all information about the 
countries, in which ComWar 
emerged and Kaspersky Lab ad-
justed their data and came to the 
following common result:  

From Page 4— The history of mobile threats 
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1. Ireland  
2. India  
3. Oman  
4. Italy  
5. Philippines  
6. Finland  
7. Greece  
8. South Africa  
9. Malaysia  
10. Austria  
11. Brunei  
12. Germany  
13. USA 
14. Canada  
15. Great Britain  
16. Romania  
17. Poland  
18. Russia  
19. Netherlands  
20. Egypt  
21. Ukraine  
22. Serbia 
List of the countries in which ComWar 
was discovered (conditions September 
2005), Common data of F-Secure and 
Kaspersky lab 
 

It is remarkable that both lists con-
tain nearly the same amount of 
countries (23 countries for Cabir 
and 22 for ComWar). ComWar ap-
peared eight months after Cabir - 
however its more dangerous 
spreading method permitted it to 
catch up faster with its predeces-
sor. Remember that ComWar 
spreads via MMS messages and 
can be dispatched without any dis-
tance limit.  
So it is assumed that the number of 
countries which are currently in-
fected with ComWar is already 
higher than those infected with 
Cabir. 
 

In each country, which is specified 
on the list, at least one infection 
has been discovered. Based on this 
list however, no conclusions over 
the spreading of the respective 
worms in the mentioned countries 
can be drawn. Based on indirect 
characteristics only presumptions 
can be set up. 

Fortunately, not only anti-virus com-
panies, but also providers have 
started to get interested in the 
problem of the MMS worms. They 
started to get worried about the 
protection of their users, and some 
Russian carriers use now Kasper-
sky Labs’ anti-virus solutions al-
ready in their nets, which are very 
alike traditional solutions for the 
examination of e-mails. Meanwhile 
there is statistic data of mobile vi-
ruses available, which proves that 
in MMS traffic, not only mobile evil-
doers are up to mischief, but also 
traditional computer viruses. This is 
related to the fact that they dis-
patch to e-mail addresses, which 
could be MMS addresses too. 

Kaspersky Lab received the follow-
ing numbers through an examina-
tion of the entire MMS traffic of a 
Russian portable radio provider 
which didn’t want to publish the 
total number of the examined 
MMS.◊ 

By Daniela La Marca 

From Page 5— The history of mobile threats 
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In the autumn of 2004, three main-
stream parasites for mobile devices 
emerged and one of it was Trojans. 
The first, Mosquit.a, actually began 
as a harmless game for mobile 
phones, but took a more insidious 
turn when it started sending SMS 
messages to all entries in the direc-
tory. As a matter of fact it was not 
only the first smartphone Trojan, 
but also the first AdWare.  

The Trojan Skuller.a which emerged 
in November that same year was 
regarded as cutting-edge: It used 
an error in Symbian which made 
the overwriting of the system files 
for an application possible. The Tro-
jan replaced all icons of existing 
applications with a skull and re-
moved at the same time all applica-
tion files. Thus, the mobile phone 
didn’t work any longer after the re-
start.  

This “Trojan Vandalism” still enjoys 
great popularity among virus writers 
today. 

In the beginning of the year 2005, 
the main types of mobile viruses 
which many virus authors still cling 
to, were the following: 

• Worms, which spread over smart 
phones typical protocols and ser-
vices  

• Trojan vandals, which use the 
Symbian security gaps to pene-
trate into the system  

• Trojans for financial enriching 

Besides the main species of mal-
ware, in practice there are many 
modifications. Kaspersky Lab has 
at present more than 30 harmful 
program families for mobile phones 
which exhibit the following charac-
teristics: 

1. Spreading via Bluetooth and 
MMS  

2. Dispatch of SMS  
3. Infection of files  
4. External accesses to smart 

phones  
5. Exchange of file icons and sys-

tem applications 
6. Modification of fonts and instal-

lation of applications  
7. Bypassing of anti-virus func-

tions  
8. Installation of other harming 

programs  
9. Blockage of the memory cards  
10. Information theft 
Mobile viruses possess the same 
functions as computer viruses. 
However, compared to the com-
puter area that needed more than 

continues on Page 8 
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thus providing a comforting warm 
protective armor. The small high-
tech companions on the other hand 
are usually naked and exposed with 
owners that start slowly to become 
hesitantly aware that they are carry-
ing around a gateway for viruses 
and Co.  

But that doesn’t have to be. Besides 
the important rule never to let your 
mobile protégé unobserved lying 
around, there are several possibili-
ties to put paid to malicious contem-
poraries. In general, remote connec-
tions should be activated only when 
absolutely necessary.  

Much frequented hotspots like for 
example airport lounges are danger-
ous sources of infection and should 
therefore be avoided if possible.  
Encryption systems provide addi-
tional protection: If, for example, 
wireless LAN (WLAN) is used, 
mechanisms such as WEP or WPA 
can already block considerably any 
criminal initiatives.  

Virtual Private Networks (VPNs) are 
able to keep away unwanted net-
work users by encryption, authenti-
cation, and authorization processes. 

An on a handheld, laptop, notebook 
or smartphone installed VPN-
software-client builds a tunnel to 
the central VPN gateway, so that the 
data will only operate within this 
protected area. The VPN solution of 
Secure Computing for instance al-
lows a centralized configuration and 
management of all remote ac-
cesses.  

The incursion into the network 
should be limited by other meas-
ures as well: Many systems allow 
limiting the access of network cli-
ents to those whose MAC address 
has been typed into a configuration 
file. Thus, only connections to regis-
tered PCs are possible.  

Generally, it is extremely advisable 
to open networks exclusively to se-
lected user groups.  

More and more in the focus are 
software solutions such as firewalls 
and anti-virus software, which are 
installed locally on laptops, hand-
helds devices, and smart phones.  
The use of special technology is im-
portant and complements ongoing 
adjustment of the company's secu-
rity policy.  

But still, for our handy mobile de-
vices, not enough has been done 
yet. The devices are often part of 
the category “personal” and there-
fore care and protection is left to 
the owner: Quite often, the same 
feeds the mobile intelligences with 
"personal" programs such as dic-
tionaries, navigation systems, and 
games, which have been down-
loaded before on the local PC with-
out virus precautions. If the PDA is 
then plugged in for the purpose of 
data synchronization to the com-
pany computer, gate and door is 
open for unwanted intruders. There-
fore, handhelds and smartphones 
have to get out of the grey zone of 
the private sector into the area of 
responsibility of companies’ IT secu-
rity specialists.  

Which of these recommendations 
you implement at the end, depends 
mainly on the importance of the pro-
tected data. At least, nowadays, 
none has the excuse anymore, that 
there are no technical possibilities 
available.◊ 

By Daniela La Marca 

From Page 1 — Our mobile friends – moving targets  
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The most important factor for the 
development of harming programs 
for mobile devices are the safety 
gaps in the assigned operating 
systems and the mobile devices 
themselves. Almost all large virus 
epidemics within the area of PCs 
were caused by Windows security 
vulnerabilities, whereas the delin-
quents use two methods for pene-
trating into the system: The “factor 
humans” (social engineering) and 
errors in the operating systems 
(safety gaps). These two points of 
attack are given with mobile de-
vices, too. 

We have to look at three impor-
tant sources for safety gaps: 

• the operating system Windows 
CE 

• the operating system Symbian 
• the protocols for wireless 

transmissions (Bluetooth, WiFi 
and infra-red ports) 

Windows CE - a system ex-
tremely open to attacks 

 Windows CE is a very vulnerable 
system. There are no restrictions 
for executable applications and 
processes - once a program is 
started it gets access to all func-

tions of the operating system - recep-
tion and transmission of files, phone 
functions, multimedia services, etc. 

 The creation of programs for Win-
dows CE is simple. It is for program-
ming a relatively open system which 
doesn’t only allow the use of ma-
chine language programming such as 
ASM for ARM, but offers as well the 
development environment .NET. 
Regardless of the fact that there are 
only four known virus families for 
Windows CE, the potential of this op-
erating system for virus writers 
shouldn’t be underestimated.  

continues on Page 9 
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twenty years to produce the whole 
spectrum of viruses and functions, 
mobile viruses accomplished this 
within only two years.  

Certainly, we are dealing here with 
the most dynamic and fastest devel-
oping field of harmful programs, 
whereby the peak of its evolution 
obviously hasn’t been reached yet. 

The basis 

One of the main technological differ-
ences between mobile viruses and 
other modern threats is that inde-
pendently of the excess of numer-
ous mobile virus families, a really 
manageable number of primary 
harming programs exists.  

This is comparable with the develop-
ment level of the computer viruses 
in the late 80's. At that time, hun-
dreds of viruses existed, whose core 
consisted of one basic harmful pro-
gram and source code. The three 
viruses Vienna, Stoned and Jerusa-
lem were the origin of a multiplicity 
of further parasites. 

The following harmful programs can 
be arranged in the category of so-
called pioneers of mobile viruses: 

Cabir 
Cabir not only developed own vari-
ants which differ simply just by file 
names and composition of the in-
stallation file (SIS file), but also in-
dependently. At first sight, it is also 
completely dissimilar from parasite 
families such as StealWar, Lasco 
and Pbstealer.  
 

Lasco 
The worm Lasco appeared as the 
first of these independent families. 

Apart from usual worm functional-
ities it could infect files too. 
 

Pbstealer 
This harmful program was devel-
oped in China and discovered on a 
hacked Korean Webpage within the 
online game “Legend of Mir”.  
From Cabir this Trojan took over as 
well its Bluetooth spreading, but the 
authors made this time an impor-
tant change in the source code: The 
Trojan selects the address database 
of the mobile phone and stores it in 
a text file. This is dispatched via 
Bluetooth to the next found device 
at hand. That’s where the designa-
t ion Pbstealer  -“Phonebook 
Stealer”- comes from. 
 

Comwar 
A further milestone in the develop-
ment of mobile parasites was the 
worm Comwar, which spread as one 
of the first also through MMS. Con-
sidering the enormous propagation 
of mobile threats, its functionality 
has to be classified as extremely 
dangerous - the range of Bluetooth 
enabled devices is 10 to 15 meters, 
whereas MMS has really no borders. 
At present, seven modifications of 
the Comwar worms are well-known. 
In the variant Comwar.g the author 
used for the first time the possibility 
of infecting files. To do this, the 
worm looks for other SIS files in the 
mobile phone and registers itself so 
that it receives another opportunity 
to spread further. Remarkably, 
Comwar has yet to become the 
“progenitor” of a number of other 
virus families. But this is most 
probably traced back to the fact that 
its source code is unpublished. 
However, Comwar, like Cabir, is 

used more as a “carrier” for other 
Trojans. Only the Trojan Stealwar is 
considered as a version of a new 
family, which is built up on Comwar.  

Stealwar is a worm that contains 
parts of Cabir, Comwar and the Tro-
jan Pbstealer and in this way, has 
the ability to proliferate and there-
fore, a higher danger potential. 
The principle of MMS dispatch will 
however outweigh in the future all 
other kinds of spreading modes. A 
serious weak point in MMS applica-
tion under Windows Mobile 2003 is 
already known, which leads to a 
buffer overflow as well as to the 
execution of an arbitrary code. 
Comwar.c used for the first time 
root kit technology. The worm hides 
itself in the list of processes and in 
the task manager under the started 
applications, by defining its type of 
process as sis file (system file). 
However, with the assistance of 
other programs, which list started 
applications and processes, it can 
be discovered without problem. Dif-
ferent harmful programs for Sym-
bian are using similar technologies 
at present too 

Mobile viruses have technically 
grown out of its infancy stage and 
only the still relatively small distribu-
tion of smartphones has prevented 
so far, a virus epidemic which the 
PC area has faced numerous times 
already. But with each passing day, 
as Symbian and Windows Mobile 
gain ground, it is probably only a 
question of some months till mobile 
viruses are as well an everyday 
topic in Asia.◊ 

By Daniela La Marca 
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The existing viruses fully cover all 
major types of malicious programs:  

Classical viruses, e-mail worms, 
backdoors and cross-platform 
worms. The penetration of Windows 
CE is rising dramatically and in the 
coming years it could be No.1 plat-
form among the operating systems 
for smart phones and may even 
oust Symbian. 

Against this background, experts 
have observed an increasing inter-
est in this platform - both by virus 
writers and researchers. Security 
vulnerabilities in the handling of 
MMS 4.2x on Windows CE is critical, 
because there is also the possibility 
of denial of service attacks on mo-
bile devices through vulnerabilities 
in ActiveSync and MMS/SMS.  
Additional dangers present potential 
security vulnerabilities in Internet 
Explorer for Windows CE and pro-
grams for reformatting files. The 
fact that there are such shortfalls 
can’t be denied any longer - the 
question is more who is able to dis-
cover them first, the virus writers or 
the honest researchers. The first 
virus for Windows CE – “Duts”- used 
one of the security vulnerabilities in 
the file-API and Microsoft wasn’t 
aware of it for a while. 

Windows CE gets  more popular day-
by-day and the frequent appearance 
of malicious programs for this plat-
form can soon be compared with 
Symbian malware. The most impor-
tant working environment for virus 
writers will become .NET, and a sig-
nificant part of the viruses will use 

security vulnerabilities in Windows 
CE. 

Symbian - the standard for smart 
phones 

The currently most popular mobile 
operating system is Symbian. Here, 
the situation is not as threatening 
as in the case of Windows CE, but 
this scenario can always change. 
The architecture of the Symbian Se-
ries 60 has a significant number of 
errors that could be considered as 
real vulnerabilities. You may already 
know that Symbian allows the over-
writing of arbitrary system applica-
tions without the consent of the 
user.  In case of problems with file 
formats that do not meet the stan-
dard, the system is unstable and 
can cause the restart of the mobile 
phone. Furthermore, the security 
levels for applications are very simi-
lar to those of Windows CE. In other 
words - they are missing.  

If an application gets into the sys-
tem, it gains absolute control over 
all functions. Fortunately, up to now 
no security gaps in the handling of 
Bluetooth connections and MMS 
have been discovered for this plat-
form. But can you imagine what 
would happen if Cabir or ComWar 
get the opportunity to enter the sys-
tem automatically? 

Symbian is a more restricted system 
as compared to Windows CE. To 
create fully functional applications, 
special developer kits are neces-
sary, which often cost some US$ 
10,000. But as the number of exist-
ing Trojans demonstrates, the virus 
authors get by with whatever avail-
able means. 

It has become a paradoxical situa-
tion: Symbian is more known than 
Windows CE, but serious security 
vulnerabilities are less known. Most 
probably there is only one explana-
tion for this: The efforts of research-

ers are still not to the same extent 
aligned with Symbian than Microsoft 
products. As a quick look and sim-
ple surveys show, many errors are in 
Symbian, too. And the following evi-
dence proves it by demonstrating 
security vulnerabilities liable to mo-
bile phones that run on Symbian 6.x 
Series which have been tested on 
Siemens SX-1 and Nokia 3650.  

It’s sufficient to create a file with the 
name "INFO.wmlc", where after the 
word INFO till the dot 67 space 
characters are needed. The con-
tents of the file can be absolutely 
arbitrary. If this file is sent to an-
other device – via Bluetooth or in-
frared port (the file can be an MMS, 
placed on websites and be opened 
if visited) - if opened the recipient 
receives the common error mes-
sage "App. Closed AppArcServer-
Thread USER 8”. Then the mobile 
phone works much slower, can 
block the start of certain applica-
tions, and then restart. 

We are dealing with a classical se-
curity vulnerability of the type 
known as “Reject of services”. The 
extension "wmlc" is linked up with 
the standard browser, and if han-
dling a file name which doesn’t stick 
to the standard, an error appears in 
the component that is responsible 
for the start of this browser. There-
fore, it can be that the security gap, 
besides the decline of services, per-
mits as well the execution of an ar-
bitrary code in the system. 

The company Symbian, the manu-
facturers of smart phones that use 
this operating system, and the de-
velopers of those programs have 
already focused their attention to 
the existence of Symbian viruses. 
They went to a variety of consider-
able lengths to offer a maximum 
protection against malicious pro-
grams in the new upcoming Sym-
bian version.  
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P R O T E C T  T H A T  C O M P U T E R  I N  Y O U R  P O C K E T  A N D  Y O U R  C O M P A N Y ’ S  
N E T W O R K  

The concept of a smartphone as a 
small, compact wireless device that 
has all the usability of a PC has be-
come a reality with today’s technol-
ogy. Mobile phones have evolved 
from simply being able to make and 
receive calls into veritable mini-
computers. More and more users 
are now using their mobiles to send 
emails, browse websites, watch vid-
eos and so on.  

Smartphones and wireless devices 
are transforming the business 
world, leading to substantially more 
business being conducted by indi-
viduals on the go—aptly named, 
road-warriors. Along with the free-
dom to have a PC experience while 
working remotely without having the 
PC, comes the responsibility of un-
derstanding and protecting smart-
phones from potential security 

threats and vulnerabilities. With the 
increased rate of adoption of mobile 
devices, large enterprises and small 
businesses alike need to ensure 
their corporate assets remain se-
cure. Organizations should use the 
same security requirements with 
smartphones and wireless devices 
that they use with PCs or laptops. 

In addition, mobile devices are 
steadily featuring increasing 
amounts of storage and memory. 
They are therefore also more privy 
to sensitive information. Our mobile 
devices nowadays often contain our 
passwords, contact details, web-
sites we visit and other data that 
hackers are able to use to steal our 
identities or break into our compa-
nies’ systems.  

Despite this ever-omniscient threat, 
most companies and individuals are 
simply not aware of just how vulner-
able their mobile devices are and 
that that they could pose a huge 
potential security risk. Most of us 
now don’t think twice about protect-
ing our computers with the latest 
firewalls and anti-virus software, yet 
our mobile devices are often not 
even password protected.  

Do you know that all it takes is 5 
seconds for a hacker to break into 
your mobile phone system? Hackers 
can install undetectable codes on 
our mobile phones for example, via 
SMS or text messages. 

In addition, the increasing use of 
handheld computing devices includ-
ing smartphones has created an-
other avenue for malicious code to 
enter an organization’s internal net-
work and computer systems.  

Handheld devices can affect the 
promulgation of malicious code in 
two ways: 

• They can become another ave-
nue for malicious code to enter 
an organization’s networks 

• They can themselves be infected 
and thus become unusable or 
cause a service disruption of the 
organization’s internal network 
by becoming the source of net-
work traffic. 

There are already around at least 
seven types of known malicious pro-
grams that can infect handheld de-
vices.  
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Protocols for wireless transmissions 
are not yet the focus of virus au-
thors 

Recently, it was stated, that the de-
velopers include an application-
protection into the architecture, 
which in its development is similar 
to the technology of TrustingCom-
puter, integrated on some PC proc-
essors. 

The plan is to create a "protected 
memory area" in which only trusted 
applications get access.  

In principle, such an approach could 
solve the problem of primitive van-
dal-Trojans of the type Skuller, but 
for sure it will not be a complete 
solution for the problems with secu-
rity vulnerabilities in the operating 
system and its applications.  

Finally, the law on the existence of 
viruses should be kept in mind: "A 
virus can do the same in the system 
a user can do" which means that 
worms, sent via Bluetooth and 
MMS, remain a reality in the future, 
too. 

I will not go more into details and 
examine security flaws in the Blue-
tooth and Wi-Fi protocols, but if you 
are interested, you should read re-
search materials from groups such 
as Trifinite or Pentest. In conclusion, 
it can be said that virus writers – 
regardless of the considerable num-
ber of security vulnerabilities for 
wireless protocols on mobile de-
vices -have not yet started to inte-
grate it into their creations. How-
ever, there is no doubt that this will 
happen in the near future.◊ 

By Daniela La Marca 
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While this number is bound to in-
crease over time, it is apparent that 
the greater threat will come from 
malicious codes that target desk-
tops and servers but that may be 
transferred or transmitted via a 
handheld device. 

Various anti-virus software from dif-
ferent vendors for handheld devices 
are available on the market. The 
limitations of handheld devices 
have resulted in anti-virus software 
manufacturers modifying the behav-
ior of software specifically for these 
devices. According to Bluefire Secu-
rity Technologies, a wireless security 
technology vendor, ‘to combat the 
limited storage of handhelds, anti-
virus manufacturers are not provid-
ing the full virus signature files to 
the devices.’ This means that many 
malicious programs that affect the 
desktop are not included in the vi-
rus signature file and thus will not 
be detected even if the malicious 
program were to exist on the hand-
held device. 

In addition, the lack of processing 
power on a handheld device also 
means that the real-time protection 
that is normally configured on a 
desktop system (to allow every file 
that is opened to be examined be-
fore the malicious code can be exe-
cuted) does not exist on the hand-
held devices. Even if a malicious 
program that was in the virus signa-
ture file appears on the mobile de-
vice, it might be executed before the 
anti-virus program realizes it is 
there. 

However, despite the limitations of 
anti-virus solutions for handheld 
devices, it is possible to protect 
both the device and an organiza-
tion’s internal systems and network 
from malicious code. 

Bluefire Security Technologies notes 
that upon examination of how mali-
cious programs can breach organi-

zations’ systems and networks from 
handheld devices, it is easy to see 
that such a program must enter via 
a desktop or server system. Since 
both these systems are most likely 
already protected by anti-virus soft-
ware, it is likely that such a program 
will be identified and quarantined 
before it causes severe damage. 

However, the company notes that 
currently, if a malicious program 
does get onto a mobile device, it is 
very possible that such a program 
can damage the device, especially 
by modifying system files or registry 
settings. But if your device is pro-
tected, these changes can be de-
tected through integrity checks.  

Also, once a compromise of the de-
vice has been detected, communi-
cations (including WAN, WLAN, In-
frared, Bluetooth, and serial) from 
the device can be blocked or quar-
antined. According the Bluefire, this 
type of device protection used in 
conjunction with anti-virus protec-
tion provides more protection not 
only for the mobile device, but for 
organizations’ networks, simply 
than anti-virus software alone. The 
company advices that users and 
companies use device-side security 
measures, such as integrity monitor-
ing, device quarantine, firewall pro-
tection, password protection, en-
forced authentication and data en-
cryption. 

Proper security practices should be 
used to prevent the compromise of 
confidential information as well as 
the misuse of the devices them-
selves. Bluefire advices that organi-
zations should conduct a risk as-
sessment to determine the potential 
vulnerabilities and threats, and then 
determine the overall risk the or-
ganization faces. This will ensure 
that their organization is always on 
the alert and can repel attacks or 
threats. 

The following security practices are 
recommended to help manage the 
risks associated with handheld de-
vices: 

Policy 

The security of handheld devices is 
no different than the security of 
other computer systems in the or-
ganization when it comes to policy. 
Where the organization has a policy 
that governs how desktops and 
servers should be used and config-
ured, there should also be a policy 
that governs how handhelds should 
be used and configured. 

If the organization has developed a 
security policy that spells out the 
security mechanisms that are re-
quired for all systems, the handheld 
should be built to conform to those 
same requirements. Ideally, there 
should be appendices that provide 
procedures for properly configuring 
each type of operating system. 

Due to the nature of handheld de-
vices, organizations should have a 
policy regarding the ownership of 
the devices. It is crucial to decide 
early if the organization allows em-
ployee-owned devices to be used on 
the organization’s computer sys-
tems or network. It should also be 
noted that allowing the use of em-
ployee-owned devices may increase 
support costs for the organization. 
Whatever the decision, ensure the 
policy is constantly being enforced. 

Device Authentication 

Handheld devices should require 
the user to authenticate themselves 
before any sensitive information is 
provided. While most devices have 
the capability to require a power on 
password or PIN, this feature is not 
enabled by default. It is therefore 
advisable to have this feature-
enabled. 
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If the devices are being used within 
an organization, the authentication 
mechanism should conform to the 
organization’s security policy and 
be centrally enforced. 

The loss of a password by an em-
ployee can become a support issue 
– especially if the number of em-
ployees using handheld devices is 
large. The mechanism that is used 
to centrally enforce the authentica-
tion requirement should have a 
mechanism to allow the organiza-
tion’s helpdesk to reset a user’s 
password so that the situation can 
be rectified in a timely manner. 

Device Wipe 

Authentication can prevent an un-
authorized individual from gaining 
access to confidential information 
for a period of time. The amount of 
time depends on the strength of 
the password and the speed at 
which the intruder can attempt vari-
ous passwords. In the end, if the 
intruder has sufficient time, the 
password may be guessed — this is 
known as a brute force attack. 

To combat the potential for a brute 
force attack, a device wipe mecha-
nism should be used. This security 
mechanism will cause all informa-
tion on the handheld device to be 
erased if a brute force attack is de-
tected. The detection of a brute 
force attack is based on the num-
ber of failed authentication at-
tempts. If the number of failed au-
thentication attempts crosses a 
configurable threshold, all informa-
tion on the device is erased. 

A device wipe can also be done re-
motely if the device has the ability 
to communicate either over the 
wireless local area networks or 
wireless wide area networks. This is 
helpful especially if a device has 
been lost or stolen, and is deemed 
unrecoverable.  

However, care must be taken with 
the device wipe mechanism be-
cause if the codes used to perform 
the remote device wipe were to be-
come known, an intruder could use 
this security mechanism as a denial 
of service tool against the organiza-
tion by replaying it to a number of 
existing devices in use by other em-
ployees of the firm. 

Device Anti-Virus 

The spread of malicious code in-
cluding worms, Trojan Horse pro-
grams and viruses means that any 
gateway into an organization may 
be used to allow such programs into 
the organization’s internal network. 
Handheld devices can be such  
gateways especially if they are Web-
enabled. It is therefore vital that 
such devices install an anti-virus 
software which has been properly 
configured to the device. The soft-
ware should be configured to exam-
ine files as they are opened. In addi-
tion, an anti-virus software must be 
updated on a regular basis so that 
the latest signatures are always im-
plemented. To ensure a good over-
view, a central management system 
that can be used to configure how 
the software examines files and 
how often the updates are 
downloaded should be used. 

Integrity Management 

As an added protection from mali-
cious code and as a mechanism to 
control appropriate changes by le-
gitimate users, an integrity manage-
ment mechanism can be used to 
monitor the handheld device for 
unauthorized changes. When the 
device is first configured, crypto-
graphic checksums are taken of 
important system files and registry 
settings. Periodically, these check-
sums are recalculated and com-
pared to the originals. If they do not 
match, an unauthorized modifica-
tion has occurred.  

This information should be provided 
to the user as well as to the admin-
istrators of the devices so that cor-
rective action can be taken. 

Device Quarantine 

If an integrity violation is found on 
the device, this means that at a 
minimum, an unauthorized change 
has been made to the device.  

This change may potentially be the 
result of some malicious code. 
Given that malicious code can 
spread throughout an organization 
very quickly, it is important to pro-
tect the organization from a compro-
mised device. Therefore, any device 
that has an integrity violation should 
be quarantined or prevented from 
communicating with the organiza-
tion. This type of event should be 
logged so that the administrator will 
be able to identify what happened 
to the device. 

File Encryption 

Confidential information may be 
accessed if for example, an intruder 
guesses a password or is able to 
bypass the authentication mecha-
nism and gain access to the device 
or if the removable storage card 
that stores data is lost or stolen. File 
encryption should therefore be used 
in order to prevent this from hap-
pening. AES is recommended as a 
good choice for a strong encryption 
algorithm. 

Device Firewall 

As mobile devices get and enjoy bet-
ter connectivity (802.11 wireless 
local area network, GPRS or CDMA 
wireless wide area network, or Blue-
tooth enablement), handheld de-
vices will for sure be used on net-
works that are outside a firm’s pri-
vate, protected networks. The risk of 
attacks and attempted intrusions is 
therefore very high. 
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In order to prevent attacks on the 
devices, a device firewall should be 
implemented. In addition, the fire-
wall should be policy-driven so that 
organizations can configure appro-
priate policies for their devices. Ide-
ally, the firewalls deployed by or-
ganizations will allow central ad-
ministration. 

Event logs should also be kept and 
should be regularly uploaded to the 
system management console so 
that administrators can track attack 
activity. 

Virtual Private Network 

Organizations should also consider 
the use of a virtual private network 
(VPN) especially if mobile devices 
are used to communicate back to 
an organization while the user is not 

within the internal network of the 
company. The VPN should have a 
strong authentication mechanism to 
authenticate the user before being 
allowed to access systems on the 
organization’s internal network. 
Even if a two-factor authentication 
mechanism is not used, the user 
authentication should require 
strong passwords. The VPN itself 
should use strong encryption algo-
rithms. Split tunneling (where users 
are connected to the organization 
via the VPN and to the Internet at 
the same time) should not be al-
lowed as malicious attacks like Tro-
jans could slip in. 

Network Architecture 

The architecture of the network is 
another key concern for the overall 
security of an organization when 

handheld devices are to be used. 
Most of these devices will connect 
to a wireless local area network. 
These wireless network connections 
are potential entry points for intrud-
ers as well as legitimate users and 
thus any wireless network should 
not be connected directly to the or-
ganization’s internal network. In-
stead, all wireless networks should 
be connected through a network 
firewall. Users who must access an 
internal system should do so via a 
VPN connection through the firewall. 

By following and enforcing these 
mentioned best practices, we can 
all look forward to a safer mobile 
world. Remember, ‘prevention is 
always better than a cure’.◊ 

By Shanti Anne Morais 
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Mobile phones with built-in office 
and Internet functions, so-called 
smartphones, are enjoying growing 
popularity. This has naturally at-
tracted more and more hackers and 
virus writers especially since these 
devices, like PCs, have numerous 
security gaps, too.  

The dangers are manifold: Attackers 
can, for instance, read personal 
data such as contact and call lists, 
steal documents stored on the mo-

bile phone, or reprogram the device 
in such a way that it works like a 
bug which monitors the entire usage 
behavior of the owner, including 
telephone calls and sent and re-
ceived text messages. 

Fortunately, no one is defenceless 
or totally at the mercy of these 
malicious attackers as long as some 
simple advice is followed. The 
following applies to users of smart 
phones with the Windows Mobile 
operating system, but can be 
assigned for the most part to 
devices with other software, too.  

Don’t be frivolous 

Act with the same caution while 
surfing the Internet mobile as when 
using it on your regular PC. So do 
not download software from the 
Web indiscriminately. It is recom-
mended that you install only pro-
grams with a digital signature. Such 
a signature which involves going 

through a special certification pro-
cedure, confirms that it is about se-
rious software from commercial 
vendors. 

Don’t outsmart any security mecha-
nism 

 The programming interface (API) of 
the operating system Windows Mo-
bile allows ex factory only certified 
software with a digital signature. 
This system works well as long as a 
user doesn’t trying to install a 
signed program. 

This pre-adjustment can be avoided, 
for example, with the auxiliary pro-
gram SDA_ApplicationUnlock of No-
vosec, which disables the certifi-
cated checkups on mobile devices. 
But doing this creates a security 
risk, as then any other software can 
then be installed undetected on the 
mobile device. Therefore: hands off 
from such "workarounds" if you 
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want to keep your smart phone free 
of malicious programs.  

Use a process manager 

Process management software en-
ables you to search for suspicious 
processes on your mobile phone 
and to stop it if necessary. Due to 
hardware limitations only a limited 
number of processes can run with 
Windows Mobile.  

Make a note of these processes if 
you are sure that your phone is not 
infected. Should at a later date, a 
hitherto unknown process attract 
your attention, it could indicate a 
virus and you can stop the process. 

Use WLAN and Bluetooth sparingly  
Disable WLAN and Bluetooth if you 
are outdoors. These techniques for 
wireless data transmission at close 
range can be abused easily to dis-
patch viruses or other pests. In ad-
dition, so-called “sniffers” can inter-
cept confidential data in this way.  
Watch out for spontaneous data 
connections 

If you discover that your mobile 
phone connects without manual 
intervention (via GPRS, UMTS, etc.) 
to a mobile operator, it could be a 
sign that it is infected with a virus 
which results in data being 
transmitted to a foreign body. If this 
is the case, cut off the connection 
immediately and remove the 
malicious program by using for 
instance an anti-virus software.  

Make regular backups 

Whether or not your smart phone is 
for business or private use: One of 
the most important features on 
such a device is your contact list – 
so just think of the consequences if 
it lands in the wrong hands. There-
fore it’s recommended to save the 
stored data on the mobile device 
regularly. Should the device be in-
fected by viruses, it can be, without 
significant loss of data, set back to 
the factory defaults  thereby ridding 
it of malicious and pests.  

Save sensitive data outside of the 
cell phones 

T H E  P E R I L S  P O S E D  B Y  U S B  D E V I C E S  

Don’t save confidential files on the 
built-in memory of your mobile de-
vice, but on removable memory 
cards. Be aware that smart phones 
are in general not very safe.  
Install anti-virus software 

 Most large security providers have 
versions for mobile devices of their 
anti-virus solutions on offer. If you 
haven’t done it yet, install such soft-
ware. It is time that your smart 
phone enjoys the same protection 
as your desktop or laptop computer. 
In both cases: software, which re-
pels or blocks out viruses or other 
malicious programs so that they 
can’t reach the system, are more 
effective than those that clean al-
ready infected machines, as the 
subsequent virus revision isn’t al-
ways easy. You have the most effec-
tive protection, if you combine the 
mobile security solution with an 
anti-virus program for the PC - with 
active real-time test.◊ 

By Daniela La Marca 

Click here to return to the contents page 

continues on Page 15 

From Page 13 — How to protect your mobile device from attacks 

The humble yet often indispensable 
USB stick (sometimes known as 
flash or thumb drives has become 
ubiquitous in today’s business land-
scape. While it is a very handy tool, 
it also has a dark side to it, espe-
cially in the wake of new research 
which highlights the fact that many 
workers have no qualms with taking 
data from their current job over to 
their next workplace.  

According to a June 2007 Check 
Point Software survey in Europe, 
almost half of employees (85%)  
would take useful information and 
data with them to their jobs, despite 
74% of their organizations having a 
policy that specifically states that 
personnel are not allowed to take 

company information out of the of-
fice.  Worse still, the chances of any-
one in their present organization 
stopping them from doing so, is 
highly unlikely. 

In Asia, the same most likely holds 
true. USB devices are now more 
popular than ever with many able to 
carry more than 16 gigabytes of 
data – not bad for a device which is 
more often than not no bigger than 
one’s thumb! It is no surprise then 
that USB devices pose a serious 
security risk, with many organiza-
tions completely overlooking them. 
The security headache is com-
pounded by the fact that USB sticks 
are easy to get, feature ever-
increasing storage capacities and 

are so small, it makes them hard to 
be monitored. Thus, just like Tro-
jans, USBs and other storage de-
vices like the iPod and BlackBerrys 
are very often able to easily slip into 
the corporate environment without 
being noticed and without arousing 
suspicion or triggering security 
alerts.  

When it comes to mobile data secu-
rity policies, Check Point Software 
has seven tips on hand: 

• Include the management of all 
mobile devices in your company’s 
security policy 

• Ensure you educate your staff on 
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sit down at a computer – and just 
before someone questions the per-
son, construction or design data or 
expansion plans could be stored on 
a USB-stick so that the wrong hands 
could get hold of it. However, this 
shouldn’t condemn inherently the 
storage devices, rather clarify 
things:  

An IT security concept has to control 
all ports as well as all devices. Too 
far goes the rigorous locking, which 
can make daily work a hurdle-race. 
Rather it should be created and en-
forced, according to the needs of 
each department, a concept for indi-
vidual release. According to this 
principle the White List procedure is 
established: Each device and ac-
cess will be assigned to the appro-
priate staff and unlocked. 
 

Pro-activity is in great demand 
 

It is an important component of a 
safety concept, but of course does-
n’t replace the various other precau-
tionary measures. So the employees 
have to log off when they leave their 
work place, as if not it’s a release 
for uninvited visitors, too. The physi-
cal loss of a memory device should-
n’t be forgotten, too - so encryption 
of the device and password protec-
tion affects therefore particularly 

the mobile sector. In addition, regu-
larly updated anti-virus software 
and a firewall protects from threats - 
against which the White-List for mo-
bile memory is proved to be inade-
quate.  

However, a wise combination brings 
the best result: 

1. Recognition of each employee 

 Legal standards and corporate 
guidelines regulate the internal han-
dling of data. Especially the last-
mentioned policies define which 
employees or groups respectively 
are allowed to work with which ap-
plications and data.  So there is a 
theoretical basis for the use of pri-
vate equipment -digital cameras, 
iPods, etc.- and the professional use 
of for instance laptops.  

These policies often exist in written 
form and have been most probably 
even communicated on meetings or 
similar gatherings. But are the em-
ployees really aware of the impor-
tance of these rules? Do they per-
ceive it as harassment or as a use-
ful tool for data security? Many 
problems in the IT system don’t 
arise by deliberate manipulation, 
but by neglectful actions. So, the 
parallel implementation of the tech-
nological requirements is important, 
too. 

continues on Page 16 

B R I G H T E N I N G  U P  T H E  D A R K E R  S I D E  O F  T H E  M O B I L E  S P A C E  

We all know that there is always a 
positive and a negative view of all 
things - and this applies for mobile 
devices, too: Optimistically seeing 
the possibilities of the use of mobile 
storage devices such as USB sticks, 
iPods and PDAs are gigantic. Data 
can easily be transmitted and pro-
vides the requirements for a mobile 
workplace. But the negative side is 
an "open" network that in the ab-
sence of security precautions offers 
strangers and unauthorized people 
free access to the corporate Intra-
net, too. In case of too much good 
faith and trust the FireWire and USB 
ports are not protected and with 
small storage devices – which can 
even hide in a pen or watch - sev-
eral Giga-byte files can be 
downloaded easily only in seconds. 

Fact is that full control over all com-
puters at all times is almost impos-
sible. Anyone could for example en-
ter the company at lunch time and 

your company’s security policy, 
and that they are aware of the 
legal and security implications 
when download ing  data 
(especially sensitive and confi-
dential information) 

• Make sure your staff sign your 
security policy 

• When it comes to sensitive data 
which you do not want 

downloaded at all, block end-
points of your company’s com-
puters 

• Ensure that all USB sticks used 
by your staff are encrypted 

• Use encryption software that 
does not impair the use of the 
devices and make sure those 
employees cannot bypass the 
encryption—it therefore needs to 

be transparent to the users and 
quick and easy to use 

Above all, remember that security is 
a two-way street—you need to have 
your staff on your side, so comple-
ment sensible, workable policies 
with centrally controlled security 
technology combined with trust, 
education, and understanding 

By Shanti Anne Morais 

From Page 14 — The perils posed by USB devices 
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2. Controlled use of each unit of 
equipment at the right time 
  

An uncontrolled use of devices in-
cludes potential dangers - but how 
can you prevent that?  

One possibility would be, for exam-
ple, to provide access to the read 
mode of the CD drive only, for only 
by opening it do viruses get again a 
chance to infiltrate into the com-
pany, therefore it is important to 
encrypt and authenticate devices 
such as USB sticks.  

Even biometric methods are in-
creasingly on the rise, in particular 
with financial institutions. For other 
devices, such as printers, however, 
it makes sense to release them on 

weekdays for the business hours 
only. If it isn’t easy to identify the 
current requirements, the actual 
state can be recorded for a certain 
period. 

3. To each his own 
 

With the choice of the necessary 
operation equipment begins the 
precise allocation of staff and user 
groups. Using the software 
"Sanctuary Device Control" from Se-
cure Wave, for example, the White 
List technique can be implemented 
easily.  

It assigns individual devices to an 
employee in such a way that each 
person gets  specific permission to 
access the system after an appro-
priate authentication. The utilization 
concept has in addition to bear in 
mind that marketing, distribution 
and accounting have completely 
different requirements for data 
management.  

While in marketing for instance 
items such as cameras and MP3 
players are needed, the sales 
force’s priority is to bring data in a 
safe way to the customer and possi-
bly in real time back to the company 
and only a notebook and a modem 
are needed. In accounting, however, 
only certain programs are used in 
the office and home work is rather 
unusual.  

An implementation of the software 
to enforce the white list method is 
by definition possible, without hav-
ing to go live immedi-
ately. In this phase 
you may want to re-
view again whether 
the strategy matches 
with the practice.  

4. Staying in touch 
 

But this procedure is 
only as good as its 
implementation in practice. For this 
reason, background information has 
to be communicated to all employ-
ees - otherwise there is only confu-
sion when a device has be used and 
when use is rejected. In this case, it 
is also possible to design individual 
texts that give related information 
and for instance refer to a hotline of 
the IT department.  

Therefore it is not a question of in-
tolerance in controlling the ac-
cesses to external, portable storage 
devices, but more a question of tol-
erance in informing all involved per-
sons about the background of the 
new procedure and to make in this 
way, IT security a subject that con-
cerns all.◊ 

By Daniela La Marca 

Click here to return to the contents page 

From Page 15 — Brightening up the darker side of the mobile space 

http://www.mobilityworldcongress.com/page.cfm/Link=1/t=m/trackLogID=277991_0B3A3171BA
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Ashley Wearne 
Vice President, Australia, 
New Zealand, Southeast 
Asia, India, McAfee Inc. 
 

The Panelists: 

vendors have predicted that the 
threats are quickly becoming bigger 
and bolder than anything the indus-
try has seen so far and that mobile 
threats will continue to grow as plat-
form convergence continues. They 
point, for instance, at the use of 
smartphone technology which has 
played a pivotal role in the threat’s 
transition from multifunction, semi-
stationary PCs to palm-sized 
“wearable” devices. With increased 
connectivity through BlueTooth, 
SMS, instant messaging, email, 
WiFi, USB, audio, video and Web, 
there are more possibilities for 
cross device contamination.  

Thus, this issue, Asian e-Marketing 
decided it’s high time to train the 
spotlight on the highly interesting 
but often still little understood 
arena of "mobile security". 

We asked 8 selected representa-
tives of well-known companies in 
the Asia Pacific 8 questions touch-
ing various aspects of mobile secu-
rity and notebook/mobile phone 
protection.  

Thanks to this group of experts we 
are proud to be able to present you 
a representative view of the Mobile 
Security Market in Asia. 

V I R T U A L  R O U N D T A B L E :  8  X  8  T H O U G H T S  O N  M O B I L E  S E C U R I T Y  I N  A S I A  

Nowadays nobody can imagine eve-
ryday life without mobile devices 
such as laptops, mobile phones & 
co.—they’ve simply become an indis-
pensable part of our lives, whether 
personal, business or both. But just 
as with desktop computers, the Lilli-
putian world of mobile devices is no 
longer immune to malicious attacks. 
In fact, their very popularity is what 
makes them attractive targets for 
malware writers as well as for crimi-
nals scheming to make illicit profits. 

While mobile viruses and hacker 
attacks are still in their infancy, so-
lution providers, analysts as well as 

Dr. Kostas G Anagnostakis - Principle Investigator 
at A*STAR's Institute for Infocomm Research (left) 
& Mr. S.P.T.Krishnan  - Senior Research Engineer at 
A*STAR's Institute for Infocomm Research (right) 

Greg Schmidt 
Regional Technical 
Sales Manager, Enter-
prise Solutions Asia 
Pacific, Nokia 

Gregory Wade 
Vice President,  Singtel, 
Bharti & 3 Hong Kong 
Business Unit, Asia-
Pacific, Research In 
Motion 

Anthony Lim,  
Director Asia Pacific, 
Watchfire, Rational, 
IBM, Singapore & Sec-
retary, Security & Gov-
ernance Chapter, Sin-
gapore InfoComm 
Technology Federation 
(SiTF) 

Karthik Srinivasan 
Managing Director for 
Palm Inc. in Asia Pacific 

Robert Zhang 
Regional Manager of 
Motorola Global Security 
Services Asia-Pacific 
Region 

Patrik Runald, 
Senior Security Specialist, 
F-Secure Security Lab 
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V I R T U A L  R O U N D T A B L E  1  

W H A T  D O  Y O U  T H I N K  A R E  T H E  B I G G E S T  P R O B L E M S  A N D  R I S K S  I N  
D E A L I N G  W I T H  N O T E B O O K S ,  P D A S  A N D  M O B I L E  P H O N E S  -  A T  W O R K  
R E S P E C T I V E L Y ?  

Dr. Kostas G Anagnostakis - Principle Investigator at A*STAR's Institute for Infocomm Research & Mr. 
S.P.T.Krishnan - Senior Research Engineer at A*STAR's Institute for Infocomm Research 

Mobility is the key feature but also the likely source of big problems. A mobile device could, in principle, be 
protected in an enterprise setting using state-of-the-art firewalls, anti-virus, etc., but security policies measures 
may vary, while at the same time there are poorly-secured or even hostile environments such as public hot-
spots and home networks, which are almost certainly not secure enough. Inconsistent security policies are 
likely to set the stage for mobile malware. 

Furthermore, and in contrast to wired settings, mobile devices are power-constrained, and security functional-
ity may end up eating aggressively into the power budget. For instance in some cases crypto can be expensive, 
and antivirus will become increasingly expensive as the number of AV signatures increases. There is a real risk 
here that users will be reluctant to enable security features unless the perceived threat is significant. 

Finally, certain new attacks are unique to the wireless world and virtually nonexistent, extremely-difficult or 
already-solved in the wired world. Examples are man-in-the-middle-type DNS spoofing attacks which are effec-
tive in open wireless networks and less-prevalent in managed wired network. 
 

Greg Schmidt, Regional Technical Sales Manager, Enterprise Solutions Asia Pacific, Nokia 

Here in Singapore, with Wireless@SG, anyone with a notebook, PDA or mobile phone can get online through 
their laptops or PDAs wherever they are. For businesses, it means that the employee can log in from the air-
port; close business deals while on the move; access information whilst meeting a client at a cafe; exchange 
instant messages with co workers; conduct a conference call at the beach.  

The convenience to access information using wireless does have its issues, due to their very openness, Wi-Fi 
hotspots present a serious and complex set of security issues.  

With no encryption or filtering protections for users, most public hotspots are easy prey for cyber criminals. 
Hackers often lurk on public Wi-Fi nets, sniffing network traffic as it passes by for things like passwords, credit 
card numbers, or means of attacking devices that are using wireless. For example, they can also look for users 
who have turned on file sharing -- and get direct access to the locally stored data. This can allow access to key 
corporate assets and put your corporation at serious risk. 

At the same time, the security of that information, as well as the ability to manage access to, has never been 
more important. As mobile workers increasingly remotely access confidential information within an organiza-
tion’s IT infrastructure, corporations are faced with real security concerns. Critical corporate data is at risk. 
Questions arise over how mobile access to an organization’s network will be centrally controlled and whether 
secure remote access can be securely implemented and enforced. 

There are also issues of the end point devices being compromised when they are lost or stolen.  Examples in-
clude valuable corporate data being taken from lost or stolen devices or having the devices used for unauthor-
ized access of the corporate network.   

Research has proven that data breaches in business networks are on the rise, and the numbers will probably 
continue to rise due to the increasing focus by consumers, regulatory bodies and governments.  The changing 
threat that corporations face will require that they adapt to how they perform overall threat management. 
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Gregory Wade, Vice President of the SingTel, Bharti and 3 Hong Kong Business Unit, Asia-Pacific, Research In 
Motion 

Today, many workers are carrying mobile computing devices containing confidential and crucial business data 
such as contact lists, account passwords, e-mails records, SD and MicroSD cards and file attachments. With 
technology advancing at a rapid speed, the risks of leaving such devices unsecured will also increase. Com-
puter hackers are becoming more advanced, posing a significantly higher risk to business networks and data 
within the wireless realm. 

For instance, when a mobile device is lost or stolen, any business data it contains can be potentially jeopard-
ized. Additionally, many mobile devices now support multiple wireless interfaces, creating new attack vectors. 
This can result in a serious security breach where an organization is concerned. 

In order to manage and secure data so that information leakage can be prevented, companies need to define 
which mobile devices are allowed and under what conditions. Investing in a secure, holistic solution that allows 
for stringent security measures and practices is necessary to safeguard crucial company data from computer 
hackers and everyday potential accidents as is end user education relating to protection of corporate assets 
and information. 

The  BlackBerry solution platform offers several critical features that make it the choice of mobility solution for 
the enterprise, notably: security, push-based architecture; support of all three leading enterprise messaging 
platforms; device, network and platform management through a centralized console; easy-to-use device design 
with outstanding battery life; and global carrier partnerships with extensive roaming coverage.  

Support for IBM Lotus notes email encryption and IT policy enforcement options are available on the BlackBerry 
solution platform to ensure maximum security from our industry-leading solutions. Via add-ons to the product, 
the BlackBerry platform can support industry standards such as S/MIME, PGP and SmartCards. Code signing 
and digital certificates can also be implemented to manage access to specific sensitive programs through the 
use of server-side software and public and private signature keys. 

It is a fact that professionals are becoming more mobile than before, and mobile solutions will continue to 
thrive. With globalization of business a reality, RIM anticipates enterprise mobility to become a core develop-
ment for companies across the globe with security of devices & data a paramount consideration. 
 

Anthony Lim, Director Asia Pacific, Watchfire, Rational, IBM, Singapore & Secretary, Security & Governance 
Chapter, Singapore InfoComm Technology Federation 

Problems faced include the following: 

Notebooks – virus/worm/trojans, hacking in / session hijacking / data theft via internet, Bluetooth  devices - 
(bluejacking), loss/theft of equipment – data gives thief a field day 

PDAs – virus/worm/Trojan (rare, but they connect to internet for surfing nowadays), bluejacking, loss/theft of 
equipment 

Mobile Phones – (depending on whether it’s a smartphone that surfs the net via WiFi or GPRS) – virus/worm/
Trojan (rare), bluejacking, loss/theft of equipment 

The most important security element is personal discipline and vigilance – update the software, take precau-
tions, take care of the equipment, don’t be careless or lazy, do lock or keep data away.  The reason I have a job 
in security today is that people don’t care … 
 

Karthik Srinivasan, Managing Director for Palm Inc. in Asia Pacific 

In many ways, security risks for mobile computing are similar to those for other computing platforms. There are 
the usual concerns of protecting data, authenticating users, and shielding against viruses and other malicious 
code.  

continues on Page 20 
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But because of their mobility and compact size, smartphones and handhelds present some additional chal-
lenges:  

Smartphones and handhelds are more easily lost or stolen than laptop or desktop computers. Some studies 
indicate that up to 30% of handhelds are lost every year (SANS institute). 

Users often treat smartphones and handhelds as personal devices and must be trained to consider the secu-
rity risks when they use these devices to access corporate data and networks. Because smartphones and 
handhelds frequently connect wirelessly, robust wireless security becomes essential. 

Fortunately, a wide selection of robust security solutions makes it easy to protect device data and mobile ac-
cess to corporate networks. In fact, common security practices and architecture for smartphones and hand-
helds often are more robust than what is typically used with laptops and desktops.  

Also, database encryption is a standard safety measure with mobile devices and readily available for Palm’s 
product portfolio - but not with laptops. Even if the device is stolen, the data cannot be read from the hard 
drive without the decryption key. Strong security is multi-layered and must be woven into the very fabric of an 
organization.  
 

Robert Zhang,  Regional Manager of Motorola Global Security Services Asia-Pacific Region 

The mobile workforce has created a new business environment; one where the growing usage of open plat-
form mobile devices has greatly increased the security risks to corporations. One of the key issues is that 
data/IP technology, by its inherent design, has increased the potential likelihood for hacking and intrusion– 
ranging from various issues of data privacy, for both consumer and enterprises.  

On the service side, operators must ensure that their customers’ data is protected along with their own infor-
mation, assets, intellectual property and brand.  It is critical to work with a world class security service provider 
who understands the unique mobile environment, as well as traditional PC/landline environment, from a holis-
tic perspective (people, processes, technology). 
 

Patrik Runald, Senior Security Specialist, F-Secure Security Lab 

There are several security risks that must be considered when businesses incorporate notebooks, PDAs and 
mobile phones within their information network infrastructure. Some of the key mobile security concerns in-
clude malicious software, physical loss of device, exposure of critical and sensitive business information, un-
authorized network penetration and unsigned applications.  
 

Ashley Wearne, Vice President, Australia, New Zealand, Southeast Asia, India, McAfee Inc.  

The biggest challenge for businesses today is data protection and management. With the proliferation of lap-
tops and mobile storage devices, enterprises are struggling to find ways to protect and manage their data. 
They know that data, in particular on laptops, devices such as USB keys, PDAs and mobile phones, is easy to 
lose, easy to steal and easy to transfer without authority. The risks and problems of data loss through these 
devices increase by the day. To understand the potential impact, just consider that a typical Fortune 1000 cor-
poration loses one laptop every day. 

A critical pain point for enterprise customers is the loss of confidential and proprietary information when the 
mobile device is stolen or lost.◊ 



V I R T U A L  R O U N D T A B L E  2  

W H A T  C A N  I N  G E N E R A L  B E  D O N E  T O  B E  P R O T E C T E D  F R O M  T H R E A T S  
O F  D A T A  E S P I O N A G E ,  M A L W A R E ,  A N D  O T H E R  A T T A C K S ?  A R E  P E R -
S O N A L  F I R E W A L L S ,  V I R U S  P R O T E C T I O N ,  A N D  H A R D  D I S K  E N C R Y P T I O N  
S U F F I C I E N T ?   
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Dr. Kostas G Anagnostakis - Principle Investigator at A*STAR's Institute for Infocomm Research & Mr. 
S.P.T.Krishnan - Senior Research Engineer at A*STAR's Institute for Infocomm Research 

New and evolving threats are very likely to require new defenses, perhaps even fundamentally different from 
the ones we are used to in the non-mobile world. For example, OEMs are currently porting existing defenses 
from the desktop world to the mobile domain. We feel there is a need for more work in this area both to ad-
dress new and emerging threats specific to the mobile domain and also to make existing defenses more bat-
tery friendly. 

Since the threat landscape and attack vectors are evolving, users should not feel complacent just because 
they have the latest anti-malware product. Users need to be “street smart”, steer clear of social engineering 
attacks, and be aware of the environment in which they operate their mobile devices. 
 

Greg Schmidt, Regional Technical Sales Manager, Enterprise Solutions Asia Pacific, Nokia 

There is no single solution that will provide complete protection from all threats.  Mobility adds additional 
threats and risks that need to be addressed.  The best approach to protect your enterprise from these attacks 
includes following a defense in depth approach to security.  This defense in depth approach involves securing 
your network perimeter, thoroughly inspected application traffic for intrusion or attack, monitoring traffic flows, 
encrypting remote communications, encrypting locally stored data, endpoint protection (for anti-virus and mal-
ware) and user authentication.  To make sure that you are applying defense in depth in a repeatable and veri-
fiable manner, it is also important to make use of products that provide central management. 
 

Gregory Wade, Vice President – Singtel, Bharti & 3 Hong Kong Business Unit, Asia-Pacific, Research In Motion 

There is no doubt that security is a top concern for businesses. 

In order to stay competitive, businesses today see the increasing need for a wireless solution that is support-
able, reliable, proven and will meet the specific needs of their employees. With confidential and crucial corpo-
rate data at risk, organizations will want to exercise a certain level of control over what is being disseminated.  

The easiest way to go about this is to consider analyzing security from a technical and TCO standpoint. For ex-
ample, you can consider the following: 

• Establishing a robust security platform to limit viruses and Trojan horses from plaguing the enterprise’s com-
munication systems. 

• Enforcing the use of a managed control point for security behind the corporate firewall. 

• Setting policies so that users authenticate themselves at the wireless device level. 

• Ensuring transmissions are secure from end to end and data is not de-crypted along the way. 

• Using automatic control and intervention mechanisms to keep the TCO of the wireless solution down and the 
manageability high. 

• Content, application and SD/MicroSD card encryption 

 
continues on Page 22 
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For instance, the BlackBerry platform provides end-to-end security with Advanced Encryption Standard (AES) 
and Triple Data Encryption Standard (Triple DES) incorporated into the BlackBerry platform. These help ensure 
the confidentiality and integrity of wirelessly transmitted information from behind the firewall to wireless de-
vices in the field.  For protecting data on the device, BlackBerry smartphones support Content Protection, 
which automatically encrypts data that determines to be sensitive, e.g. emails, browser cache, and address 
book entries once the function is enabled on the device. This prevents someone with physical access to a sto-
len BlackBerry handheld from connecting it to a PC and extracting sensitive data. 

In addition, the BlackBerry Enterprise Server provides support for more than 100 over-the-air wireless IT poli-
cies and commands that enable IT administrators to wirelessly enforce security settings and meet even the 
most stringent IT requirements. This allows the organization to manage usage of the device easily and ensures 
that data is kept secure.  

The BlackBerry platform also allows mobile users to encrypt information stored on external storage drives 
found within the BlackBerry smartphone, such as the MicroSD card. The BlackBerry smartphone is designed 
to encrypt multimedia data that it stores on an external memory device according to the External File System 
Encryption Level IT policy rule or a corresponding BlackBerry device setting.  As such, the level of security set-
tings can be customized accordingly to ensure that information is safely stored and can be protected against 
data theft in the event of a lost or stolen handset. 
 

Anthony Lim, Director Asia Pacific, Watchfire, Rational, IBM, Singapore & Secretary, Security & Governance 
Chapter, Singapore InfoComm Technology Federation 

Personal firewalls, antivirus and anti-spyware software solutions – installed and constantly updated – are a 
basic must. 

Hard disk encryption is something relatively newer so it’s not so common although some companies already 
use it as a standard, though it’s cumbersome– on the other hand it’s useful to protect against cases of loss or 
theft of equipment – at least the data remains safe.  Other companies use system bios -password lock (on top 
of o/s password lock). 

For cases of PDA and phone, the next best bet is security key lock with auto-timed-on (e.g. after 45 seconds of 
inactivity). While this may be on the cumbersome side, at least your data is protected in cases of theft or loss.  
The problem today with some new and advanced Nokia phones using the Symbian O/S 9 (e.g. N73, E61, E65) 
is that the data is stored on the phone such that if the SIM card is taken out, although the phone cannot be 
used, the data previously stored on the phone can be viewed or edited as if the SIM card is still in.  Normally 
and especially in the past, when the SIM card of a GSM mobile phone is removed or deactivated/locked, the 
data on the phone cannot be viewed.  So looks like there is a basic security issue here … so those using Sym-
bian OS/9 equipment and have lots of private or corporate data stored (calendar, memo, address book) 
please chain the phone to your wrist! 
 

Karthik Srinivasan, Managing Director for Palm Inc. in Asia Pacific 
Some threats need to be protected by antivirus, firewall, anti-SMS spam, and data encryption technologies – 
not only for the device itself, but also to safeguard the user’s company to prevent possible organizational se-
curity breaches. For example, the VPN capabilities of Treo Smartphones ensure secure access to company 
networks. 
A layered approach to security will not only mitigate the unique security risks of mobile devices, but can also 
enable companies to more easily and cost-effectively comply with internal security policies and external regu-
lations. 
On the other hand, company security policies and first and foremost user behavior, are playing a key role in 
ensuring mobile security – similar to approaches for non-mobile IT environments.  
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For mobile devices, there are four main areas that should be addressed: 

• Mandate authentication 

• Encrypt sensitive data 

• Back up data regularly 

• Establish procedures for revoking access permissions 
 

Robert Zhang, Regional Manager of Motorola Global Security Services, Asia-Pacific Region 

Firstly, we need to understand that the technology is only part of the solution. The technology must be updated 
constantly to keep up with the evolving mobile threats of data espionage, malware and other attacks. Based on 
the Motorola security service customer engagement experience, the majority of security issues are the result of 
human factors and operational weaknesses. Therefore, it is essential to invoke a holistic approach when deal-
ing with today’s growing security challenges. Corporations are encouraged to first build up a security framework 
for mobile security that encompasses people, policies, processes, and technologies. 
 

Patrik Runald, Senior Security Specialist, F-Secure Security Lab 

Generally, enterprises can protect themselves from such risks by implementing comprehensive security solu-
tions which offer firewall protection, intrusion detection, anti-virus and pro-active defense mechanisms against 
zero-day attacks or unknown malware. Businesses should adopt a layered approach to security by implement-
ing remote worker access with passwords, SSL encryption and two-factor authentication. Strong and clear com-
pany polices regarding security and use of mobile devices should also be established and communicated 
throughout the organization, together with adequate user education on best-practices. 

Externally, the security perimeter of the corporate network can also be extended by partnering or working with 
Internet Service Providers (ISPs) who can provide internet services with enhanced security. 

In addition, ensuring that all software used, especially in notebooks, is up-to-date with the latest version is be-
coming increasingly important as more and more malicious code is being installed by using vulnerabilities in 
software, both in Windows and other software. 
 

Ashley Wearne, Vice President, Australia, New Zealand, Southeast Asia, India, McAfee Inc.  

With more platform consolidation, connectivity, bandwidth and powerful new device capabilities, the mobile 
environment is increasingly a target for malicious attacks. There is a shift from mere vandalism to more sophis-
ticated, social engineered-for-profit malware, such as SMiShing (phishing via SMS) and spyware (MobiSpy) on 
mobile phones. New threats are also targeting beyond just smartphones; they are using widely deployed ser-
vices like text messaging or phone features. 

In the context of these evolving security threats, McAfee recommends a comprehensive security solution to the 
mobile operators and enterprises. McAfee’s Mobile Security Risk Management provides comprehensive protec-
tion for the network, devices, content and applications, and recovery services from malware attacks.  

McAfee recently acquired SafeBoot, a leading enterprise-class security software vendor for data protection. 
SafeBoot provides full disk data encryption software across a variety of platforms. It offers file encryption, 
folder encryption, port and device control, and USB storage encryption.  

With SafeBoot’s powerful endpoint encryption technologies and McAfee’s capabilities in data loss prevention, 
we are able to build powerful solutions for enterprise customers covering all aspects of mobile data security, 
including data-at-rest, data-in-use and data-in motion.◊ 

continues on Page 24 
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W I L L  T H E  L A B O R  A N D  P R O J E C T  M A R K E T  I N  T H E  N E A R  F U T U R E  C O N -
S I S T  O F  S M A L L  E F F E C T I V E  G R O U P S  A N D  T H E R E F O R E  M O S T  P R O B A B L Y  
D E V E L O P  M O R E  M O B I L E  T E A M S ?  I N  Y O U R  O P I N I O N ,  W H A T  W I L L  T H E  
F U T U R E  O F  M O B I L E  C O M P U T I N G  L O O K  L I K E ?   

Dr. Kostas G Anagnostakis - Principle Investigator at A*STAR's Institute for Infocomm Research & Mr. 
S.P.T.Krishnan - Senior Research Engineer at A*STAR's Institute for Infocomm Research 

We see an increasing trend on the emphasis of mobility both among workers and application developers in 
urban centers like Singapore. The trend is to carry smaller and smaller yet  more powerful gadgets and always 
remain connected, enabling the access of company information from anywhere. 
 

Greg Schmidt, Regional Technical Sales Manager, Enterprise Solutions Asia Pacific, Nokia 

According to the latest research findings of a recent survey on business mobility commissioned by Nokia, or-
ganizations and prosumers across Asia demonstrated strong adoption of mobile solutions for communication 
and collaboration.  

Mobility affects many areas in an organization, but the greatest changes happen in your workforce that can 
benefit most by being mobile. What are the top people considerations with regard to mobility? We have found 
that the following factors are critical for any mobility initiative: 

• Understanding the workforce and how they really work 

• Understanding how mobility affects the workplace 

• Understanding how to manage a mobile workforce 
Accounting for user perspectives in early planning stages is an excellent way to garner support, ensure better 
adoption and increase overall success for any mobility initiative. One of the best methods is to initiate activi-
ties that investigate and document workers’ daily routines, work styles, typical work environments, information 
access needs, productivity barriers, and device constraints. This part of planning helps you ensure a better 
user experience. 

Mobility expands what has traditionally been referred to as the workplace because it separates location from 
information access. This change is creating a new way of working where people can do their jobs from practi-
cally anywhere. This means organizations will need to rethink how to make place really perform for their work-
ers – regardless of where they are.  

We believe the best practice in deploying mobility lies in recognizing and supporting emerging work practices, 
through providing a variety of places for collaborative and individual work, both in the office and beyond. Com-
bining the choice of place with available technology, mobile work policies, and team dynamics that embrace a 
“work anywhere” culture, will let you begin to truly support the new mobile work paradigm. 

Mobile workers will also find ways to use the tools and technologies for their personal benefit; however, or-
ganizations can help clarify how these new work practices will benefit the overall organization by adapting and 
evolving management styles and performance measurement, developing a sense of trust between boss and 
subordinate in a virtual situation, and identifying best candidates for mobile positions.  This will ensure that 
mobility is aligned with delivering real value to the business. 

Organizations also need to consider the change in team dynamics as traditional teams move to mobile work 
patterns. What are the options for maintaining the informal communication that typically happens in the of-
fice? How do you avoid limiting morale and productivity for people who feel that they could work in a mobile 
way but do not have that option? On the other hand, how do you motivate people who do not want to work in a 
mobile way? 
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Embedding mobility into the fabric of an organization involves changes in the definitions of and relationships 
between work, worker and workplace. The important thing to remember is that the more organizations under-
stand mobility and how it can work best to enhance their business, the better they will be able to anticipate and 
plan for its effects. 
 

Gregory Wade, Vice President – Singtel, Bharti & 3 Hong Kong Business Unit, Asia-Pacific, Research In Motion 

At RIM, we believe in giving the market and our customers the very best in technology and product aesthetics. 
We listen to our customers, and seek to deliver devices and services that reflect not just their work-style, but 
their life style as well. One good example of this is our recent announcement, where we introduced Facebook 
as an application for BlackBerry smartphones. This means consumers can now get fast, streamlined and opti-
mized mobile access to the popular Facebook social utility using a BlackBerry smartphone.  

We constantly invest on R&D to maintain our market leadership and innovation in this space to bring the best 
of breed product features that caters to the specific needs of each consumer group. We do foresee multimedia 
functions as well as WiFi and GPS support coming up to play a bigger role within the BlackBerry solutions plat-
form. The BlackBerry platform is also an applications and solutions platform that is built on industry-based 
open standards. The BlackBerry applications and solutions platform is driving more value and benefits for both 
enterprise and individual customers. We have an extensive ecosystem of applications development partners 
worldwide. Enterprise and individual customers are able to take full advantage of third-party applications avail-
able in the market. In addition, the Mobile Data System (MDS), which is based on the BlackBerry architecture, 
provides a set of holistic tools in a powerful yet user-friendly environment, enabling enterprises to develop data 
applications and allows for a holistic environment in which collaboration across various work groups can be 
easily obtained. Aside from email and personal information management, the BlackBerry solution can be easily 
integrated with applications such as corporate instant messaging, IBM Sametime, Lotus Notes, Microsoft Live 
Communications Server, and Internet and Intranet access.  

The BlackBerry solutions platform also allows mobile users to update real-time web based project management 
applications, such as order entry, Enterprise Resource Planning, field service and Customer Relationship Man-
agement tools. By adopting a mobile approach and allowing access to these programs while on the go, compa-
nies can boost worker productivity, reduce costs and improve customer service through increased responsive-
ness. Mobile professionals can access and prioritize critical data from just about anywhere, with minimal down-
time. 
 

Karthik Srinivasan, Managing Director for Palm Inc. in Asia Pacific 

According to IDC, mobile computing will continue to grow: 65% of the US work force is now mobile. Email is also 
the lifeblood of most companies and there are 30 million corporate wireless email-boxes in 2007 – that is only 
approximately 3% of total email accounts and this figure is expected to increase rapidly in the coming years. 
 

Robert Zhang, Regional Manager of Motorola Global Security Services Asia-Pacific Region 

Wireless technology can provide numerous benefits in the business world. By deploying wireless networks, cus-
tomers, partners, and employees are given the freedom of mobility from within and from outside of the organi-
zation. This can help businesses to increase productivity and effectiveness, lower costs and increase scalabil-
ity, improve relationships with business partners, and attract new customers.  

Small entrepreneurial workforces are one of the fastest growing segments in today’s global labor market. 
These entities, in addition to large global corporation resulting from mega mergers, will continue to take on new 
security challenges and issues every day as they expand into global markets and become more mobile. As a 
result, a world class security consulting organization needs to understand and serve multiple markets, in order 
to fully address the wide range of security issues and needs. 

continues on Page 26 
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Dr. Kostas G Anagnostakis - Principle Investigator at A*STAR's Institute for Infocomm Research &  

Mr. S.P.T.Krishnan - Senior Research Engineer at A*STAR's Institute for Infocomm Research 

Ad-hoc freelancer teams are likely to become more prevalent, and both personal and enterprise-level security 
policies need to adapt to the new constraints and the new opportunities. Supporting such “dynamic coali-
tions”, potentially short-lived, has been a research challenge for many decades now. We foresee that the next-
generation security infrastructure will require in-network, enterprise-level and end-host protection measures to 
coordinate amongst themselves. For example, within A-STAR, we have been exploring ways to dynamically 
compensate for weak public hotspot security for road-warrior devices, as part of the cyb.air.sec project. 
 

Greg Schmidt, Regional Technical Sales Manager, Enterprise Solutions Asia Pacific, Nokia 

An organization must address all the factors that revolve around an effective mobility strategy covering every-
thing from policies, infrastructure to devices. In order to overcome the challenges, the organization must as-
semble systems and business processes that help it meet organizational goals and objectives while maximiz-
ing security. To successfully embed mobility in the fabric of a business involves understanding how people, 
processes, and technology interact to get work done. Consider, for example, each area’s perspective on what 
a mobility solution should provide: 

• People: Appropriate and easy access to information and applications regardless of location, time of day or 
device. 

• Processes: Cost-effective solutions that improve process efficiency and meet business objectives like im-
proved customer satisfaction or reduced operational costs. 

• Technology: A scalable, secure, and interoperable infrastructure that meets business and worker needs all 
of these perspectives are appropriate and must be accounted for in a successful mobility initiative. 

Ashley Wearne, Vice President, Australia, New Zealand, Southeast Asia, India, McAfee Inc.  

I think we see this unfolding right now – business is becoming a more integrated part of our lifestyle, rather 
than a separate activity. It is commonplace to access phone calls, sms and email for example, all from hand-
held devices, in any place, in any country.  In fact, it is a shock on occasions when you find you cannot do so. 
However, if you step back, you soon realize how much sensitive information you now have on that handheld 
device (personal passwords, bank account numbers, not to mention the data in the emails). 

Today, there are over one billion mobile handsets shipping annually and more than 2.7 billion global mobile 
subscribers. Mobile communications services are expanding globally with increasing functionality. With the 
explosion of mobile computing, mobile threats will develop rapidly, posing huge risks to business. 

Demand for mobile security solutions will accelerate. IDC predicts the worldwide mobile device security market 
to grow by a compounded annual rate of 35%. Within this market, the mobile secure content and threat man-
agement submarket, which includes encryption for mobile devices, is expected to grow at a compound annual 
rate of 39%.◊ 
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O F T E N  M O B I L E  T E A M S  I N  T H E  F I E L D  O F  I T  S E C U R I T Y  D E P E N D  O N  T H E  
S E R V E R  S T R U C T U R E  O F  T H E  C O M P A N Y  –  T O  E N C R Y P T  T H E  H A R D  D I S K  
( A S  T H E  S Y S T E M  P R O G R A M S  A R E  M A I N T A I N E D  B Y  T H E  I T  D E P A R T -
M E N T ) ,  T O  P R O V I D E  A N T I - V I R U S  U P D A T E S ,  A N D  T O  S Y N C H R O N I Z E  
S A F E L Y  C O N T A C T  A N D  A P P O I N T M E N T  D A T A .  F R E E L A N C E R S  A N D  T H E  
C L A S S I C A L  P R O J E C T  “ L O N E  F I G H T E R ”  A R E  I N  T H I S  C A S E  V E R Y  B A D L Y  
O F F .  W I L L  T H I S  C H A N G E  I N  T H E  F U T U R E ?  W H I C H  C O N C E P T S  F O R  T H I S  
P U R P O S E  A R E  Y O U  P U R S U I N G  O R  P L A N N I N G ?  



Page 27 S P E C I A L  

From Page 26 — Virtual Roundtable: 8 x 8 thoughts on MOBILE SECURITY IN ASIA 

There are many ways to manage and secure mobile devices – most importantly, organizations need to ensure 
that they can remotely erase data if a device is lost or stolen. Organizations would also want a mechanism for 
extracting data from the devices to store within the corporate network for backup purposes.  

The next step is to employ network authentication. Only authorized and authenticated users can be allowed to 
access information or corporate services. Mobile access technologies also need to provide confidentiality, to 
prevent unauthorized parties from eavesdropping or interpreting the transferred information. Secure links must 
be retained when the network changes.  

In addition, the devices must have security tools in place to protect all forms of mission-critical data. A trusted 
device is a result of several components including a secure operating system and a means to centrally manage 
it. This is enhanced by SIM and other hardware related security features. In addition software solutions are used 
to prevent and mitigate the kind of threats associated with the Internet. Enhanced security solutions are emerg-
ing for the mobile business environment: examples include mobile device anti-virus software, VPNs (Virtual Pri-
vate networking), firewalls, intrusion prevention and anti-spyware systems. 

Communicating and educating the users is also extremely important. If organizations have narrowed down their 
choices to specific devices, let the employees know and explain the reasons. Also, share information with them 
about what organizations or IT departments believe to be threats. Let users know the benefits of purchasing and 
managing all devices through the company, reducing the hassle for them in negotiating their own contracts and 
dealing with hardware and software problems. Creating acceptable-use policies (AUP) that outline standard plat-
forms and procedures will help put everyone on the same page.  
 

Gregory Wade, Vice President – Singtel, Bharti & 3 Hong Kong Business Unit, Asia-Pacific, Research In Motion 

To stay ahead, organizations need to plan carefully and consistently with future data and communications 
needs firmly in mind. At all levels of their infrastructure, they must support a communications network that is 
manageable, secure, reliable and, as a safeguard to remain future proof, scalable to ensure that the needs of 
staff, customers, and other stakeholders are easily met.  

The BlackBerry Enterprise Solution, for example, is a robust and secure platform that acts as the centralized link 
between wireless devices, enterprise applications and wireless networks to provide a proven, secure architec-
ture for wireless communications and corporate data to mobile professionals. It comes incorporated with Ad-
vanced Encryption and Triple Data Encryption Standards to ensure that wireless email and other corporate infor-
mation is securely transmitted.  It gives the IT department complete control over what the user is permitted to 
perform on their device and which applications are allowed there as well. 

Additionally, the BlackBerry Signing Authority Tool available on the BlackBerry solutions platform can help pro-
tect access to the functionality and data of third party applications by enabling corporate developers or adminis-
trators to manage access to specific sensitive Applications Programming Interfaces and data stores through the 
use of server-side software and public and private signature keys.  

Code signing and digital certificates can also be implemented to manage access to specific sensitive programs. 
For example, to help protect specific corporate BlackBerry Mobile Data System Studio applications from tamper-
ing, corporate developers can sign an application bundle with a digital certificate described by an alias. They can 
use either a trusted certificate authority or a generated (self-signed) certificate. 

For freelancers or project “lone fighters” who traditionally work silo, the BlackBerry solutions platform offers a 
host of features that are secure yet help encourage interaction with their contacts. For example, BlackBerry 
smartphones support Content Protection, which automatically encrypts data that determines to be sensitive, e.g. 
emails, browser cache, and address book entries once the function is enabled on the device. This prevents 
someone with physical access to their handheld from connecting it to a PC and extracting sensitive data. The 
BlackBerry solutions platform offer end user authentication to provide sender-to-recipient security, from the mo-
ment a message leaves a BlackBerry smartphone to the moment it reaches its destination. This ensures that 
the message cannot be read or modified anywhere along the way. Applications such as Instant Messaging can 

continues on Page 28 
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be used with peace of mind, with the security features on BlackBerry solutions platform ensuring that confi-
dential information shared over-the-air is not compromised. 

Mobile users accessing confidential and crucial information while on the go can be assured that data is kept 
secure via SSL encryption utilizing TCP/IP technology. Users should also be aware of prevalent threats that 
can take place in a mobile working environment, such as information theft or computer hacking, and deploy a 
secure, holistic end-to-end solution that will prevent loss of data in the event of property loss, or in the on-
slaught of malicious attacks from computer viruses or hackers. 
 

Anthony Lim, Director Asia Pacific, Watchfire, Rational, IBM, Singapore & Secretary, Security & Governance 
Chapter, Singapore InfoComm Technology Federation 

The reason the server does this for the employees’ equipment as a matter of policy enforcement, is that the 
company cannot depend on the good faith of the respective employees to do these vigilantly and diligently by 
themselves on a day-to-day basis.  At the same time, centralized server-pushed security policies also provide 
identity management and authentication services – to ensure that the people with the appropriate permis-
sions can easily access certain servers, services, resources and databases to do their work, while those with-
out the respective permissions cannot access the wrong areas. 
 

Karthik Srinivasan, Managing Director for Palm Inc. in Asia Pacific 

Basically these scenarios require a multi-dimensional solution, where all the different parties involved in mo-
bile communication have to contribute: 

• What can the company / network do – e.g. through enforced security policies and user trainings? 

• What should and can the individual to – independent of his company? 

• What can network providers and content providers do – e.g. virus protection, content verification? 
You can run antivirus software at all levels, from a gateway to a workstation, but ideally you still need central 
management to know what protection you have and whether it's working. 
 

Robert Zhang, Regional Manager of Motorola Global Security Services Asia-Pacific Region 

New business demands may have a vast number of contractors and 3rd party agreements added to the exist-
ing business process to increase the productivity and decrease the production cost. Such a transformation 
can certainly change the way of an enterprise’s connection to work and the Internet from a networking per-
spective, which will further create the desires of changes to the existing business processes and the opera-
tional security policies.  The shift as such will probably mean that mobile workers, employee or contractor, will 
need to play a more important role for the configuration of their endpoints and meeting necessary security 
compliance requirements to gain access to the data and systems they use today.  

There are potentially a few different ways to support today’s new business model. Virtualization is one that can 
leverage the computing resources and build a hardened end user "PC" in a virtualized environment so that a 
mobile worker can get a better performance than what is expected via server based computing. The Internet 
based mobile computing will become more attractive as well from the IT governance level where a mobile 
worker can use different connections to the enterprise internal network and external hosting services. In addi-
tion, to make the network more adaptive to the business needs, a mobile worker may be placed in a prede-
fined E-zone; i.e. a logical group of users, software applications and systems that have similar connectivity and 
level of protection. E-zone can improve security control and only allow a mobile worker to access necessary 
data and services for performing job functions.  
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H O W  S H O U L D  M O B I L E  W O R K E R S  P R O T E C T  T H E M S E L V E S  W H E N  U S I N G  
A N  E X T E R N A L  N E T  S E R V I C E ?   

Page 29 S P E C I A L  

From Page 28 — Virtual Roundtable: 8 x 8 thoughts on MOBILE SECURITY IN ASIA 

Patrik Runald, Senior Security Specialist, F-Secure Security Lab 

The threats are becoming more and more complicated every day and it takes more and more expertise and skills 
to protect yourself against them. I’m a firm believer in security-as-a-service which is what we’re moving towards. 
Security will become as simple, natural and accessible as utility services such as water and electricity. Once 
you’re online, it will be there. You don’t have to worry about maintaining it as your ISP or security provider will do 
it for you automatically as part of the service. This is so that you can focus on what you want to do, which in most 
cases is not to keep track of security issues. 
 

Ashley Wearne, Vice President, Australia, New Zealand, Southeast Asia, India, McAfee Inc.  

McAfee’s acquisition of SafeBoot gives us the capability today to provide high quality protection for the enter-
prise. As we have do with our other security technology, we now have the opportunity to explore how this can 
translate into simple to use products for the consumer space and ‘”lone fighters”. The support issues are a little 
different (e.g. nobody wants to encrypt all their information and not be able to recover it if they lose the pass-
word) but we agree the need will be there.◊ 

continues on Page 30 

Dr. Kostas G Anagnostakis - Principle Investigator at A*STAR's Institute for Infocomm Research & Mr. 
S.P.T.Krishnan - Senior Research Engineer at A*STAR's Institute for Infocomm Research 

An understanding of threats pertinent in such networks is paramount; they are usually classified as active and 
passive. Passive threats involve eavesdropping of information and are difficult to detect. Active attacks involve 
the re-routing of information through the attacker, an example being Man-in-the-middle attacks. 

When using such networks, it is recommended to take a defensive posture. For example, one should never 
connect to an open access-point (AP) with an unknown or unrecognizable name, ad-hoc mode APs. Further-
more, one should use firewall, VPN software and secure HTTP as much as possible, and avoid services that 
demand private details over plain HTTP. 
 

Greg Schmidt, Regional Technical Sales Manager, Enterprise Solutions Asia Pacific, Nokia 

Today, mobile devices have powerful computing facilities and are facing similar security threats to those of 
personal computers. Malicious programs such as viruses, worms, and Trojan horses will likely become more 
prevalent as the world of mobility expands. For this reason, it is clear that mobile devices in general will likely 
follow the same security principles as the PC industry. 

There are two basic approaches to protecting mobile users when accessing external services. The first is 
through technical controls and the second is through user education 

Technical controls include protecting the endpoint (through local anti-virus), scanning the web addresses 
(URLs) and data that is accessed for harmful or unapproved content (using proxy), and ensuring that you en-
force device security by applying a security policy to the device. 

End user education includes making sure your users are behaving in a way to reduce the risks associated with 
using an external service.  This can include making sure your mobile workers understand your enterprise ac-
ceptable use policy, how to reduce the risk of compromise of their mobile device, how to understand device 
behavior that would indicate that it has been compromised, and what to do if they suspect something is 
wrong. 
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Gregory Wade, Vice President – Singtel, Bharti & 3 Hong Kong Business Unit, Asia-Pacific, Research In Motion 

In addition to personal firewalls, virus protection, and hard disk encryption are great, users should also ensure 
that they are using a wireless solution that is supportable, reliable, proven and will meet their specific needs. 

Organizations utilizing the BlackBerry solutions platform can benefit from a host of deployment and manage-
ment features that help simplify administration, yet enforce the relevant IT policies suited for their company. 
Over-the-air wireless IT policies can be implemented, providing a fast, cost-effective method for supporting 
users and managing corporate policies remotely for easier and smoother implementation.  

The BlackBerry platform allows for tracking of key device statistics, so that third party applications loaded by 
mobile users, along with software versions, serial numbers, as well as IT policies applied on each device can 
be easily monitored. IT administrators can manage the BlackBerry solutions network infrastructure from wire-
less devices for optimal data security, for example, wiping a Blackberry smartphone remotely from a central-
ized system once it has been reported as lost or stolen. 

IT administrators should also take an active role in educating their corporate users, to ensure that corporate 
policies and standards regarding the use of the Internet and company email systems are in place. For exam-
ple, mobile working professionals should be made aware of the risks involved in the downloading and installa-
tion of untrusted software via the Internet, as well as opening email attachments from untrusted sources. 
 

Anthony Lim, Director Asia Pacific, Watchfire, Rational, IBM, Singapore & Secretary, Security & Governance 
Chapter, Singapore InfoComm Technology Federation 

They need basic protection solutions like firewall, antivirus, antispyware. These need to be properly installed, 
maintained and regularly updated. More importantly, users shouldn’t foolishly fall prey to phishing, spam, 
open suspicious attachments or suspicious URL’s (they have to learn to be vigilant and cautious enough to 
treat these as suspicious). It is also important to not put too much personal data onto public community ser-
vices eg Facebook, second life, Friendster, yahoo groups, etc., which other people can access or view easily. 
 

Karthik Srinivasan, Managing Director for Palm Inc. in Asia Pacific 

First of all, apply the same caution as if dealing with a fixed computer setup. Additionally, users of mobile de-
vices have to be aware that they offer actually several possible gateways for “attacks” besides the possibility 
that the whole device or a memory card could be stolen, e.g. intrusion through Bluetooth, infrared connections 
or simply through the phones USB or serial port when the device is not taken care of.  

They should also get proactive firewalls which have become commonplace, but they're mostly reactive de-
vices. That's why a growing number of companies are also deploying intrusion detection systems. If firewalls 
are the deadbolts, intrusion detection systems are the trip wires that set off alarms should someone get past 
the first line of defense. Firewalls analyze network traffic to flag or stop intrusions, including denial-of-service 
attacks.  
 

Robert Zhang,, Regional Manager of Motorola Global Security Services Asia-Pacific Region 

Firstly, mobile security policies and procedures should be in place and must be adhered to in business opera-
tions; this includes industry regulations and privacy laws. As a new job requirement, a mobile worker should 
gain sufficient security knowledge and awareness about the potential risks in transmitting business data, per-
sonal information, downloading the data and using e-mail service etc. To address this, a corporation will need 
to create a plan for educating and training their mobile workforce on mobile threats, business risks and the 
required countermeasures.  

In addition, a mobile device must be security base-lined for self-protection on the user’s end. This means that 
at the basic level, technologies such as password control, data encryption, personal firewall, anti-virus soft-
ware and secure VPN service for Internet-based network services, must be installed. 
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Patrik Runald, Senior Security Specialist, F-Secure Security Lab 

Mobile workers can protect themselves by installing comprehensive and up-to-date security solutions on their 
mobile devices, avoid use of unsupported or unsigned applications, and practice caution when dealing with 
emails/messages from unfamiliar contacts. It is also important to patch all software used in the device, regard-
less if that software is coming from Microsoft or not. 
 

Ashley Wearne, Vice President, Australia, New Zealand, Southeast Asia, India, McAfee Inc.  

Mobile threats impact the mobile industry globally, presenting a serious risk to the future success of mobile 
services and revenues. They also impact every size of business - from the enterprise of one – consumers – to 
the mid-market to the enterprise of thousands.  

McAfee advocates a complete protection solution and a comprehensive approach to mobile security. McAfee’s 
Mobile Security Risk Management ensures mobile operators can mitigate the security risks to their business, 
protect and give peace of mind to their customers, and have a secure framework on which to build future ser-
vices. For enterprises, McAfee Mobile Security Risk Management provides IT departments with effective solu-
tions and proven technology to secure the mobile environment for their corporate users.◊ 

continues on Page 32 

Dr. Kostas G Anagnostakis - Principle Investigator at A*STAR's Institute for Infocomm Research & Mr. 
S.P.T.Krishnan - Senior Research Engineer at A*STAR's Institute for Infocomm Research 

For the time being, we are witnessing attacks that have been ported straight from the desktop/wired world, but 
there are some unique attacks to the mobile domain that we should be alarmed about. In a recent study we 
have shown the feasibility of spoofing a major cell phone maker and sending SMS’ asking the end-user to in-
stall a software update. As in the wired world, people are prone to trusting such messages, and the cost of try-
ing this attack in our study was S$20. Such social engineering attacks are likely to be the first wave of large-
scale mobile device attacks. 

Furthermore, in the last two years we have been looking at a proof-of-concept Wi-Fi worm spreading entirely 
through Wi-Fi APs, hereby bypassing existing wired defenses; and Wi-Fi botnets that can industrialize Wi-Fi 
phishing, as well as location spyware. Most of these threats are documented in a report published in this year’s 
USENIX Security Symposium. 

The biggest surprise perhaps has been that we haven’t seen massive exploitation of these vectors just yet. One 
explanation for this could be that the desktop ‘market’ is still lucrative enough and the pieces have not fallen 
into place in the mobile device space. 
 

Greg Schmidt, Regional Technical Sales Manager, Enterprise Solutions Asia Pacific, Nokia 

The latest trend that seems to be affecting smartphones is that viruses which were previously only theoretical 
are now starting to appear “in the wild”.  The popularity of smartphones and increased use of mobility will re-
quire companies to be more vigilant regarding mobile devices.   

Addressing security threats and requirements typically fall into three categories: privacy, data integrity, and 
availability. Privacy is the security service that protects data from unauthorized disclosure. In a mobile environ-
ment, users may want to protect the location information as well as the data transmitted. Data integrity is often 
mixed with authentication. As authentication has to do with the origin of the data, integrity refers more to the 
validity of the data. Integrity is a security service that aims to ensure that modifications to data can be de-
tected. Availability – information must be available when needed.  
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It is crucial is to take on a holistic approach to ensure end-to-end security strategy is in place. Make sure a mo-
bile security checklist has been ticked off, to ensure the following in order to mitigate risks.  
1. Plan the rollout of mobile devices with a view to security. Make sure that security isn’t an afterthought. 
2. Ensure security focuses on the data asset and its value, not the device. 
3. Educate users as to the value of the data and network access their device provides. 
4. Draw up a Mobile Data Acceptable Use policy, communicate it to the users, and enforce it. 
5. Encrypt local storage on all mobile devices. 
6. Enforce PIN use. 
7. Give users an easy, guilt-free means of reporting the loss of a mobile device. 
8. Ensure that you have a means of managing devices centrally.  This includes being able to deploy applica-

tions “over the air”, enforce a corporate policy on the device, and disable or wipe lost devices remotely. 
 

Gregory Wade, Vice President – Singtel, Bharti & 3 Hong Kong, Asia-Pacific, Research In Motion 

Some of the trends in this area include: 

a. Malware production pace will increase and quality will improve. 

 As more criminal organizations become malware consumers, writers will be offered additional rewards. 
These rewards will lead to the evolution of more sophisticated code, an introduction of new variants and 
more attention paid to evading detection. 

b. Coordinated attacks will reduce the distinctions between these types of threats. 

 As attackers continue to combine virus/worms, Trojans, spyware and "phishing" methods into blended 
threats that are increasingly more potent, there is a growing significant need for a unified anti-malware 
strategy combining anti-virus, anti-spyware, anti-spam and anti-phishing solutions. 

c. Viruses and worms will become increasingly targeted. 

 Rather than sending out mass e-mails to infect large numbers of random targets, authors will begin to craft 
their code to target specific user populations. 

These come as no surprise. In fact, a report by McAfee revealed that mobile operators globally are experienc-
ing more mobile malware attacks than ever before, and they are spending more money and time on recovery 
from these attacks. We can expect to see the level of sophistication in these attacks rise along with the adop-
tion rates of mobile devices. 
 

Anthony Lim, Director Asia Pacific, Watchfire, Rational, IBM, Singapore & Secretary, Security & Governance 
Chapter, Singapore InfoComm Technology Federation 

Not that I know of as at now – the latest horror stories in recent memory have been the new-wave hacker at-
tacks at web applications / web services to enter infrastructure to steal databases.  The hackers today know 
the network layer has firewalls, IPS etc and that these devices which take care of IP traffic do not guard 
against rouge HTML/HTTP traffic, so they try to break in through web applications. 

E.g. – earlier this year at Asustek, the famous Taiwan computer company, hackers hit their web site and put a 
Trojan horse malware in the web server so that when users downloaded driver updates, they ended up with 
the Trojan horses on their computers 

E.g. – a couple of months ago at Monster.com – the big worldwide job-matching portal – hackers hit their site 
and stole hundreds of thousands of resumes and sold the contact info as spam mailing lists … or worse … 

E.g. – earlier this year also in China, an infamous Trojan horse incident (the Panda and Joss Sticks) hit many 
online gaming users – stealing their virtual assets like gold coins, swords, etc . The same Trojan also hit MSN 
users, stealing their address book data etc … 
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The only way to guard against such attacks is for service providers to ensure their web application programs 
are QA’ed against hacker-exploitable vulnerabilities, so as to ensure a robust and resistant application code, 
which hackers find hard to break or inject mal-code or hijack the session. 
 

Karthik Srinivasan, Managing Director for Palm Inc. in Asia Pacific 

No. The most common trends in mobile threats still include:   

Mobile data confidentiality: Information on the device is openly accessible by third parties, should it be lost or 
stolen. The simplest protection against this is a PIN. Also, many PDAs support memory cards that can easily 
contain large amounts of data – unfortunately most times not encrypted. 

Inadvertent publishing: Wrongly configured devices may leave communication flows (e.g. an email) and data 
ports (e.g. Bluetooth) open for illegal copying or snooping. 

Theft of the device: Even if data is protected, the impact can be felt in terms of productivity loss and support 
overheads, as well as capital cost. 

Fraud: A message sent from a portable device will have the look as if it is coming from the device’s legitimate 
owner. 

Application intrusion: An infected device could be used to gain access to corporate networks or systems, either 
directly or through the misuse of found information from the device. 

Uncontrolled employee behavior: Independent of any security policy or regulation, you could still be confronted 
with staff misbehaving – accidentally or with the purpose and knowledge of damaging the company and/or for 
personal enrichment. 
 

Robert Zhang, Regional Manager of Motorola Global Security Services Asia-Pacific Region 

Over the last few years, Internet attacks continue to grow at an accelerating pace.  For instance, in 2006, new 
web based malicious codes identified have increased about 900% from the new malicious codes identified in 
2005, and web based threats such as  Spyware and Trojans have a 1300% growth rate over the prior year.  

It is not surprising that threats will spread to the mobile space and we can expect mobile malware to dramati-
cally increase at a similar pace. In addition, some special forms of malicious code program will create new 
threats in mobile space, like snoopware, for example, and in particular targeting mobile based applications. In 
most cases, the mobile devices may be infected quietly without user’s awareness, such as via SMS and MMS.  
Like a desktop PC, downloading data and application wirelessly can be dangerous. Such growing mobile threats 
create great business risks for businesses moving mobile devise, PDAs into the workforce. 
 

Patrik Runald, Senior Security Specialist, F-Secure Security Lab 

Presently, there have been more than 370 mobile phone viruses discovered with tens of thousands of infec-
tions reported worldwide. These different types of mobile threats include viruses, worms, Trojans and spy tools 
that are spread through various infection mechanisms such as Bluetooth, Multi-Media Messaging (MMS), mem-
ory cards and user downloads. Most of these threats are targeted at the Symbian platform, possibly due to the 
large user-base.  

We have not seen rootkits and worms that do not need user interaction for spreading mobile botnets and pro-
fessional, large-scale profit-oriented malware as yet. However, this is not to say that these threats will not hap-
pen as advancements in mobile phone technology and features have presented enough functionality, connec-
tivity and platforms to fulfill the pre-requisites for a possible mobile malware outbreak.  

Devices such as the iPhone are increasing the target base of malicious mobile attacks. While we haven’t seen 
any direct threats for iPhone yet it’s only a matter of time. 

continues on Page 34 
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Ashley Wearne, Vice President, Australia, New Zealand, Southeast Asia, India, McAfee Inc.  

Maybe the massive surprise is that we haven’t seen a major event. The number of concept viruses we see is 
far larger than in the early days of  PC virus development -- however it probably just reflects the way the ‘game’ 
has changed to focus on attack for money rather than for disruption.◊ 

Dr. Kostas G Anagnostakis - Principle Investigator at A*STAR's Institute for Infocomm Research & Mr. 
S.P.T.Krishnan - Senior Research Engineer at A*STAR's Institute for Infocomm Research 

Yes, there is no doubt on feasibility; it is just a matter of time. Mobile malware trends are likely to follow the 
pattern of desktops with potentially devastating impact. The wide variety of network interfaces in a mobile will 
likely be a motivation. The current market for SMS/MMS spyware is just the tip of the ice berg. 

Regulations are hard to get right, but there’s an opportunity here for the mobile operators (or new players) to 
be more actively involved to provide security as a service (compared to the ISP world). Some minimal trusted 
computing support could help, for example, to get camera phones to be disabled in a sensitive environment. 
Some organizations are likely to demand this kind of functionality through policy. 
 

Greg Schmidt, Regional Technical Sales Manager, Enterprise Solutions Asia Pacific, Nokia 

Malware and spyware already pose problems for mobile devices. Malware and spyware are often hidden in 
other software applications that appear useful and legitimate to the end user.  They also pose significant risks 
by capturing login and password information, stealing files and important data, and also by reducing the per-
formance of the devices by running a number of hidden applications on the device. 

Regulations will help some, but mainly they will only bring a higher level of awareness to the risk.  We have a 
number of regulations in other areas of Internet based communication that are well meaning, but difficult to 
enforce.  A few good examples of this situation include regulations related to the stealing of user passwords 
through fake websites meant to mimic genuine web sites (also known as Phishing) or the sending of massive 
amounts of unsolicited email (also known as Spam or Spamming).  Regulations will not protect corporations 
from the risks and they must address these risks themselves by implementing the appropriate policies and 
controls. 
 

Gregory Wade, Vice President – Singtel, Bharti & 3 Hong Kong Business Unit, Asia-Pacific, Research In Motion 

As mentioned earlier, security is a top concern for businesses. Hence, companies naturally need to be wary of 
malware, spyware or any third-party application created with malicious intent in order to guard their proprie-
tary information. That being said, there are many ways to contain malware.  All you need are the right tools. 

Some ways corporations can make use of IT policies, application control policies and code signing to contain 
malware include: 

• Separating their corporate network infrastructure into digital zones, segregated by firewalls that restrict 
both internal and external users access to these zones 

• Making use of multiple security products to isolate and protect each gateway from one section of the corpo-
rate network to another, thereby preventing attacks from spreading 

• Applying a subset of security solutions and security policies on corporate smartphone devices to ensure 
that the security measures that have been set up are able to protect them 
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In the case of a BlackBerry platform, the BlackBerry Enterprise Solution platform can help to prevent malware 
attacks through customizable IT policy implementation and end-to-end security features. Research In Motion 
also recently announced the availability of the BlackBerry Application Suite, providing application control to 
BlackBerry users. With the BlackBerry Application Suite, users can administrator effective tools to protect 
against the threat of mobile malware.  Application Control provides the mechanisms necessary to not only de-
cide which applications are allowed or restricted from a user’s device, but also what resources those applica-
tions are allowed to access. 
 

Anthony Lim, Director Asia Pacific, Watchfire, Rational, IBM, Singapore & Secretary, Security & Governance 
Chapter, Singapore InfoComm Technology Federation 

It’s hard to legislate against purveyors of spyware and malware unless all the governments of the world be-
come one united front and jointly do so. This is simply because the Internet has no borders, making it hard to 
legislate against malware or spyware coming in from other countries.  But government and corporate legisla-
tions and governance are in small, quiet ways already happening with the enforcement of policies amongst em-
ployees that their equipment be installed with the various security solutions, and be audited online once a year 
at least for the continued working integrity of such security solutions.  What is a bigger but necessary though 
uphill task is the education of the users to be disciplined and vigilant in order to ensure they are protected and 
don’t fall prey to the irresponsible and crooked perpetrators of malware.  Commercial and national legislation 
are also in force to ensure that service providers like banks, schools, hospitals, clubs, government departments 
and so on who collect and use 3rd party customer / member data keep these information in a secure way.  
 

Karthik Srinivasan, Managing Director for Palm Inc. in Asia Pacific 

Governmental regulations are important but can only provide limited effectiveness. They would have to be com-
bined with the industry’s key players’ self regulations or codes of conduct and have to come in addition to or-
ganizations’ own security policies and protocols, which should include elements such as:  

•Centralized control (Admin console, User groups, “Kill pill”) 
•Application management (Disable and/or remove unapproved applications; Push out (OTA) new applications) 
•Resource restrictions (Disable Bluetooth, IR , SD, serial, USB, camera) 
•Data encryption (Encryption of data at rest) 
•Password management (Setting PIN number, remote unlocking 
 

Despite possible regulations, a holistic approach has to not only include but focus on addressing the individual 
user’s duties and possibilities in the chain of preventing and countering possible security threats. 
 

Robert Zhang, Regional Manager of Motorola Global Security Services Asia-Pacific Region 

Malware and Spyware are existing problems affecting both individual users and enterprises today.  Many coun-
tries, including some states in the USA now require service providers to publicly report when they have had a 
major security breach, and have specific financial and process remedies required for those whose data has 
been breached. 

In the USA, the CAN-SPAM Act of 2003 established the country’s first national standards for the sending of 
commercial e-mail and requires the Federal Trade Commission (FTC) to enforce its provisions. This Act is de-
signed to sanction companies that embed malware into devices of unsuspecting customers. The malware does 
not even have to cause damage as merely prorogating the advertisements is enough to breach the law. 
 

Patrik Runald, Senior Security Specialist, F-Secure Security Lab 

We already have spyware for mobile devices that can automatically intercept and steal SMS messages, check 
your phone logs, read your emails and even turn on the microphone so that the malicious person can listen in 

continues on Page 36 
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on everything that is going on around you. I’m sure we will see for-profit malware for mobile devices as the 
user base of smartphones will soon outnumber that of PC users. It will become a big of on opportunity for the 
bad guys to not use. 
 

Ashley Wearne, Vice President, Australia, New Zealand, Southeast Asia, India, McAfee Inc.  

It will quickly be a problem once phone operating systems become more standardized, or mobile commerce 
expands. In some countries mobile SPAM is already a nuisance. Advertising and merchandising companies 
are certainly attracted to Spyware alerting them to shoppers’ whereabouts, so I expect more variants to occur 
– in some cases with the initial consent of the shoppers.◊ 

Dr. Kostas G Anagnostakis - Principle Investigator at A*STAR's Institute for Infocomm Research & 
Mr. S.P.T.Krishnan - Senior Research Engineer at A*STAR's Institute for Infocomm Research 

For the time being, the most reasonable strategy is to be vigilant and proactive. Do not trust unknown net-
works. Do not connect to unknown Bluetooth devices and disable Bluetooth after you use it. Use secure proto-
cols like HTTPS whenever possible. And look out for new and exciting mobile device security products. 
 

Greg Schmidt, Regional Technical Sales Manager, Enterprise Solutions Asia Pacific, Nokia 

Mobility is a matter of “when” not “if”.  To make sure that it adds value to your business and that you can also 
manage the risks that come with it, make sure that you do the following: 

• Identify the role that mobility will play in your business. 

• Create a mobility policy and make sure it is easy for your users to follow. 

• Pick tools that allow you to centrally manage and secure your mobile devices and infrastructure. 
 

Gregory Wade, Vice President – Singtel, Bharti & 3 Hong Kong, Asia-Pacific Business Unit, Research In Motion 

Technology can be used very effectively as a tool to manage business and personal communications and 
work / life balance. However, due diligence must be taken to ensure that the proper infrastructure and poli-
cies are put in place to safeguard valuable corporate data.  

Our experience has shown that corporations which select a wireless solution that is supportable, reliable, se-
cure, proven and flexible enough to meet the specific needs of the organization are those who are able to 
weather and proactively prepare for potential network or device threats.  They are also those who ask the hard 
questions and leave no stone unturned when it comes to security.   Wireless data security is not something 
nice to have, it is a necessity.  

After all, although the mere existence of malware has led to the development of numerous protections against 
it, the bottom line remains for organizations to understand that the best way to protect a network is the adop-
tion of preventive measures and to constantly monitor those measures to provide the confidence that appro-
priate steps across the network, applications, device and end-users have been taken. 
 

Karthik Srinivasan, Managing Director for Palm Inc. in Asia Pacific 

Today, smartphones and handhelds have evolved into indispensable business tools that enable an increas-
ingly mobile workforce to remain connected and productive. As mobile devices proliferate and become an inte-
gral part of the corporate technology infrastructure, security becomes a serious concern for every IT manager 
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as well as for users. Protecting corporate information is essential to business survival and growth, and end-
users must be trained to safeguard these resources.  

A clear understanding of the challenges posed by smartphones and handhelds in a particular environment pro-
vides the basis for developing sound security policies, standards and practices. A security strategy must strike 
a balance between what is possible and what is feasible, basing decisions on industry best practices and 
clearly articulating guidelines and procedures. Encryption programs, anti-virus software, effective password 
use, training and awareness are all components of an effective business security program. Palm and its Solu-
tion Providers are committed to developing products and solutions that enable organizations to adopt security 
best practices and minimize the risks involved in mobilizing their workforce. 
 

Robert Zhang, Regional Manager of Motorola Global Security Services Asia-Pacific Region 

The mobile workforce has created a challenging business environment. Today’s network convergence as well 
as increasing business mobility, with the growing use of advanced mobile devices, such as smartphones, has 
greatly increased security risks for corporations. It is therefore critical to use a holistic approach and framework 
when dealing with this growing challenge. Business processes need to integrate people, policies, processes, 
and technologies to reduce the business risks and protect corporate data. Here are some of our recommenda-
tions: 

• Conduct an in-depth risk assessment on all mobile devices and business processes 

• Create security polices and procedures and integrate them into business process for day-to-day operations 

• Conduct security awareness training to mobile workers 

• Include these mobile devices on your corporation’s list of assets to be monitored 

• Enforce the information protection policies on mobile devices with strong authentication, data encryption, 
personal firewall, anti virus software and secure VPN technology for Internet communication with corporate in-
ternal network and outside hosting services and applications. 
 

Patrik Runald, Senior Security Specialist, F-Secure Security Lab 

Ensure that you treat all mobile devices the same. There’s no difference today between notebooks and mobile 
phones, they can do pretty much the same things. Make sure you use a security software, patch all applications 
used and don’t install software that you are not sure what it is.  
 

Ashley Wearne, Vice President, Australia, New Zealand, Southeast Asia, India, McAfee Inc.  

Comprehensive mobile protection is essential to protect employees’ mobile devices, the enterprise network 
and the integrity of corporate information. Enterprises must ensure they have the right technologies to imple-
ment advanced scanning, detection and cleaning of mobile data to prevent corruption by malware. Organiza-
tions must be clear that what they want to protect is not the mobile device, but the confidential and sensitive 
data stored in the device.◊ 
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Almost all discussions on computer 
viruses raise the question which 
countries developed the threat and 
media often yields to temptation to 
lay the blame stereotypically on the 
“Russian threat”. But that’s a myth 
which cannot bear up under a well 
conducted examination.  

During the past years, virus authors 
who released global epidemic dis-
eases were arrested again and 
again and therefore it is easy to de-
termine their home country: 

• Germany (Sasser and NetSky)  
• Hungary (Zafi)  
• Turkey and Morocco (Bozori)  
• Netherlands (Agobot and Codbot)  
• Eastern Asia (Slammer)  
• Germany (Sober) 

On the head of Russian virus writers 
goes only the Bagle worms - and 
even here we rather have to deal 
with an international group of cyber- 
criminals. According to Kaspersky 
Labs’ extensive research, China cur-
rently leads the race, followed by 
Brazil and a notable portion of cur-
rent viruses are even created in Tur-
key with which the countries of the 
former USSR can be compared best 
right now regarding virus produc-
tion. 

With regards to mobile viruses, ex-
perts recognized that the situation 
is similar. For the majority of the 31 
families, they could determine the 
country of origin with certainty. Re-
member that Cabir was created by 
the Frenchman Vallez. When this 
virus got into the computer under-
ground, more and more modifica-
tions followed pretty fast. The in-
habitants of the countries of South-
east Asia: The Philippines, Indone-
sia, Malaysia and China proved to 
be the most active in producing 
modifications, but the Brazilian 
Valesco also created some Cabir 
modifications while writing the virus 
Lasco.  

The former USSR came up with four 
copies of mobile viruses, but three 
of them have been conceptual vi-
ruses, meaning the first of their 
kind. The first backdoor program for 
WinCE, which received the name 
Brador, was provided by a program-
mer from the Ukraine, famous by 
the nickname BrokenSword. The 
worm ComWar’s origin is Russia, as 
testified by texts contained in the 
virus and available information 
about the author e10d0r. The third 
is the Trojan RedBrowser, whose 
creator is unknown, but the texts in 
the Trojan as well as the telephone 
numbers that send the SMS clearly 
prove its Russian origin. 

The Trojan Lockhut was discovered 
for the first time by the anti-virus 
company SimWorks of New Zea-
land. Their conclusion that it is of 
Russian origin was drawn due to the 
unpleasant texts in the Trojan and 
the file name. 

As already mentioned, ComWar 
modifications contain a number of 
Spanish texts, so it is assumed that 
it originates from Spain. But there 
isn’t any further data or proof at pre-
sent, which could affirm it. From 
Turkey are some modifications of 
Skuller and Cardtrap, as well as the 
only well-known Trojan of the family 
Arifat. 

Presently, the predominant majority 
of mobile threats come without 
doubt from China, and most proba-
bly some from South Korea, too.  

Here, an exact statement cannot be 
made, since most of the mobile Tro-
jans discovered in the past years 
were just sent to South Korean anti-
virus enterprises. According to 
Kaspersky Labs’ detections, the vi-
ruses have been placed on hacked 
Korean servers by Chinese hackers 
proving that PbStealer and StealWar 
as well as some Trojan modifica-
tions came from China, too. In addi-
tion the increasing activity of a virus 
writer from Malaysia is mentioned 
and it’s believed that Malaysians 
developed most Skuller modifica-
tions, if not even the original 
Skuller. 

But what do these facts tell us? 
They prove that mobile viruses de-
velop based on the same laws as 
computer viruses. And for both ar-
eas the viruses are created in the 
same countries.◊ 

By Daniela La Marca 
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jans, and spy out PIN and TAN on 
the hard drive. Others deploy 
pharming software which redirects 
customers for the management of 
booking orders to a faked website. 
Even up-to-date virus- and firewall 
protection can’t always help in 
these cases. 
 

Staying out of temptations way 
Against the temptation to leave the 
TAN list on the desk helps only: 
don’t forget the TAN list on the 
desk. But if not informed of a list, 
how should it be done? The solution 
could be a transactional or only 
once usable-TAN, requested for the 
upcoming transactions only and 
used immediately as it expires for 
security reasons after a short while - 
available as so-called iTANs. With 
this procedure, which is used al-
ready by many banks, the customer 
has still the list on the desk, but 
which is indexed so that TANs are 
numbered serially. And instead of 
getting a chance to choose the TAN, 
a random generator determines 
which TAN has to be used for the 
currently pending process. Other 
methods are working with mobile 
readers that generate a TAN parallel 
to the bank  so that if the numbers 
match, the transfer will be executed. 
 

Switch the transmission channel  
In case of attacks on a technical 
level the banks don’t want to hurt 
their clients. They don’t believe that 
they can win the race against hack-
ers on their own. Therefore many 
offer their customers proceedings 
with a digital signature card or via 
Home Banking Computer Interface 
(HBCI). It completely encrypts all 
reference data for each transaction 
with help of special software and a 
reader installed on the computer. 
But such kind of security has its 
price and is technically complicated.  

Other banks are simply changing 
the transmission channel through 
which the TAN reaches the cus-
tomer regularly. Instead of coming 
to the computer, the TAN is sent via 
SMS to the mobile phone and can 
therefore not be read by malicious 
programs. As a precaution the mo-
bile or mTAN is only valid for a short 
time; in the SMS the beneficiary's 
account and the amount will be re-
peated and with the input of the 
mTAN the customer completes the 
transfer process. 
 

Out from the frying pan into the fire  
However, the mTAN is only used by 
a few banks, including for instance 
Citibank, and in Asia still leads a 
shadowy existence although mobile 
phones already outnumber fixed-
line connections. The reason could 
be that there can’t be given an ab-
solutely guarantee that the mes-
sage was actually delivered. That’s 
not really tragic if we are dealing 
with a private greeting, but if a TAN 
doesn’t reach the bank in time or 
not at all, the financial institute and 
the customer have a problem since 
the transaction may not be exe-
cuted. Moreover, it can not be ex-
cluded that the SMS is cached on 
several foreign servers, which repre-
sents again a different type of vul-
nerability. Basically, it makes the 
SMS unsuitable for applications in 
the banking environment, which has 
high requirements in terms of pro-
tection and fulfilled access security. 
 

SMS with quality guarantee  
For SMS’ with such sensitive and 
time-critical information, the Munich 
based company TynTec GmbH pro-
vides e.g. "Enterprise Quality SMS 
Services".  The SMS operator has as 
a member of the GSM Association 
network provider status and offers a 
guaranteed delivery of SMS within 

continues on Page 41 
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Online banking is popular in order to 
pay for instance your bills comforta-
bly from home or to manage cus-
tody accounts. But floods of phish-
ing e-mails and increasingly sophis-
ticated viruses that manipulate the 
user’s computer are a major threat. 
Banks are therefore looking for 
strategies that protect their custom-
ers against fraudulent machinations 
and that fight the uncertainty of m-
commerce. One promising strategy 
for more security is the timely dis-
patch of one time -TANs as an alter-
native way that guards Internet 
transactions better than previous 
TAN methods. 

Everything 
s e e m e d 
safe with 
the identifi-
cation pro-
cedure the 

banks developed for the processing 
of orders via online banking: The 
bank customer confirms his identity 
by entering a personal identification 
number (PIN) and uses for the au-
thorization of individual transac-
tions, transaction numbers (TAN), 
which he receives block by block in 
print form from the bank. Each TAN 
can be used only once and is then 
forfeited. Well, everything seems to 
be thought out and quite sufficient.  
 

Phishing, Pharming, Trojans  
But then came the fraudsters, 
whose No.1 manipulation strategy is 
based on the combination of 
"human beings and TAN list on the 
desk." Everyone is familiar with the 
flood of phishing e-mails, used for 
prompting bank customers to reveal 
their identification and transaction 
numbers.  

The second strategy is based on the 
level of technology. Criminals infect 
the computers of their victims with 
malicious programs such as Tro-
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five to 15 seconds as well as appro-
priate service level agreements.  

As TynTec has a direct, redundant 
access to the mobile infrastructure 
SS7 due to partnerships with Euro-
pean, American and Asian network 
operators and holds an own, pro-
prietary Short Message Service Cen-
ter (SMS-C), the company can evalu-
ate signaling information and de-
liver for each SMS a "GSM Delivery 
Receipt" - a confirmation of delivery 
to the mobile phone- to the banks in 
real time.  

The SMS is kept during the whole 
transmission of the bank applica-
tion to the mobile receiver in the 

high security computer center of 
TynTec. Under no circumstances are 
they delivered via a SMS-C of an-
other network operator or cached 
on a third server. 

In addition to the fast and reliable 
transmission, the protection of infor-
mation from access by third parties 
plays an important role too. The use 
of the "Enterprise Quality SMS Ser-
vices" takes place in the enterprise 
applications via Application Program 
Interfaces (APIs) on the basis of the 
SMS standard protocol SMPP 3.4. 
For the protection of the transfer 
from the bank to TynTec’s SMS-C a 
VPN connection (1024 bit IPSec) is 
liable, while the forwarding to the air 

W H A T ’ S  N E X T  F O R  A S I A  I N  B U S I N E S S  M O B I L I T Y ?  

interface is protected through GSM 
A5 Asymmetric Encryption Algo-
rithm. This technology could sup-
port financial institutions in their 
age-old challenge of balancing secu-
rity with usability as mobile authen-
tication can be the linchpin that 
holds together online banking, mo-
bile banking, and mobile payments 
in a way that marries security with 
convenience. So look out in general 
for solutions that offer several levels 
of convenience to make customers 
happy on the front end and a flexi-
ble, modular architecture to ease 
management on the back end.◊ 

By Daniela La Marca 
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A business mobility study commis-
sioned by Nokia has revealed that 
organizations and prosumers across 
Asia have demonstrated a strong 
adoption of mobile solutions for 
communication and collaboration. 

The research, conducted by inde-
pendent research house, Saffron 
Hill, in September 2007 surveyed 
300 key businesses and IT decision-
makers and 300 prosumers in six 
cities, including Bangalore, Bang-
kok, Hong Kong, Kuala Lumpur, 
Mumbai, and Singapore.  

The findings show that as organiza-
tions continue to mobilize their 
workforce, simplicity and security 
are critical when choosing a mobile 
solution to deploy, manage and use. 
At the same time, prosumers have 
embraced the benefits of smart-
phones, and experienced a positive 
impact on work-life balance.  

Mathia Nalappan, vice president, 
Enterprise Solutions, Asia Pacific, 
Nokia took some to give Asian 
Channels his perspective on Nokia’s 
recent Business Mobility survey. 

What do you feel are the main take-
aways of Nokia's 2nd Mobility Sur-
vey in Asia for organizations as well 
as prosumers in the Asia Pacific re-
gion? 

The study shows that mobility adop-
tion continues among organizations 
across the region. Most markets 
show strong adoption in the use of 
mainstream mobile solutions, such 
as mobile email, calendaring, ac-
cessing Intra- and Internet, as well 
as viewing office documents and 
mobile access to files.  

The top five mobile solutions cited 
by organizations across all cities 
being used currently revolve around 
communication and collaboration: 

• Mobile Email (81.5%) 
• Access to Internet on mobile de-

vice or phone (63.5%) 
• Mobile calendar and contact info 

synchronization with corporate 
network (59.8%) 

• Access intranet or corporate da-
tabase on mobile device/phone 
(46%) 

• Applications to view office docu-
ments (58%) 

Similarly, prosumers make exten-
sive use of mobile applications, in 
line with what the IT Decision Mak-
ers suggested in the study - – mo-
bile email, calendaring, accessing 
the Intra- and Internet, viewing of-
fice files and mobile access to files 
and sharing.  The smartphone or 
PDA is increasingly delivering on 
computing applications, as features 
evolve and new technologies arrive. 
Prosumers are embracing these 
new functions that were once only 
provided by computers. 

However, infrastructure deployment 
and security policies for mobility 
vary across organizations in Asia. 
For example, deployment of VPN 
(Virtual Private Network) is high in 
Singapore, Hong Kong and Bangkok 
but falls behind in Kuala Lumpur, 
Bangalore and Mumbai. Wireless 
LAN is also more widespread in Sin-
gapore and Bangalore, whereas 
Hong Kong and Kuala Lumpur stand 
clearly behind.  

From a mobile security policy per-
spective, almost 6 out of 10 organi-

continues on Page 42 
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What you think was the most out-
standing and/or surprising finding 
this year? 

While Singapore is perceived as 
very advanced among organizations 
in terms of mobility adoption, it falls 
behind for prosumer readiness, 
scoring the lowest in the mobility 
index for prosumers. Singapore’s 
smartphone or PDA users appear to 
be less proactive and involved com-
pared to prosumers in other cities. 

In Singapore, the major barriers to 
adoption cited among prosumers 
include: 

• Unable to switch off work (54%) 
• Expect to be available at all times 

(44%) 
• High subscription fees (42%) 
Another reason for the lag in pro-
sumer readiness in the island na-
tion could be due to the advanced 
business infrastructure among or-
ganizations in Singapore, where 
most organizations probably already 
provide the latest technologies to 
their employees, compared to devel-
oping markets where entrepreneurs 
lead the pace in adopting the latest 
mobile technologies. 

In your opinion, what is the most 
positive finding from this year's sur-
vey, and likewise what do you think 
organizations in Asia need to work 
on more (or should be more aware 
about)? 

The study affirms that business mo-
bility is here, as most of the markets 
have shown progress over the last 
year in adoption of mobility. We are 
pleased to see progress in this re-
gion, with many reaping the benefits 
that business mobility has to offer. 
Prosumers are also a growing influ-
ence on the mobility decisions of 
organizations and more are enjoying 
the returns of mobility through im-
proved productivity and work-life 
balance. 

Moving forward, organizations need 
also consider the people and proc-
esses involved in business mobility. 
For example, policies such as secu-
rity need to be in place and com-
plied with. Human resources poli-
cies that support a mobile work cul-
ture are also essential in ensuring 
mobility success across the organi-
zation. 

What do you think organizations in 
Asia need to take do to continue 
advancing in business mobility? 

Organizations in Asia need to move 
from opportunistic point solution 
purchasing to more strategic mobil-
ity deployments. Unlike other IT ele-
ments, mobility is personal and of-
ten enters organizations through 
end user demand. As such, organi-
zations need to take a strategic or 
holistic approach to supporting their 
mobile workers and protecting re-
mote assets. Organizations need to 
consider an integrated portfolio of 
mobility solutions that are simple to 
deploy, manage and use; connected 
to eliminate the boundaries of both 
distance and technology; intelligent 
enough to make communication 
affordable and respond to changing 
company and employee needs; and 
trusted to protect sensitive corpo-
rate data and systems. 

Do you think business mobility will 
evolve in any way in 2008? How? 

Business mobility will continue to 
gain momentum as the consumeri-
zation of IT becomes more perva-
sive. More and more employees will 
benefit from business mobility as it 
becomes more widespread through-
out the organization. Beyond mobile 
email, organizations are also start-
ing to deploy other mobile applica-
tions that enable collaboration and 
operational efficiencies. We will also 
see greater mobility adoption as the 
use of non-company owned tech-
nologies increase substantially. ◊ 

By Shanti Anne Morais 

zations across the six cities cited 
having security policies in place to 
govern access of corporate intranet 
from mobile devices other than lap-
tops. However, the implementation 
of the security policies varied across 
cities. In Bangalore, Hong Kong and 
Kuala Lumpur, 100% of respon-
dents who had security policies in 
place claimed that the policy is cur-
rently implemented, compared to an 
average of 9 out of 10 organizations 
in Singapore, Mumbai and Bangkok. 

Simplicity and security were key cri-
teria in choosing a mobile solution 
for organizations. 61.7% of organi-
zations indicated ease to deploy, 
manage and use in a mobility solu-
tion as a key factor, followed by se-
curity (57%) and providing the best 
connection possible (55%).  

For prosumers, one of the most im-
portant takeaways from the study 
was that smartphones have a posi-
tive life impact. The vast majority of 
end-users stated that their work/life 
balance had improved after starting 
to use smartphones or PDAs. Apart 
from Bangkok, most could not imag-
ine going back and not having their 
devices anymore. Smartphones had 
become indispensable for their us-
ers.  

What are the main differences be-
tween 2006's findings and this 
year's findings? 

In last year’s mobility index for or-
ganizations, Singapore and Bang-
kok led in mobility. This year, all 
markets but Bangkok show overall 
increases, with Singapore claiming 
the top spot through high adoption 
of at least two mobile solutions, 
with their IT infrastructure ready for 
virtual private network (VPN) and/or 
wireless local area network (LAN), 
and relevant security policies in 
place. (NOTE: Prosumers were not 
included in 2006’s study.) 
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F I G H T I N G  E C O N O M I C  S P I E S  -  S A F E T Y  T I P S  T O  P R O T E C T  A G A I N S T  
U N A U T H O R I Z E D  D A T A  A C C E S S   

Protectors of the constitution warn 
of growing economic espionage on 
the net, but concrete guidelines for 
the protection of confidential com-
pany data are still hard to find. In 
general, the corporate network 
should save from internal and exter-
nal harm. A well-thought mix of pow-
erful encryption and IT security solu-
tions coupled with an awareness 
plan and directives for board mem-
bers and staff are the first step - but 
there is no silver bullet. 

The auditing and consulting firm 
Price Waterhouse Cooper (PwC) 
points out in its recent study, 
"Economic Crime 2007" that the 
crime risk in the E7 states - China, 
Russia, India, Indonesia, Brazil, 
Mexico and Turkey - are particularly 
high. The financial damage per of-
fence is in emerging countries al-
most three times higher than in the 
rest of the world and therefore it is 
the more astonishing that compa-
nies continue acting careless in 
those emerging markets.  

Due to the high amount of partici-
pating companies for the survey, 
instead of a mere estimation there 
can be done a statement to the de-
gree of economic damage.  
The percentage of damaged respon-
dents is still high and has increased 
from 46 percent in the period of 
2003/2004 to now 49 percent.  

Surprisingly, only 10 percent of 
them fear to become a victim of 

economic crime themselves and 
every third discovered offence isn’t 
denounced, while in the case of cor-
ruption usually only every other liti-
gation is brought to court. Reason 
for the reluctance is obviously the 
company’s concern of loosing repu-
tation, especially since only half of 
the denounced perpetrators get ac-
tually convicted. 

For the "Global Economic Crime Sur-
vey" PwC asked globally 5,428 com-
panies located in 40 countries, so 
that this  survey can be seen as one 
of the world's largest study of this 
kind which is now in its fourth year 
within eight years.    

It comprises all discovered offences 
from 2005 to spring 2007 and is 
therefore broader than the crime 
statistics, which can only take into 
account the denounced crimes.  

Experts are surprised that although 
mainly small and medium-sized 
businesses are affected by state-
driven economic espionage, there is 
still a lack of security awareness 
especially technologically. Man is 
the biggest security vulnerability. 
Therefore, each company shouldn’t 
only think about security solutions, 
but rules of action, too. 

Companies that protect their PCs, 
laptops and smart phones with se-
cure encryption solutions, already 
have the best fortress against eco-
nomic espionage in place, but there 
are some other points to keep in 
mind: 

 1. It’s important to raise employ-
ees’ awareness 

To defend against possible espio-
nage attacks the first step should 
always be to inform all employees 
on hazards, and to strengthen their 
security awareness and behavior. 

What kind of data needs protection? 
What are the possible dangers? 
Where are vulnerabilities and how 
can they be better protected? If se-
curity soft- or hardware is used, 
there should be taken care that all 
employees understood and ac-
cepted this fact and that their every-
day work isn’t constricted. Only a 
company informed about possible 
dangers and gateways for economic 
spies can tackle effective counter-
measures.  

2. The right strategy is essential 

 Without security guidelines nothing 
is possible: Defining the confidential 
communication relationships and 
the set up of corporate security 
standards are the alpha and omega 
of a successful defense against 
data misuse – internal or external. 
Here, it is also important to resolve 
questions such as: Who are the peo-
ple responsible for administration 
and security? Are their processes 
coordinated and are there emer-
gency scenarios for the company?  
 
3. Without right of access there is 
only data clutter  

Confidential data, financial docu-
ments, or secret design drawings - it 
is recommended to use a security 
solution, which allows only author-
ized user groups of the organization 
access to sensitive data. Even the 
corporate system administrators or 
staff of a potential outsourcer 
shouldn’t have permission to read 
confidential data. Individual right of 
access for work groups or individual 
users determine, according to the 
safety guidelines, who gets to read 
the confidential data in plain text or 
who only gets a ciphered, illegible 
symbol set on the screen. 

continues on Page 44 
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6. No additional effort  

Espionage doesn’t have to be labor 
intensive or time consuming. Power-
ful and advanced multi-user security 
systems run transparent and there-
fore invisible in the background. 
Businesses should choose a secu-
rity solution, which requires no 
change of user behavior. Moreover, 
the internal security guideline, for 
the encryption of data for instance, 
should be defined flexible and the 
enterprise-wide security policy 
should be implemented and en-
forced centrally. 

7. What about e-mail? 

The dispatch of e-mail is the most 
widely used business applications 
on the Internet. But although the 
encryption and signature of confi-
dential e mail messages would be 
theoretically feasible, it is often 
omitted due to lack of time or sim-
ply ignorance.  

Professional solutions integrate the 
cryptographic processes of encryp-
tion and decryption, as well as the 
electronic signature and authentica-
tion to a central location of the en-
terprise network.  

These security solutions are trans-
parent to the sender and put the 
corporate security guidelines for e-
mail automatically into practice.  

Sender and receiver can communi-
cate as usual via e-mail, without 
worrying about the confidentiality of 
the contents. There are now gate-
ways of the latest generation avail-
able, which via an additional special 
PDF-option convert encrypted e-mail 
along with the attachment into a 
PDF-file. The advantages: The e-mail 
recipient requires no additional en-
cryption software. With the right 
password the addressee can see 
the encrypted data at any stationary 

or mobile device with a PDF-reader, 
such as Adobe Acrobat Reader, and 
even answer confidentially. 
 

8. Easy installation and transpar-
ency 

No matter what kind of security so-
lution is selected: It should be sim-
ple and easy to install and adminis-
ter. Another question which should 
have been asked already at the be-
ginning: Can the new software be 
integrated seamlessly into the exist-
ing IT infrastructures? It is even bet-
ter if all devices of the corporate 
network are protected with a central 
security suite. Regardless of where 
information is stored or with whom 
there is exchange: The Security 
Suite secures data on mobile and 
stationary devices, mobile storage 
devices, servers and e-mails. With 
such a suite companies are for the 
first in a position to implement eas-
ily and effectively both legal require-
ments and internal security policies 
across platforms. 

9. Don’t forget the removable me-
dia! 

Whether USB memory sticks, mem-
ory cards, external hard disks, disks, 
or optical CD/DVD media: With pro-
fessional removable media security 
solutions corporate data is safely 
protected at any time prior against 
unauthorized access, even if the 
storage device is removed or lost. 
Due to a seamless integration with 
the operating system no additional 
registration is required. There is fur-
ther quite often the possibility that 
the degrees of freedom are tailored 
to the users needs. In this way re-
strictive but also flexible security 
policies can be implemented cen-
trally.◊ 

By Daniela La Marca 

4. Multiple authentications protect 
better 

An additional protection offers a 
multi-authentication using a combi-
nation of a secure password and 
smart card or biometric technolo-
gies. Authentication is a detection 
mechanism such as password or 
symbol sequence, which only gives 
system access to authorized users. 
That can be a password or a symbol 
sequence. Example PDA: Certain 
protection solutions for PDAs enable 
authentication via signature. They 
react not only to the typeface, but 
also on the dynamics with which the 
writing is brought onto the display. 
An additional professional encryp-
tion prevents a PDA thief from read-
ing the data available on the device. 
Appropriate software applications 
encrypt beside individual files and 
directories on the PDA, all data from 
the Personal Information Manage-
ment (PIM), too. 

5. Separation of powers for an extra 
or reliability 

By sharing the duties of system and 
security administrators an extra of 
safety can be gained. Because the 
system administrator can manage 
its system as used to, but has no 
chance to decrypt files, as the keys 
are managed by the security admin-
istrator, which has in turn no access 
to the stored encrypted files. The 
security administrator defines the 
individual access rights. Thus, every 
user gets a unique bunch of keys 
according to his profile, which he 
can used to read as usual the 
shared files in plain text. System 
and security administrators are in 
turn protected against false accusa-
tions in case emerged suspicion 
that they had spied on corporate 
data. 

“Global economic crime survey 2007” 

http://www.pwc.com/extweb/onlineforms.nsf/weblookup/GXENGCRIM2007Globaleconomiccrimesurvey:Download


http://www.availcorp.com/english/events_list.php?eventsid=126&backurl=index.php
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T H E  S E C U R I T Y  T R I A L S  A N D  T R I B U L A T I O N S  O F  I P H O N E  

Apple’s new iPhone debuted this 
year to much fanfare, but amongst 
those not so enthralled by it are en-
terprise managers, and for good 
reason – the iPhone can allow em-
ployees whether intentionally or oth-
erwise, to expose sensitive/
confidential data to third parties. 
This of course, adds to the CIOs 
long list of security headaches in-
cluding USB storage devices (for 
example, flash/thumb drives), 
Blackberry’s, camera phones, PDAs 
and iPods. 

The iPhone made a lot of negative 
news before and after it was 
launched due to many security 
shortcomings. Gartner in particular 
advised users to keep the phone 
away from their companies’ net-
works due to its many security flaws 
such as unsecured email and for 
not having a firewall in place. 

iPhones can cause serious hurt to 
an enterprise in different ways. As 
mentioned earlier, email – the ubiq-
uitous business tool — on an iPhone 
is not secured due to the lack of a 
firewall and data encryption. 

Moreover, the device does not sup-
port Microsoft Exchange or Lotus 
Notes, meaning that users must 
forward their e-mail to an Internet 
service provider, thereby potentially 
exposing enterprise data to unse-
cured connections and servers. 
In addition, unlike the Blackberry 
and other enterprise-class telecom 
devices, the iPhone does not allow 
users to lock the unit or destroy 
stored data in the event it's lost or 
stolen. 

Another cause for worry is the 
iPhone's capability of storing prodi-
gious amounts of data. The unit can 
function like an external storage 
device (and in fact, will be recog-
nized as such by most networks), 

storing up to 4GB or 8GB of data, 
depending on the model. This 
means unscrupulous iPhone users 
can swipe large amounts of data 
from unsecured enterprise PCs. 

The fact that iPhone uses an operat-
ing system and a Web browser that 
have been available, in one form or 
another, for years will please end-
users seeking reliability and famili-
arity. However, in the case of IT 
managers, this time tested, stan-
dardized approach means that 
hackers will have had a head start 
in finding entry points to exploit. 
This is further exemplified now be-
cause with all its media-hype, the 
iPhone is definitely a tempting tar-
get for ambitious hackers seeking 
notoriety. 

Much has also been said about the 
iPhone running on a closed operat-
ing system. Those in iPhone’s pro-
camp say this is in favor of better 
security. However, running a closed 
operating system makes it impossi-
ble for users or IT managers to in-
stall software from third-party secu-
rity companies on the device.  In 
fact, a little while after the iPhone 
was launched, David Maynor, a se-
curity researcher with Errata Secu-
rity revealed that he had discovered 
a bug in the Apple Safari browser. 
This bug was essentially a backdoor 
that can be exploited to hijack the 
iPhone with hidden software, just as 
hackers have used malware to herd 
millions of unwitting PCs into bots 
that send spam, attack Web sites 
and steal financial data. 

The iPhone dialer has also made 
the news for the wrong reasons – a 
security firm warned that the 
iPhone’s method of dialing phone 
numbers listed on Web pages could 
be misused by attackers who could 
exploit a bug in the feature to trick 
victims into making expensive 

phone calls. In addition, phone calls 
could also be “tapped” and tracked.  

Yet another flaw that was found in 
August this year: iPhone attackers 
could access personal information 
such as SMS text messages and 
voice mails stored on the device, 
and could even provide malicious 
users with a means of recording the 
iPhone owner or taking photos with 
the handset's built-in digital camera. 
Attackers could gain access to the 
iPhone in one of three ways: any 
iPhone that automatically connects 
to an attacker-controlled wireless 
access point with the same name 
and encryption type as a trusted 
network would be compromised; an 
improperly configured forum on any 
website could allow insertion of the 
exploit; and iPhone users opening a 
link delivered via email or an SMS 
message could unknowingly open a 
hostile website. Apple was alerted 
to this flaw, and a security patch for 
this is available. 

Apple is aware of the security flaws 
its iPhone faces and to be fair to 
them, they have responded fast 
with patches. In addition, the com-
pany has always marketed the prod-
uct as a consumer and not an enter-
prise product. The problem is if us-
ers mistakenly see the iPhone as a 
productivity tool. This is expounded 
by some partners of Apple who have 
been marketing it as a business de-
vice. At the moment, the device 
billed as the ‘mobile device of the 
future’ has business risks that 
should be well taken note off. As 
Gartner analyst Ken Dulaney notes, 
“The iPhone is basically a cellular 
iPod with some other capabilities 
and it’s important that it’s recog-
nized as such.”◊ 

By Shanti Anne Morais 
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M O B I L E  D E V I C E  M A N A G E M E N T :  A  R I S I N G  S T A R  A M O N G S T  V E N D O R S  
A N D  G O O D  N E W S  F O R  M O B I L I T Y  P R O S U M E R S   

IDC has predicted that the mobile 
device management market will 
grow from US$205.7 million in 
2006, to US$345.0 million by 
2011. This growth will be driven by 
the increase in the mobile work-
force and the need to manage the 
complexity that mobile devices add 
to the IT environment.  

These findings cement the fact that 
we are in an era of increasing net-
work-based services – a fact high-
lighted by the proliferation of mobile 
devices and data. This in turn points 
to another reality: mobile devices 
are growing in significance as an 
endpoint into the network environ-
ment. 

It is no surprise then that mobile 
device management has become a 
prime target for several vendors 
that have had till now little or no 
play in the mobility arena. For exam-
ple, marquee vendors like Microsoft 
and CA have recently announced 
device support. In addition, other 
systems management vendors like 
Novell, BMC, LANDesk and Syman-
tec have also jumped on the device 
management bandwagon. 

Late last month, Microsoft an-
nounced its System Center Mobile 
Device Manager 2008, a mobile-
dedicated server that helps enter-
prises manage Windows Mobile 
smartphones. Microsoft's device 
manager lets companies deliver 
applications and updates over the 
air and offer mobile VPN connec-
tivity and security-enhanced access 
to corporate data. 

Not to be outdone, earlier this 
month, systems management ven-
dor CA released its first iteration of 
a mobile device management solu-
tion, called simply CA Mobile Device 
Management (MDM).  

In its current state, CA's solution 
supports just BlackBerry, but in the 
near future, support for Symbian 
and Windows Mobile operating sys-
tems will be added, according to CA 
director of product management 
Allen Houpt. 

Stacy Sudan, research analyst of 
mobile enterprise software at IDC, 
has noted that both CA and Micro-
soft have offered a degree of mobile 
device management in the past, but 
mostly as a retrofit of their manage-
ment tools for PCs and laptops. This 
has now changed with the two com-
panies offering tools that have a 
core focus on smartphones and 
other mobile devices. 

"There's been a renewed interest for 
large systems management vendors 
to target mobile devices," Sudan 
points out, adding that this is due 
mostly to the "attention the con-
verged mobile device market has 
received over the past several 
months." 

That attention, she says, stems from 
IT mobile managers struggling to 
manage both the proliferation of 
devices that come through the door 
and the lack of resources that many 
enterprises have to manage them. 
"Companies have a really difficult 
time now figuring out what devices 
are connecting to their networks," 
Sudan elaborates. 

"The introduction of large numbers 
of mobile devices into the corporate 
IT environment represents one of 
today's most critical technology gov-
ernance, risk and compliance chal-
lenges," adds Sudan. "By ensuring 
'asset awareness' and automating 
device lifecycle management, a 
product such as CA MDM offers a 
compelling solution for meeting this 
challenge."  

CA MDM aims to expand manage-
ment capabilities of BlackBerrys by 
simplifying provisioning and ongoing 
management of devices. MDM fea-
tures over-the-air connections that 
do not require agents and also of-
fers a self-service portal where de-
vice users can register devices, 
manage passwords and fix common 
problems without a call to the help 
desk or to the company BlackBerry 
manager. This administrator portal 
unifies all core management tasks - 
such as security management, as-
set inventory, configuration man-
agement, policy compliance and 
reporting -- for every device in the 
enterprise. 

The overall goal of CA's MDM is to 
take a good chunk of the manage-
ment onus away from administra-
tors and pass it on to the users 
themselves with the self-service por-
tal, where users can activate de-
vices. Administrators still retain a 
level of control over exactly what 
features and functions users can 
tinker with -- like data wiping, lock-
ing and unlocking devices, and re-
setting passwords. 

Administrators can set up policy 
groups within the CA software, 
which will take any attributes from 
Active Directory and push it out 
through the BlackBerry Enterprise 
Server (BES). 

Other key features of CA's MDM in-
clude:  

• Leveraging BES IT policies to 
deliver over-the-air management 
from a Web-based interface, 
including device lock and unlock 
and data wipe to prevent access 
on lost or stolen devices. 

• Automated role-based device 
security and configuration en-

continues on Page 48 
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the BlackBerry Enterprise Server to 
help IT organizations manage Black-
Berry smartphone deployments 
more effectively and maximize re-
turn on investment."  

Just like CA, Microsoft is aiming to 
simplify and better enable the man-
agement of mobile devices  - in their 
case, of course targeting devices 
running on the Windows Mobile 
platform.  

Starting in the second quarter of 
2008, Microsoft System Center Mo-
bile Device Manager 2008 will bring 
IT professionals new security fea-
tures and what the company de-
scribes as “improved control over 
Windows Mobile devices for busi-
nesses and their employees.” 

Mobile Device Manager 2008 is a 
solution that aims to give organiza-
tions enhanced on-device security 
and over-the-air policy enforcement. 
It allows IT professionals to more 
easily manage phones within the 
organization, and gives mobile em-
ployees access to confidential infor-
mation on corporate networks with 
firewalls. 

Microsoft System Center plays a 
central role in the Microsoft vision 
to help IT organizations benefit from 
self-managing, dynamic systems. 
System Center solutions, such as 
System Center Mobile Device Man-
ager, are tuned to simplify manage-
ment of the systems and applica-
tions within company IT infrastruc-
tures. With this new Microsoft solu-
tion, organizations will be able to 
set and control policies in Active 
Directory and Group Policy; set up 
phones according to specific needs; 
encrypt data; manage device inven-
tory; and add and provision Win-
dows Mobile phones, which also 
features a self-service device enroll-
ment. 

 

At last month's CTIA conference in 
San Francisco, Microsoft CEO Steve 
Balmer called the device manage-
ment system “Microsoft's first dedi-
cated mobile device management 
server to help companies take ad-
vantage of mobile solutions.” 

In this keynote speech, Balmer em-
phasized, "People expect to be able 
to do more with their mobile phone. 
We're building on our expertise 
across servers, operating systems 
and services to deliver Windows 
Mobile  experiences that bridge the 
things people want to do at work 
and at home." 

What Mobile Device Manager 2008 
does: 

• Helps protect sensitive informa-
tion if the device is lost or stolen 

• Performs instant (when con-
nected to Wi-Fi or a carrier net-
work) remote device wipe to help 
reduce security risks 

• Provides security enhanced be-
hind-the-firewall access to mobile 
users 

• Helps lower maintenance and 
troubleshooting costs and man-
agement complexity 

• Provides greater scalability with 
support for thousands of users 
on a server 

• Gives IT professionals a robust 
development platform, improved 
reliability, and better application 
access and control for Windows 
Mobile devices 

Palm and HP are some vendors who 
have already announced support of 
Microsoft Mobile Device Manager 
2008. 

IDC believes both CA and Microsoft, 
among others, are on the right path. 

Elaborating on this, Sudan says, 

continues on Page 49 

forcement, and lifecycle man-
agement leveraging Active Di-
rectory data. 

• Automatic disabling of devices 
upon employee termination. 

• Customizable workflow approv-
als, escalations, event manage-
ment and support processes. 

• A Bulk Addition feature that en-
ables the rollout of large num-
bers of devices in a single ses-
sion. 

CA MDM can integrate with other CA 
tools like CA Asset Management, CA 
Identity Manager and CA Security 
Command Center to incorporate 
BlackBerrys’ into a broader set of 
enterprise IT governance best prac-
tices. 

"As BlackBerry smartphones and 
other mobile devices play an in-
creasingly central role as a primary 
end-user computing device-of-
choice, IT organizations will have to 
subject those devices to the same 
set of policies and controls that are 
currently applied to desktops and 
laptops," observes Jacob Lamm, 
executive vice president and gen-
eral manager at CA. "CA MDM is an 
optimal solution for fulfilling this 
essential enterprise IT management 
requirement."  

"Workforce mobility is a key strate-
gic consideration for business man-
agers today and the BlackBerry En-
terprise Solution is renowned for 
helping millions of mobile profes-
sionals become more productive 
and effective. As enterprises roll out 
mobile devices to increasingly large 
groups of users, management, se-
curity and compliance become even 
more important," says Jeff McDow-
ell, vice president, Global Alliances, 
Research In Motion. "CA MDM pro-
vides a heterogeneous solution that 
leverages the IT policies built into 
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Sudan also observes that systems 
management players are also start-
ing to offer mobile device manage-
ment as a standalone product, 
which can wrap into large systems 
management tools but doesn't nec-

essarily have to. Microsoft's new 
solution requires buying the server, 
while CA's requires buying the soft-
ware.◊ 

By Shanti Anne Morais 

"You want a mobile device manage-
ment solution that integrates with 
your directory service. She also 
notes that any role assigned can be 
pushed down to the device. 

Over the last few months, it has 
been noted that mp3 spam by stock 
market pump-and-dump fraudsters 
has emerged. These fraudulent 
mp3 files are part of a new genera-
tion of malware bypassing standard 
filters, according to MXSweep. 
 

Bearing names like oursong.mp3, 
c o o l r i n g t o n e . m p 3 ,  a n d 
bspears.mp3, these new emails are 
larger than usual, with messages 

ranging from 85 kb to 147 kb.  
Reflecting that this type of spam is 
on the rise, mp3 spam already ac-
counts for almost ten per cent of 
global spam emails.  
 

Danny Jenkins, MXSweep founder, 
says, “Spammers are using new 
techniques everyday to penetrate 
spam filters. The vast majority of 
businesses are already blocking au-
dio files or will have no issues imple-

menting corporate policies to block 
audio files from arriving by email 
into the user's inbox.' 
 

According to SecurityPark.net, ad-
ministrators need to deploy as many 
anti-spam techniques as possible 
and maintain a 'very low level' of 
false positives to filter out mp3 
spam.◊ 
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S K Y P E :  B O U N D L E S S  C O M M U N I C A T I O N  W I T H  P O T E N T I A L  D A N G E R S  

Communicating for free and ex-
tremely easily with friends and 
business partners everywhere 
around the world are the compel-
ling benefits of Skype. Since the 
manufacturer in September 2005 
has been bought over by the larg-
est online auction house eBay, the 
number of Skype users almost dou-
bled. More than 100 million Inter-
net users make phone calls with 
the Voice-over-IP software of the 
eBay subsidiary. However, news is 
increasingly spreading in public 
claiming that Skype is a hazard, 
warning that the free communica-
tion via the Internet tool is provid-
ing its services at the expense of 
security.  

Businesses depend in particular on 
the highest level of security, which 

is jeopardized by the use of Skype. 
By examining the safety aspect of 
Skype more closely, experts come to 
the following conclusion: From one 
perspective the connections are en-
crypted and thus more secure than, 
for example, pure fixed-line tele-
phone connections – but considered 
differently, installation and use of 
Skype poses additional risks. Skype 
uses a proprietary protocol - AES 
(Advanced Encryption Standard) en-
cryption. The symmetrical AES-keys 
are negotiated with RSA-keys (1536 
to 2048 bits). The used procedures 
are state-of-the-art and are generally 
considered as safe. Skype operates 
within its network a Public Key Infra-
structure (PKI), which allows the ex-
change and review of RSA-Keys. 

However cryptography experts warn 
that the built-in encryption in Skype 
isn’t secure enough so that connec-
tions could be recorded and deci-
phered later on. 

But regardless of the Skype traffic 
security, each Skype call can be 
tapped by Trojan horses, which are 
installed directly on the user’s com-
puters to listen into the audio data 
of the sound card. The security 
company ERA IT Solutions devel-
oped for instance for the Swiss De-
partment of Environment, Trans-
port and Communications (DETEC) 
a spy software, which can listen 
into Voice-over-IP connections and 
therefore into Skype, too. 
 

continues on Page 51 
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method got cut off, the program re-
verts to a variety of trial and error 
fall back mechanism and can be 
camouflage for instance as Web 
traffic. A mechanism for firewall 
penetration is the UDP hole punch-
ing, where with the help of an exter-
nal computer a direct UDP-
connection between two computers 
is set up. As both are behind a fire-
wall and can’t communicate theo-
retically with each other, it is usually 
very difficult to block Skype in the 
corporate networks. With the oppor-
tunity to transfer files via Skype is a 
perfect way to disguise data and 
makes it easy to smuggle secrets 
out of its protected areas. 
 

Skype affects Intrusion Detection 
Systems (IDS) 

 Skype builds up a lot of Internet 
connections which cannot clearly 
allocated by IDS and leads at the 
same time to a higher rate of erro-
neous security alerts with the result 
of risking that important alarms are 
overlooked between false alarms. 
On the other hand, too loose secu-
rity settings for IDS would represent 
a higher risk, since actual attacks 
are not detected. 
 

Community network or parasitic be-
havior? 

Each active Skype program con-
nects immediately with the Skype 
network by building up individual 
connections to other Skype pro-
grams. These connections an-
nounce that appropriate partici-
pants are online. Skype is using the 
resulting peer-to-peer network not 
only to signal, but also to search 
other participants and to manage its 
own public key-infrastructure.  

A Skype program can even become 
the relay station for other users by 
forwarding telephone conversations 
between two users if they do not 
reach directly.  

If a user has a very good and stable 
connection to the Internet, it is pos-
sible that his program becomes the 
super-node and works as dial nodes 
for Skype - which involves of course 
a significantly higher burden for his 
network (several Gbyte/day). There 
is no possibility to prevent this proc-
ess with appropriate configuration 
settings. 
 

Getting a grip on Skype  

However, there are several possibili-
ties to keep Skype under control. A 
very complex method is to conduct 
extremely restrictive network set-
tings and to monitor all installations 
of the own network. 

 But the better way is to block Skype 
on the Internet gateway. Suitable for 
doing this are for instance Internet 
traffic management solutions like 
those of ipoque. These solutions 
utilize “Deep Packet Inspection” to 
recognize Skype despite its spoofing 
strategies. Since Skype is frequently 
changing its network behavior, it is 
especially for companies very impor-
tant to have a quick access to signa-
ture updates, as soon as a new 
Skype version is published.◊  

By Daniela La Marca 

Skype makes its own network at-
tackable 

A central security aspect is the dan-
ger of making the own network 
more vulnerable with Skype.  

Experts believe, due to the lack of 
transparency of its operating mode 
("total black box") that Skype is fun-
damentally incompatible with the 
security policy of a network operator 
as for instance, existing or future 
backdoors cannot be identified and 
there remains the fact that the net-
work is generally unprotected 
against attacks, as Skype is working 
in principle "hidden". Furthermore, it 
generates traffic, which is not easy 
to monitor. Each user of Skype is 
simply forced to trust blindly not 
only automatically all other users, 
but also any node used for the con-
nection. Although the developers of 
Skype go to any length to close pos-
sible security gaps such vulnerabili-
ties occur repeatedly as with all 
software developments. Since a 
Skype connection builds virtually a 
tunnel through the firewall of a net-
work, the risk that third parties 
penetrate unauthorized such a con-
nection is definitely given. And 
unlike pure telephone connections 
the access to all network data is 
possible as well as contamination 
with a virus or spyware, too. 
 

Concealment of data traffic and fire-
wall penetration 

Skype lives of having as many active 
users as possible. To improve the 
connectivity of its own program and 
to avoid that Skype traffic can be 
blocked externally, Skype has put a 
lot of effort into the concealment of 
their traffic. If a Skype connection 
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ciety and intend to be a reliable 
partner as usual. Fact is that with-
out using the capabilities of the 
high-tech industry internal security 
is not possible anymore.  

The maxim should be: As much se-
curity effort as necessary, as much 
privacy as possible. It can’t be the 
focus to store as much data as long 
as possible - and we can only hope 
that legislators will examine exactly 
what is real profit for the prevention 
and prosecution of serious crimes. 
By the way, for prosecutions pre-
dominantly mobile phone conversa-
tions and talks are listened in and 
only in exceptional cases, telephone 
calls via Internet are affected, but 
the figures for Internet access and 
e-mails are rising. Crimes that war-
rant surveillance are for instance 
murder and manslaughter, sexual 
abuse, organized crime, money 
laundering and drug offences. While 
recently added offences are corrup-
tion, serious tax fraud, trafficking in 
human beings and drugs. However, 
still always a judge has to be in-
volved and agree to it, at the risk of 
default it can be also the state 
prosecutor. 

A particularly intense discussed 
topic in Europe in this context is cur-
rently the online search. So far it 
happened to be only an informal 
bill, but the online access to com-
puters should now be regulated offi-
cially. According to the draft, basi-
cally all computer systems are po-
tential targets, including mobile end 
devices and the central computer of 
e-mail providers, if used by a sus-
pect. 

The legal conditions are still not as 
clearly defined as in the case of 
telephone surveillance. However, 
regarding online search, the prose-
cution isn’t the focus, but the de-

fense of "urgent threats" and terror-
ist activities. 

If in such cases actually terrorist 
threats can be avoided, then the 
instrument is all in all justifiable and 
we can’t principally reject it. But 
what is really more needed is a 
clear definition of the legal require-
ments of online searches – as both 
so far are missing.  

And there are still open questions to 
technical and legal aspects:  

Will the monitoring program be in-
stalled as a Trojan horse, which is 
spying out the data in the back-
ground and forwarding it to the in-
vestigators? Or as a key-logger, that 
logs the keyboard characters? How 
will be the installation? These tech-
nical details will for sure not be dis-
cussed in public -for perspicuous 
reasons.  

In any case, they have to bypass the 
criminals’ firewalls and anti-virus 
programs and they have to ensure 
that their programs are not mistak-
enly reaching other computers.  

So it seems that an online search is 
much more complex than listening 
in a phone communications. Legally 
relevant is the question of whether 
hard disks have similar protection 
criteria as living rooms. Here, ex-
perts are still debating and there is 
so far no agreement. Among other 
things, there will be for sure raised 
the question whether evidence from 
the danger defense can be used 
later in criminal proceedings. All 
these questions have yet to be an-
swered, in order to develop an intel-
ligent and relevant arrangement 
with a sense of proportion. Well, 
only the future will tell.◊ 

By Daniela La Marca 

Nowadays almost everybody knows 
that internal security is in many ar-
eas inconceivable without the par-
ticipation of the ICT industry. The 
industry is dealing in three ways 
with the topic security: in the field of 
security electronics, the govern-
ments’ communication surveillance, 
and the individual security of private 
and business users.  

For the internal 
security especially 
the first two di-
mensions are im-
portant. For exam-
ple: After the at-
tacks in New York 
and other major 
cities, the demand 
for video surveil-

lance increased substantially. Thus, 
public and private clients invested 
hundreds of millions of dollars in the 
past few years. 

So far, there is in general no storage 
duty for connection data. The tele-
communications- and Internet pro-
viders may have the right to store 
data for up to six months, but only in 
connection with the bill. In case of 
serious criminal offences, investiga-
tors already today can request nec-
essary data from network operators 
and providers. But in the future re-
tention of six months will be duty in 
many countries. In addition, data 
storage will be expanded, both in 
fixed and mobile calls as well as e-
mail and Internet telephony. In de-
tail, for example, mobile phone loca-
tion data and the IP addresses of 
Internet users are stored as well. 

If a series of crimes can be pre-
vented with these measures, as for 
instance terror attacks, we should 
not fundamentally disagree. The 
network operators and providers act 
here in the interest of the whole so-
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Latest research from IT security and 
control firm Sophos has revealed  
that an increasing number of users 
are committing Wi-Fi piggybacking 
(also known are “wireless mooch-
ing”) – that is, using other people's 
Wi-Fi networks to piggyback onto 
the internet without payment, an 
offence in many countries in the 
world, including Singapore.  The re-
search shows that 54 percent of 
computer users have admitted 
breaking the law, by using someone 
else's wireless internet access with-
out permission. 

Many internet-enabled homes fail to 
properly secure their wireless con-
nection with passwords and encryp-
tion, allowing freeloading passers-by 
and neighbors to steal internet ac-
cess. In addition, while businesses 
often have security measures in 
place to protect the Wi-Fi networks 
within their offices from attack, 
Sophos experts note that remote 
users working from home could 
prove to be a weak link in corporate 
defenses. 

“Stealing Wi-Fi internet access may 
feel like a victimless crime, but it 
deprives ISPs of revenue.   

Furthermore, if you've hopped onto 
your next door neighbors' wireless 
broadband connection to illegally 
download movies and music from 
the net, chances are that you are 
also slowing down their Internet ac-
cess and impacting on their 
download limit,” notes Graham 
Cluley, senior technology consultant 
for Sophos.  “For this reason, most 
ISPs put a clause in their contracts 
ordering users not to share access 
with neighbors - but it's very hard for 
them to enforce this.” 

He adds, “If you're not encrypting 
your wireless communications, then 
it's not hard for cybercriminals in 
your neighborhood to snoop on 
what you're doing, whether it's surf-
ing the internet or remotely access-
ing work documents.  They may 
even be able to infect your com-
puter with malware designed to 
commit identity theft. It's essential 
that your Wi-Fi connection is en-
crypted and that you have not cho-
sen a password for your router 
which is easy to guess or crack.  The 
problem is that a lot of Wi-Fi equip-
ment is not properly configured 
when it comes out of the box, or is a 
headache to setup.” 

According to Singapore’s Computer 
Misuse Act, anyone convicted of 
securing access without authority to 
a computer for the purpose of ob-
taining computer services is liable 
to up to three years in jail, a S$10, 
000 fine, or both.  

In January this year, a Singaporean 
teenager made Asian legal history 
by becoming the first in Singapore, 
and possibly Asia, to be sentenced 
in court for piggybacking on an un-
secured wireless network to surf the 
Internet. The teen had gone outside 
his house to piggyback on any avail-
able wireless network because his 

mother had confiscated his com-
puter modem. He was chatting 
online when a passerby asked what 
he was doing, became suspicious, 
and later called police. He was sen-
tenced to 18 months probation. 

Less than a month after this convic-
tion, a 21-year-old man was in court 
for another case related to wireless 
mooching. This offender was sen-
tenced to three months' imprison-
ment and fined S$4000. He had 
posted an online bomb hoax while 
piggybacking on a neighbor's wire-
less network. 

IT experts and lawyers say that Sin-
gapore, one of Asia's most tech-
savvy and wired nations, appears to 
be the regional pioneer in clamping 
down on wireless network free-
loaders. Even in North America, only 
a few such convictions have oc-
curred over the past three years. 

Although wireless mooching is not 
unusual across Asia, prosecutions 
are uncommon for several reasons, 
say IT lawyers. Reasons for this in-
clude low priority placed on mooch-
ing offences, the difficulty in track-
ing offenders and an absence of 
laws against piggybacking. 

Even in other technologically ad-
vanced countries like South Korea 
and Hong Kong, there are currently 
no laws prohibiting Wi-Fi piggyback-
ing. Under Hong Kong's Telecommu-
nications Ordinance, any person 
who knowingly causes a computer 
to obtain unauthorized access to 
any program or data held in a com-
puter is liable on conviction to a fine 
of HK$20,000. However, this provi-
sion is essentially against hacking 
rather than wireless piggybacking. 

Enforcement of laws in this arena is 
also very tough, even in areas 
where Wi-Fi piggybacking is out-
lawed.  

continues on Page 55 
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There are various reasons why Inter-
net users piggyback on other’s net-
works. 

For some, the cost of Internet ser-
vice is a motivating factor. Many 
computer owners who cannot afford 
a monthly subscription to an Inter-
net service or who only use it occa-
sionally, or who otherwise wish to 
save money and avoid paying may 
routinely piggyback the wireless ac-
cess of neighbors or even of nearby 
businesses, or will visit a location 
providing this service. 

It also has to be noted that there 
are many piggybackers who gain 
access to a network completely by 
accident as network access points 
and computers wireless cards and 
software are designed to connect 
easily by default, and are normally 
attracted to the strongest signals. 
Such users are often unaware that 
they are piggybacking, let alone re-
alize that it is an offence. Very often, 
the subscriber also has no idea that 
piggybacking is occurring. 

Sophos has shared some tips for 
preventing strangers from stealing 
your Wi-Fi connection. These in-
clude: 

1. Use encryption 

Wi-Fi Protected Access (WPA and 
WPA2) is a stronger encryption sys-
tem than WEP, and can be used to 
reduce the chances of hackers in-
tercepting your communications.  

2. Use a password 

Choose a strong password that has 
to be used to access your wireless 
access point. Don't use the default 
password that came with your Wi-Fi 
equipment or a dictionary word that 
is easy to guess or crack 

3. Use MAC address filtering 

Wi-Fi routers and access points nor-
mally have the ability to prevent un-

known wireless de-
vices from connect-
ing. This works by 
comparing the MAC 
address of the de-
vice trying to connect with a list held 
by the router. Unfortunately, this 
feature is normally turned off when 
the router is shipped because it re-
quires some effort to set up prop-
erly. By enabling this feature and 
only telling the router the MAC ad-
dress of wireless devices in your 
household, you can reduce the 
chances of strangers' computers 
piggybacking your Internet connec-
tion.  

Unfortunately, it is possible for a 
determined hacker to clone MAC 
addresses, but this measure should 
still be taken to reduce the risks.  

4. Don't broadcast the name of your 
wireless network 

The name of your wireless network, 
known as the SSID, should not be 
broadcast to passers-by. In addition, 
choose an obscure, hard-to-guess 
SSID name to make life harder for 
hackers. SSIDs such as "home" or 
"internet" are not good choices.  

5. Restrict internet access to certain 
hours 

Some wireless routers allow you to 
configure Internet access to certain 
times of the day. For instance, if you 
know you will not need to access 
the Internet from home between 9-
5, Monday to Friday, then schedule 
your router to disable access be-
tween those hours.  

6. Make sure your computers are 
properly secured 

Make sure all of your computers are 
properly secured with up-to-date 
anti-virus, security patches, and cli-
ent firewall software.◊ 

By Shanti Anne Morais  

From Page 54 —  When piggybacking is not child’s play 

This is mainly because the sheer 
number of Wi-Fi networks used at 
homes is so large. They are also 
typically not monitored by experts. 
Therefore, it would be difficult to 
identify whether unauthorized ac-
cess has taken place. 

The perception by many that Wi-Fi 
piggybacking is virtually victimless 
also does not help. As Cluley men-
tions, victims of wireless mooching 
tend to suffer drops in their Internet 
speeds, plus there is always some-
one paying for someone else’s ‘free 
ride’.  

In addition, ISPs suffer loss of reve-
nue. Moreover, the piggybacker has 
the ability to engage in illegal activi-
ties, such as identity theft or pornog-
raphy, without leaving much of a 
trail to their own identity, but per-
haps implicating the network owner 
instead, maybe making the owner a 
subject of investigation for a crime 
he or she did not commit or have 
any involvement in. While most per-
sons engaging in piggybacking are 
generally honest citizens, a smaller 
number are breaking the law in this 
manner, making the discovery of 
their identity difficult or impossible 
for investigators. 

Wireless connectivity is currently 
available in Singapore homes, of-
fices and schools but starting this 
year, the government has started to 
offer free wireless broadband ser-
vice in public areas. This program 
will increase the number of wireless 
hotspots from 900 to 5000 over two 
years. The aim is to have 90 percent 
home broadband usage by 2015. 

Singapore had 779 000 broadband 
subscribers in January 2007, while 
household broadband penetration 
was 62.8 percent, according to gov-
ernment figures. The city-state has a 
population of about 4.4 million. 
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H O W  D A T A  C A R R I E R S  C A N  B E  C L E A N E D  S A F E L Y  

Whoever is planning to sell or scrap 
his old computer, used mobile 
phone, or used storage media, 
should make sure that all files are 
really deleted - so let me tell you 
how to do it right. 

Improvements in 
capacities and 
better perform-
ance of com-
puters, mobile 
phones, PDAs, 
or storage me-
dia lead to 
faster exchange 
of the equip-
ment and many 
companies and 

individuals are selling, giving away, 
or scrapping the often still well func-
tioning devices. But be cautious - 
acquirers can in this way get confi-
dential information, although the 
previous owner believes that all 
once stored documents are deleted 
properly. 

These are the risks: emptying of the 
trash does not remove files from the 
hard drive, but only the references 
to them.  

Or: application programs such as for 
instance Microsoft Office automati-
cally generate backup copies of the 
edited documents although they 
don’t appear as a file whose data is 
yet available. Thus, most users are 
not aware that even deleted docu-
ments on the hard disk are easily 
recoverable. It is therefore recom-
mended to securely delete all per-
sonal information and data sources 
stored on the old equipment when 
sorting out. 

These are the basic rules: 

Override hard disks and floppy disks 
repeatedly 

The operating systems Linux and 
Mac OS X have serial-production 
special programs. For Windows 
there is suitable software from Ac-

ronis, Steganos or Ashampoo, which 
can make individual folders and 
targeted files unreadable. 

Dismember CD-ROM and DVD 

An inexpensive solution is a small 
office document shredder with addi-
tional CD shredder. 

Override memory cards and USB 
sticks 

These storage media file data in a 
transistor (flash memory). The con-
tents are no longer legible after be-
ing once completely overwritten. 

Put mobile phones back into the 
original position 

Delete the phone memory which 
contains telephone book entries 
and SMS manually and reset the 
mobile to the factory settings. And 
don’t forget to remove the SIM 
card.◊ 
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Dear Readers, 

IT systems are vulnerable to hackers as well as computer viruses and 

worms, whether in the private or business environment.  

The first reports on PC-viruses are dated back already twenty years. At that 

time, the pest was copied via floppy disk from one computer to another.  

In today's networked world, however, viruses and worms spread worldwide 

and infect unprotected PCs within seconds. Numerous new pest variants 

are registered every day, and "Zero Day Exploits" take increasingly advan-

tage of vulnerabilities immediately after it becomes known.  

Since the advent of the first PC-Virus not only the number of attacks, but 

also the motivation of the attackers have changed significantly: from teen 

hackers with too much time of their hands, to those seeking thrills and no-

toriety to more professional and organized crime rings bent on making 

money. Attacks have now also become more targeted and refined. Criminal 

"business models" such as identity theft and extortion are rampant now 

with the increasing shift of day-to-day activities such as shopping or bank-

ing transactions to the Internet. Virtual identities allow criminals to act 

largely anonymous, whereas the systems of private users are a popular 

target.  

This issue of Asian e-Marketing provides an overview of current and future 

risks and challenges of the mobile security industry as well as trends of 

rising mobile threats. The trend towards the commercialization of crimes in 

this sector and the low level of protection of many mobile devices, etc. are 

a warning that a comprehensive and sustainable mobile security strategy 

is necessary. I hope this issue can raise awareness and you enjoy reading.  

We’ll see you next in January 2008! Have a Happy New Year! 

Regards, 

Daniela La Marca 
Editor, Asian e-Marketing 
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