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Today’s threat landscape

Statistics on Spyware

Brief on Spyware

Spyware is a Serious Threat to Business

— Spyware Threatens Business Integrity
As Well As the Bottom Line

What Spyware do to Business Owners and Managers
What Spyware do to IT & Technical Staff
Freeware/Shareware Is NOT for Business

Web Site Blocking Is Only a Partial Defense

Cutting off the Spyware Juggernaut
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Today’s Threats

v Today’s threats are
T _ unpredictable,
. and they can strike
, - = anywhere, anytime

Threats can combine the characteristics of viruses, worms, trojans, spam, spyware,
grayware, bots, phishing and pharming to exploit system or infrastructure vulnerabilities.
Combined threats can initiate, transmit, and propagate attacks to compromise resource
availability, system/data integrity and information confidentiality.
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The Problem

Threat Landscape Is Evolving
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What is Spyware?

Spyware is a non-viral Spyware monitors Unlike viruses written
application that is computer activity, for malicious intent,
loaded onto a PC relays confidential spyware is written
without a user’s information to a for profit (commercial
knowledge third party, changes or criminal)

security settings, and
manipulates Web
surfing experiences
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Every PC Needs Spyware Protection

Fastest Growing Risk 2005 and Beyond
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IDC estimates that 67% of all computers have

some form of spyware
— IDC Nov. 2004

Over 600 companies surveyed rank spyware as
4th-greatest threat to a company’s network

security.
— IDC Nov. 2004

25% of client’s help desk time is
spend dealing with spyware.
— Gartner 2004
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Spyware is a Serious Threat to Business

“Spyware programs often show annoying popups,
while creating extra risks to security and
privacy. But serious as these problems are for

typical computer users, they’re even worse for
businesses.”

- Ben Edelman, Spyware Researcher*

Benjamin Edelman is a researcher studying spyware, especially installation methods, privacy effects, and revenue
sources. Ben has also served as an expert or consultant in a multiple cases against purveyors of spyware, including the

successful Washington Post / New York Times suit against Gator.
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Cutting Off The Spyware Juggernaut

Complete set of slides will be made
available to all attendees
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