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Prolog: The Security Journey Continues

V“ _——

- New, More, Bigger, Better ...
e SYSTEMS
« APPLICATIONS
« SERVICES
«-> New Risks
«-> New Vulnerabilities

«-> New Hacking methods
*Viruses, Worms, RATS, Bots ...

(Remote Access TROJANS = Spyware)

-> NEW: GOVERNANCE &

COMPLIANCE! « Data Privacy
CEP Points!  ° Data Leakage
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Regl,”ati()n & COmpliance SARBANES-OXLEY, HIPAA, BASEL I ...

= Itis part of doing business
= Business Continuity
= An environment of TRUST

— For doing business

= More than just
Confidentiality, Integrity
and Availability

— Ensure Orderliness in Internet . Privacy
world
— Promote Economic growth oje Party Customer Data

DON'T LET ANYONE
ELSE SEE IT. THAT
SORT OF INFORMA-
TIONM COULD S0OW
THE SEEDS OF DIS-
CONTENT.

LIE'D HAVE MASSIVE
DISLOYALTY, FIGHTS,
VANDALTISM, MAYBE
EVEN RIOTS.

SEMD THE SALARY
SPREADSHEET TO

HUMAM RESOURCES.

scoflsdama®acl.cam
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GOVERNANCE
AND
COMPLIANCE

ILLEGAL TO
STEAL

AND /OR
MISUSE
DATA
INCLUDING
ELECTRONIC
DATA

home.

The Straits Times Singapore Wednedsay 05 Nov 2008

COMPUTER BREACH

Ex-warden
gets three
months’ jail

‘He used prison’s

computer to illegally
obtain information

I By Sujin THomas

A FORMER officer of the Queens-
town Remand Prison was jailed
yesterday for accessing the facili-
ty’s computer records illegally to
get personal information on a
former inmate for a friend.

Luke Teo Qing Wang, 26, who
pleaded guilty to the charge un-
der the Computer Misuse Act,
was given a three-month jail
term in a district court.

Fired from the Singapore Pris-
on Service when he was caught,
he had made a scripted mitigation
plea to District Judge Liew Thiam
Leng the day before.

Reading from it. he eaid: “T did

not derive any benefit from my
moment of folly. This will be my
last brush with the law following
my harrowing experience.”

But Judge Liew told the court
yesterday that, as a prisons offic-
er, Teo should have known what
his duties were, and that he had
abused his position.

According to court docu-
ments, Teo befriended two in-
mates, Mr Tan Jek Sen and Leong
Ken Lee, in the course of his work
in the prison. Teo kept in touch
with Mr Tan after his release in
August,

When Leong failed to be eligi-
ble for the home detention
scheme later that month, his fa-
ther sought Mr Tan’s help to get a
lawyer to fight his son’s case.

Mr Tan found a lawyer named
Mr Toh Gim Por.

Leong's father gave Mr Tan
$1,500 to pay the lawyer but
when he tried to call him using a
nhone numhber that Mr Tan had

Teo abused his position by givi:ﬁ a
friend the personal particulars of an
ex-inmate. ST PHOTO: WANG HUI FEN

provided, a man named Tommy
who took the call said that Mr
Tan had set him up.

When confronted, Mr Tan said
he himself had been cheated by
the “lawyer”, who had apparent-
ly gone missing.

This was when Teo entered
the picture. Since he knew Mr
Toh, also known as Tommy, was
a former inmate, he accessed the
prison’s computer system with-
out authorisation to obtain his
particulars, which he then passed
to Mr Tan.

When the security breach
came to light, the Corrupt Practic-
es Investigation Bureau was
called in.
suiint@soh.com so

$12k fine for accessing clients’ data

A FORMER clerk who illegally ac-  ing its rule against misusing or di-
cessed information on insurance poli-  vulging information. She is now a
cyholders was fined $12,000 on Mon-  freelance insurance agent.
day. Her lawyer, Mr Suresh Damo-
Helen Foo Mei Hwa (right), 41, ad-  dara, said his client, who is separat-
mitted to three charges of mining in-  ed and has two children, had not ben-
formation on 156 policyholders from  efited from the offences. He added
her workstation without clearance that the last three years had been
from The Asia Insurance Company, traumatic for her, with the investiga-
her then-employer in August 2005.  tion hanging over her head.
Two other similar charges were She could have been fined up to
taken into consideration. $5,000 and/or jailed for up to two
Cha nacead an the dataile #nanin- vears on each charge.
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It Gets Worse

 WAP, GPRS, EDGE, 3G

e 802.1x s BO@
e Broadband s:":;-m'";::'::“‘ () R
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A hacker no longer needs a big machine _
© 2008 IBM Corporation
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The Security Equation Has Changed

= How businesses look at security has changed
— Security is now business driven not technology driven

— Security is now defined through risk management and compliance
disciplines instead of threat and technology disciplines

= The threat landscape has changed

— Traditional operating system and native client application security
risks have become somewhat passé

— Client threats are now all about the browser environment
— Server threats are now all about web applications

6 IBM Security © 2008 IBM Corporation
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The Security Landscape of the past

= Traditional Infrastructure was easier to
protect . . .
= Concrete entities that were easy to

understand

= Attack surface and vectors were very *
well-defined *

= Application footprint very static N

= Perimeter defense was
king

Desktop:
Operating System

7 IBM Security
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Server:
Hardware Platform
Operating System

Defined application footprint
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Changing Security Landscape of Today

“Webification” has changed
everything ...
= |Infrastructure is more abstract and less

defined
= Everything needs a web interface * *

= Agents and heavy clients are no longer
acceptable

= Traditional defenses no
longer apply *

Desktop:

Browser

8 IBM Security

Server:
Hypervisor and Virtualization
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The Myth: “Our Site Is Safe”

We Have Firewalls

and IPS in Place

Port 80 & 443 are open
for the right reasons

_——————-

We Use Network
Vulnerability Scanners

Neglect the security of the
software on the network/web
server

IBM Security

'-l- ..

We Audit It Once a
Quarter with Pen Testers

Applications are constantly
changing

P~

. ‘/" .\_\ ..
; N Y ' e g \

We Use SSL Encryption

Only protects data between
site and user not the web
application itself

© 2008 IBM Corporation



SO WHY ARE THESE HAPPENING?

BEE
EWS

. Front Page

"I One-Minute World News

Last Updated: Tuesday,

21 puagust 2007,
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B8 E-mail this to a friend = Printable versicn

Monster attack steals user data

US job website Monster.com
has suffered an online attack
with the personal data of
hundreds of thousands of users
stolen, says a security firm.

Africa

Americas
Asia-Pacific
Europe
Middle East
South Asia

A& computer program was used to
access the employers' section of

UK : d i
) the website using stolen log-in
Business radentials.
Health !
. . Monster is a leading online joo-
nce/Nature  Symantec said the log-ins were  zervice
Technulugyl used to harvest user names, e-
tertainment Mail addresses, home addresses and phone numbers, which

i . were uploaded to a remote web server.
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Asus Web site harbors threat
Posted by Joris Evers

It iz not zuch a Good Friday for ASUStek Computer.

The main VWeb =ite of the Taiwanezs hardware maker, known for te Asus branded PCs and maoth

been rigged by hackers to serve up malicious sofiwars that attemptz to exploit a critical Windows
expertz 2aid Friday.

The attackers added an invizible frame, a 2o-called iframe, to the front pages of the Azus.com Vel
the =ite, a victim's browser will ilently connect to another Wekb =site that tries to install a malicious

Mlietre hret ~eanfirreed maliele resmrts akbAant Asie mEem o3 rare el Permosrm hardooacre reamirfastoeoe

Wealthy customers saw details of others’ online
accounts, bt bank says numher affected is small

TECHNICAL glitch at
A Swiss bank UBS gave its

wealthy customers in Sin-
gapore and Hong Kong a shock
last week when they logged on
to their online accounts.

The private-banking clients
found confidential details of oth-
er clients’ bank statements and
account information instead of
their own. Clients’ online ac-
counts, though, do not indicate
their names.

When contacted, a UBS
spokesman confirmed the inci-
dent and said the bank was tak-
ing it very seriously.

Asked how many clients
were affected, all she said was
that “some limited account infor-
mation concerning a small
number of UBS wealth-manage
ment clients was accessible by a
very limited number of ather sys
tem nsers”. She added that few-
er than five accessed the infor-
mation.

She told my paper the glitch
oceurred “as a result of an inad
vertent technical error following
an information-technology sys-
tem upgrade over the weekend
of Feb 217,

The bank immediately took
steps to rectify the issue. UBS re
viewed the circumstances lead-

ing to the incident and has im-
plemented measures to prevent
a similar oceurrence in the fu-
ture.

The bank also reported the in
cident to the banking authori-
ties here and in Hong Kong: the
Monetary Authority of Singa-
pore (MAS) and the Hong Kong
Monetary Authority (HEKMA).

Asked about what MAS
would be doing, its spokesman
said that “we are following up
with the bank”, but did not elab-
orate.

The HKMA said it is “follow-
ing up with the bank on any im-
pact... and the remedial meas-
ures that should be taken®.

Its spokesman added: “We
have requested the bank to sub-
mit an investigation report to
the HKMA and will examine
the matter in detail once the re
port is available.”

ez Glitch spills UBS clients’ info

Mr Tan Teik Guan, chief ex:
ecutive of Data Security System:
Solutions, said such accidenta
leaks of confidential informa
tion could lead to "embarrassing
situations for elients and reputa
tion risks for banks”.

“Intentional leakages ar
more serions as the data
(could be) used for more mali
cious activities,” he said.

kennyc(@sph.com.sg
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Hackers
steal

| gamers’
currency

MapleStory players blame
company for lax security

I By Tan WezHEN
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thergamn on its carvers, Asiascft, g
ens uf thousands of virtnal dollars
gamers after A:,L:amft £ SLEVEIS were I;:E‘Eceeéuf:itb}
and vﬂayers ara charging that the Lompany did Dt
meDrES;h?l?E:“h adequate protecting, 2%
i s:rs. Asiasoft has not ~ompensated

Duhnefﬂmmsa‘-e abuzz wi
tims, ard 20 gamare caflid o Zhgs:gtmn
car;glﬂm about beiug SOt changed R ke tﬂ
€ EAMETS, mostly pyyf,
e, essmna]s in their
il spent up o $1p, 000 pach nn}’:]I:t.-
In MapleStory,
e TR e
called “mesos” Ll
This curzency Bﬂm | -
or wezpons for theqy Ehlzmunt huy:nn:e Boyer:
progress to. hishnr lemls of the s

mutr:ﬂmmany ‘who like styl.sh clncl;l:m_f .

g Tl I:'ﬁu Ilﬂt T

home.

le #n a

3TRAITS TIMES3, SINGAF’DRE FRI FEB 27 09

THIL STRAITS TIME= FRIBAY, FERRUARY I7 2009 PAGEC2

Viral application enables
perpetrator to
access personal data

I By Sexexe Lug
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‘Errors’ on Facebook a cyber trap

How to remove it
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Social networking sites targeted by hackers

ANDREA S0H

JUST keep 1o Jegitimaté web-
sites and yvou will be safe from se-
curity threats? Think aguin,
wams a US-headquartered com-
puter security compiny.

While it used to be that Moti-
zens eould fall prey o security
breaches by unknowingly visit-
g malicious sites or accidental-
Iy elicking on malicions e-mail

Attachments, these days taey

zan he affected Just by visiting
regular, everyday websites.

"~ Moare of seeh websites, ke
ﬂm;,;'bmh social network-

were 87,963 phishing hosts -
computers which hos: phishing
websites — in the secand half of
2007, an increase of 167 per
comt compared to the first half,
Fhishing, or the theft of per-
zonal information such as bank
and eredit card accounts details,
% done through creating looka-
likes of these legitimate siles,
e-mail and instant messaging,
Mr Stephen Trilling. Syman-
tee Security Technology and Re-
sponge vice presidesnt said:
“Avoidiag the dark aleve of the
Internet was sufficient advice in
years past. Today's eriminal is fo-
el on compromising legir-
mate websites o lounch artacks
an end-users, which under-
siores the importance of main-
taining & strong security postire
no matter where yon go and

'I.!hal you do du on the Internet*

The report provides a six-
month update frem of Intermoet
threat activity in the Azia Pacific
region from July ta December
last year. It indudes an analysis
of diselozed vulnerabilities, mali-
aous ¢cde reporns and securicy
rsks

Also, stolen information ob-
tained through phishing and
keystroke logging, his become
s0 phontiful thist thee price of s1o-
lsn datz has hit a new low, my
paper reported on Wednesdey,

A full identity, including a per-
=on’s name, :ddress, date of
birth, o f\:l.nc!iul:l:i.ns credit card
rumber and US Social Security
ruinber, can be purchased in the
underground economy for as lit-
te as USH] (S51.40), Symantec
said Previously, it costs between
USS10 and Ussiso.

Spam has also continued to
be a menace, peakimg nt all-tme
highs of 88 percent of all
e-miails last meonth. It rose from
an averngoe of 78.5 per cent in
January to &1 per cent in March
thiv year

Sociz networking sites such
as Bahn, a private social net-
working site Jor internaticnal
Audents to stay in twuch with
friends, have 2lso been the tar-
get of spammers. Said Symantec
Singapere general manager Dar-
nc Hor: “Social networking sites
are especinlly attractive bécanse
not only do the profiles on sach
sites contain a significant
amount of personal informa-
tion, users usoally allow a trust-
ed site o execute code on their
computers.”

andrea@spheomsg
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home.

Straits Times, Singapore. Monday 13 Apr 09
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School website tests
show up security lapses

Personal data of staff
and students are leaked
easily, savs online group
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May 7, 2009 CNet Tech News _ _ _
Report: Hackers broke into FAA air traffic control systems

v Memorandum

U.5. Department of
Transportation
Office of the Secretary

of Transportaton
Office of Inspector Gensral

Subject: ACTION: Report on Review of Web Date:  May 4, 2009
Apphcations Secunty and Intrusion Detection
in Air Traffic Control Systems
Report Number: FI-2009-049

. : . : At of
Assistant Inspector General for Figgncial
and Information Technology Audits

A
From.  Rebecca C. Leng w éﬁ’ﬂh ,é:} Replyto )

T Acting Federal Aviation Administrator

This report presents the results of our audit of Web applications security and
intrusion detection in air traffic control (ATC) systems. This andit was requested

by the Ranking Minority members of the House Committee on Transportation and
Infrastructure and its Aviation Subcommiuttee.

BM Security © 2008 IBM Corporation


http://news.cnet.com/8301-1009_3-10236028-83.html

< A0 COriments

Thiz post was updated atf 2:16 p.m. PDT with comment from 5

- |

cutzide dafabsse zecuniy soffware vendor

Haokers broke into the University of Californiz at Bekeley's health services center computsr and potentially stole the personal
information of mors than 180,000 students, slumni, and others, the university announced Friday.

At particular risk of identity theft are some 27,000 individuals whose Socisl Security numbers were acoessed in the breach, but it's

still unclear whether hadiers were able to match up those S5Ns with individusl names, Shelic

ay afternocon

3
officer, s2id in 8 press conference Friday
The sttackers scosssed 3 ¢
secured detsbases stored o
databaeses containad heslth insurance information and non-treatment ] ;
medical information, such as immunization records and names of

doctors patients had seen. Mo medical records (i, patient diagnoses

treatments, and therapies) were taken, as they are stored in a separate Resources

system, emphasized Steve Lustig, assocciate vice chancellor for heslth Matonal coredit bursaus

and human sarvices.
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The server breach began on Cctober 2, 2008, and continued through April 2, when 8 campus computsr administrator doing routine
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Reality: Security and Spending Are Unbalanced

Web Applications

Network Server

75Cy of All Attacks on Information Security are
O Directed to the Web Application Layer

2 /3 of All Web Applications are Vulnerable  sgGartner

15 IBM Security © 2008 IBM Corporation




Governance & Risk Management

WHY DO HACKERS TODAY TARGET APPLICATIONS?

= Because they know you have firewalls
— S0 its not very convenient to attack the network anymore
— But they still want to attack ‘cos they still want to steal data ...

= Because firewalls do not protect against app attacks!

— So the hackers are having a field day!
— Very few people are actively aware of application security issues

= Because web sites have a large footprint
— No need to worry anymore about cumbersome IP addresses

= Because they can!
— It is difficult or impossible to write a comprehensively robust application

« Developers are yet to have secure coding as second nature
« Developers think differently from hackers
* Cheap, Fast, Good — choose two, you can’t have it all
« ltis also a nightmare to manually QA the application
* “White-box” static code analyzers don't test for inter-app relationships
*  Many companies today still do not have a software security QA policy or resource

16 IBM Security © 2008 IBM Corporation
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Top Hack Attacks Today Targe Alications

Cross-site scripting has
shot up the list of most
common vulnerabilities 4
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Web Application Hacks are a Business Issue

Application Threat

Buffer overflow

Negative Impact

Denial of Service (DoS)

Potential Business Impact

Site Unavailable; Customers Gone

Cookie poisoning

Session Hijacking

Larceny, theft

Hidden fields

Site Alteration

lllegal transactions

Debug options

Admin Access

Unauthorized access, privacy liability, site
compromised

Cross Site scripting

Identity Theft

Larceny, theft, customer mistrust

Stealth Commanding

Access O/S and Application

Access to non-public personal
information, fraud, etc.

Parameter Tampering

Fraud, Data Theft

Alter distributions and transfer accounts

Forceful Browsing/
SQL Injection

Unauthorized Site/Data Access

Read/write access to customer
databases




&} 500 Internal Server Error - Mazilla Firefox

Ei= Edt Vew Go  Bockmaks  Tooks  Help
R O [N eerre————r——— =] © 5o [[CL¢ anpeds prdppines
=1 Em. .. ]'Eﬁ:m | H s | H .. ] H ... ]wa | H #s... I H ... ]wa | [ ; L rHWW Iwa |Hv.w | H ... hHw |H'.-m| | H #s... | H ws... |H-.w.- [} so0. | EJ

S00 Internal Server Error

java. lang.NullPointerException
at FlestWatoch.fwvcontrol doGet (fuconteol ., javai3a)
&b javax.servler.hicp.Hoopdervlet,.service [(HoopServlar. java: 740)
at jewvax.secwlet.http.HetpSecrlet.service (HetpSecwlet . Jora: 883 )
at com.evermind[Cracle Appllcation Ferver Contalnera for JZEE 10g [9.0.4%.2.0)].2ecver.htih.ServletRequeatDispatcher . imroke (ServletRegueatDiapatchet . 3w
at ocom.evermind[COracle Application Server Containers for JZEE 109 [2:0.4.2.0) ] -secver.http. SecvlsetBequesthispatcher . forvacdInternal (ServletRequestDispa
at com.evermind[Cracle Applicetion Server Containers for JZEE 1O0g (9.0.4.2.0)] .secver.hicp.HiopReguestHandler . procesaRequest (HotpRequestHand ler . Java: 79
af com.evermind[Oracle Application Jerver Contalnerg for JZEE 109 [(9.0.4.Z2.01] .server.htep. AJPRequestHandler . run { AJPEequestHandler . jawai 208)
at com.svermind[fracle Application Server Contailners for J2EE 10g (9.0.4.2.0)]) .secver.hteop. WIPRequestHandler . cun (AJPRequestHandlec . janra: 125)
at com.evermind[Cracle Appllcation Server Contalners for JEZEE 10g [9.0.4.2.00].util.ReleasanlePesour cePooledExecutor s Aot ket . tun | Re leasab leResonrcePoo

at jswva, lang. Thread.run[Thread. javs: 534)

ll | it

- Do

#start| [ @ 500 Internal Serve... B M3 DOS | &1 philippine Airtines ... % B R szam




/= Runtime Error - Windows Internet Explorer : -EEIE

%}'@ - Ig. h'-a'h:u:jf:ﬁ'ﬁx‘.'m_ferrnrsfﬂ}é.aspx?aﬁpxerrurpal:l‘l-,n'.beFault.aspx j !E| |:K_| I |P$|
Fie  Edit view Fﬂwlhs Tedis  Help Q.— 9.0 minutes saved

W ool eammeme | O | viRammn . | @romeso x| [ E) - [dree r Qoo - @[50 D
=

Server Error in /' Application.

Runtime Error

Descripbion: A0 Sgietion Smir oldumad o Ine 258t Te T el Gusionm <or efingss R07 NiS apoication pravend e eiails 07 e SdiGaine’ SInpr Tom DG il

Detaily: To 205hie e Gtials orins eDS0INC SMOMMEsiage 40 b vitwatis 00 It I0ds] St mathine, BRtast Creaes S-ohusiomErndres- a0 witthih A "nel Sonhy " omiiguration Bt Oiaed It e 1ol Ciretady Wl i Dl
TR 521 B "TREMMEDAY TO NN T GIANE 00 DEVALUADAE O ESCRE IMOONINED DiEEES BARTWCOE T O

<1-- web, ConTig Configuration Filte --»

acoet fou rat 1o
=S yItem, webs
ecustonErrory motes' Remotetnly” >
/By TET, walx
+/enfimrations

Wavke=z Tree casrrent wa0f page jou areeeing can be neabced by oo emor page i modtying Te "HelediRediser?” srinde of Be apolcaiinn's sousnmSrpoess oonnguraiion g i poind D 2 cosioa esor mage URL

<lea ek Confipg Configuration Fila --

sconf igarat o>
=5 Y50, vab» ] : _ i
sCUSTOErrers mpde="0n" SafaultRedimecr="myCusTorpage. e /=
</5ystem webs
wfeonfiquratims

] T [ -




Up = Bac

* drexx®LOADSERVER:~

Go| [ nitp:fwww_bighank com/EDI-CGl/Us

Mame

Last modified

Size Description

Save As Find

Search the web: ¥

@ Parent DMrectory

Ej 0301290225

0 05201977/
B3 240403/
0 10136100/

23 avrercssss

H ,

m clouds18/

a dargecs
0 arms

L]

FERE

=
e,

W

|

0000000000
] FRERE

&

SRSECBRA3Y ¢

o

27 -5ep-2006
15-5ep- 2006
20-5ep- 2006
23-Sep-2006
15-5ep-2006
02 -0ct-2006
25-Sep-2006
19-Sep-2006
26-Sep-2006
26-Sep-2006
21-Sep-2006
02-0ct-2006
14-5ep- 2006
27-Bep- 2006
21-Sep- 2006
27-Sep- 2006
27-Sep- 2006
26-Sep- 2006
25-Sep- 2006
21-Sep-2006
25-Sep- 2006
27-5ep-2006
20-Sep- 2006
26-5ep-2006
22-Sep-2006
14-Sep-2006
29-Sep-2006
02-0ct-2006
22-Sep-2006
2E-8en-2006/

0F:
0d:
1f:
21z
11:
165:
0%
14:
15:
15:
17:
05:
22:
0
11:
14:
16:
146
10
i
14:
0
10:
09:
0%9:
14:
09:
0a:
16:
110

17

28
04
23
ELE
59
18
r
44
16
21
i1
17
18
a6
28
i
13

B

21
40
54
26
54
49
49
55
38
hh

@ [Gmail - Label: Bankers & _

il Index of [T

|| drexx® LOADSERVER.~

-

¥ 100% £531 °C @ & Mon Oct 2, 16:18 &)



HspSen
& org apache.jasper. serviet JapServiet servical spFilef) spSenvlet
&l org apache. jasper, servielJspServiel servicel) spServit java 2:
f pavax serviel hitp HitpS erviel service{HUpS envet java:853)
at org apache calalina core ApplcationDispatcher invoke{dpplc:
&t o1g apache.catalna core ApplcationDizpatcher dolnclude{4pr
&l 019 apache calalna coie AppicationDispatcher mnchide[Apphc.
at com.opencms. llax cache CmeFlexRequestDispatcher mehds((

>

oy




Windo

[
."'J

LI'."«;

inmac
E.::ﬁ:.—.

Visuglize
seach

OWASP Asia Pacific Conference

25-27 FEB 2009, GOLD COAST, AUSTRALIA

09:00 - 10:45  Conference open & Keynote session:

b - 1215

Web-Based Man-in-the-Middle Attacks

(IBK Rational;
Adli Sharabam

Examining and Bypassing the IE8 XSS Filter

Alex Kou,

13:30 - 14:00 OWASP Panel

‘poration



Attackers use directory traversal attz to read arbitrary files on web servers
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Attacker adds an IFRAME
referencing an “interesting” site

First
presented at

OWASP AP
Conference

Mar 09
Brisbane
Cther servers are not affected

Automatic request sent to the
interesting server

“The well-known 'man in the victim visits a sensitive web site
middle' scenario is-a Form of and then steals information such
passive attack,” explained Adi 35 cookies from his browser.”
Sharabani, manager of security ~ Sensitive sites include those
research for the Rational where you input personal
AppScan team in Israel. "The details, such as Gmail, Hotmail,

hacker sits and waits until the  €Bay, Amazon, banking sites,
and so forth.

IBM Security . IBM Corporation
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Malware on Web Applications

= Malware can be delivered in many
ways:

—  E-mall, IM, network vulnerabilities...

= Today, Malware is primarily
delivered via Web Applications:

—  Aims to infect those browsing the site

— Installed via Client-Side (e.g. Browser) Vulnerabilities &
Social Engineering

= Malicious content can be
downloaded:

—  From the web application itself
—  Through frames & images leading to other websites
—  Through links leading to malicious destinations

= Legitimate Sites Hijacked to

distribute Malware!

—  McAfee, Asus, US Govt Staff Travel Site,
Wordpress.org, SuperBowl, ...

IBM Security © 2008 IBM Corporation
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Hotel Reservation Online Change the reserID to 2001200

Dear MRS am,

As aresult of your reservation 20031959

atthe hotel Le Meridien / Jakarta / Indonesia

for 2 nights (from Jan 23 2007 to Jan 25 2007)

we processed a credit card transaction on Jan 15, 2007,
The credit card transaction was successful.

The details of your transaction are as follows:

Reservation number: 20031958
Card Holder Name: Sam [
CreditDebit Card: xoc-000-000-2196
Expiration Date: 06/2007

Amount: 240.00 3GD

Date: Jan 15, 2007

siled =

You

ease note that this is not an invoice. An invoicewgll be issued 10 days after your check-out date.

Y¥ou can get your invaice following this link.

We hope you will have a nice stay at this hotel !
We are looking forward fo making a new resenation for you !
With our thanks,

[ €

Oore

Li & Internet #1000, -~




Real Example . Parameter Tampering

Reading another user’s transaction — insufficient authorization

v | B hitps Y fwww. S - < ' ot 7rse (D= 2001200&emai=1 vl 8 |[4](x] |Googe 1Rl
e S~—— B - = - [JPage v G Took v

W &) Hotel Beservation Online - Transaction ... y l

Hotel Reservation Online Another customer’s transaction
slip is revealed, including the
email address

Diear Mem—_—— | stin,

As aresult of your reservation 2001200

at the hotel Nikko Resort And Spa/ Bali f Indonesia

far 5 nights (from Jan 18 2006 to Jan 23 2006) G
we processed a credit card transaction on Jan 03, 2006.

The credit card transaction was successful.

The details of your transaction are as follows:

Resenvation number: 2001200

Card Holder Mame: Justin esmmm—m—
Credit'Debit Card: xoo-nee-o00-4638
Expiration Date: 08/2007

Amount: 506.61 USD

Date: Jan 03, 2006

Billed as: HEE_GE
You can print this transaction slip

IS 15 not ani =idvoice will be issued 10 days after your check-out date.
You can get your invoice following this 1

We hope you will have a nice stay at this hote! !

We are looking forward to making a new resenvation for you !
With our thanks,

_— T~ vl
https: /vy I o< oy ?reser ID= 20012008 mal= I Ghotmal cor (¢ @ Internet ®100% -




. Parameter Tam pering Reading another user’s invo

Oc- o

W [lfl Hotel Peservaton Online - Invoice 200, ., l l

- B dah - |ikPage ¥ & Tools

Company
Address 23 T - stralia
Phone 61

RECEIPT/ TAX INVOICE #2001200
Date Jan 30 2006

The same customer invoice
that reveals the address and

| contact number
To . . Justin

Description Nights Rate

Amount

Booking reference 2001200 at hotel :
Mikko Resort And Spa /Bali/ Indonesia

Period :
From Jan 18 2006 to Jan 23 2006 (5 night(s))

Ocean View Room, Breakfast Included
2 adult(s), 0 child(ren), 0 infant(s)

5 138

690.00 AUD

TOTAL AMOUNT

506.61 UsSD

- ]
Card Holder Mame

Credit'Debit Card

Expiration Date

Justin IE——
M00-000-000-4688
0812007

We hope yvou had a nice stay at this hotel !

We are looking forward to making a new resernvation for you !
With our thanks,

The Payment, billed as TIIIEININININIENGNGNNEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE - =ccived by credit card, on Jan 03, 2006, to our account from

[ *

(£

Cone

L8 & Internet

F,100%

-
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Attacks Sophistication vs. Intruder Knowledge

High

Intruder

Knowledge Tools

Low
Attack

Sophistication

1980 1985 1990 1995 2000 2005 Today

{0) IBM Security © 2008 IBM Corporation




DON'T TRY THIS AT HOME!

Broadcast Yourself ™ Home Videos Channels

|app|icati0n hacking | |Vide.:.5 [v][ Searcl

“application hacking” videc results 1 - 20 of about 1,490
Videos Channels Playlists Sort by: Uploaded: Type:

Relevance™ Anytime™ Al

Hacking Internet Banking Applications Added:8 monthe ago

Source: hitp:ivideo hitk.crg/2005.html The general public From F_chﬂ"n“q
sentiment is that the banks, having always been the guardians ... VIEWS 0, 205
h . e
{more)
Q740
| How fo hack pels facebook application sdded:1 year ago
| & oz | clickmore From: Ivimeupto100
= http:rapidshare.comfiles/47T568660/hackpetsfinalwmv Crignal Viewis24, 283
+ video, (much clearer and sounds normal) Easy ... (mors) Lokt
= = 01:48
How to download Hacking Application Added:3 months ago
This video is a part of hitp:/www.youtube. comiwatch Py=_cl-zZkxklg oM ulubevideos00
this video and httpasswww. youtube. comiwatch ?v .. (more) Views:0,607
e e e
02:42
= How to Hack Facebook Added:1 wear ago
= Detailed Instructions Below: Tool needed: Internet Browser (lused M ienyis0s
I e - firefox with google toolbar) Facebook Account Mood ... (more) View s 428,275
e i e e o
* = e 04:28
Hlayllst Kesults Tor apphication hacking
frienster myspace facebook hackers I:_1 a ‘-.-'i-:ieu:ns]
e L 7] | F=———- | Updated: 3 dawvs ago
= : = - =3 Play all From: kizzzha
b=z = — , [ 2} = rom
I = | —Q- videos
[ — = o
hacking frisndster hacking friendster My=pace Account
FPART 1 FPART 2 Hacking
HackKing SQL Server Sdded:1 wear ago
In this presentation at the Jacksonville SQL Server Users Group, Frot _ij_'f‘?g_':'”ﬂ"“
Bayer White plays the part of a developer protecting his ... (mors) Views: 44,917 .
e e e ol D8 IBM Corporation
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Governance & Risk Management

WHY DO APPLICATION SECURITY PROBLEMS EXIST?

= |T security solutions and professionals are normally from
the network /infrastructure /sysadmin side
— They usually have little or no experience in application development
— And developers typically don’'t know or don’t care about security or
networking

= Most companies today still do not have an application

security QA policy or resource

— IT security staff are focused on other things and are swarmed
« App Sec is their job but they don’t understand it and don’t want to deal with it

« Developers think its not their job or problem to have security in coding
- People who outsource expect the 3" party to security-QA for them

= Itis cultural currently to not associate security with coding

— “Buffer Overflow” has been around for 25 years!
— “Input Validation” is still often overlooked.

© 2008 IBM Corporation
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SECURITY TESTING IS PART OF SDLC QUALITY TESTING

Z Collaborative Application Lifecycle Management

SDLC Quality Assurance

Quality Dashboard

Test Management and Execution

N AN

\%

'A -’
Management
| — |
y I Create | Build f Manage) Report A
1
,| Plan ! Tests | n Test Lab , Results y Open Platform

Best Practice Processes

|

SAP
| |

D]
ecurity anc Q

Compliance _
s — homegrown

|

Java Open Lifecycle Service Integrations
| |

| |

| |
unctiona

Testing

Perrormance

. Web Service
Testing

Quality

Quality
| —
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Building security & compliance into the SDLC — further back

S[DIXE

Coding Build QA Security Production

Enable Security
to effectively

drive -
remediation into pEEmm

development DBS iBanking

—

Developers

=i I EEE et I3 -
W] S 3L C) % 6 L D [ oo menig - W 0 B FaGoes ve

Ensure
vulnerabilities
are addressed

| before
_ applications
Developers Provides Developers and Testers afepput into
with expertise on detection and production

remediation ability
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el You need a professional solution to

ldentify Vulnerabilities

i, AppScan 7.5 Demo Scan 1.scan - Watchfire AppScan

File  Edit ¥iew

Scan

Tools  Help

D @ - @ °Scan ~ i) Stop EEManuaIExplore ﬁScan Configuration .Scan Log 9.) m Report s Update

| ,\J Scan is Incomplete

Wiew

a

Security Issues

9

Remediation Tazks

&

Application Data

Gj My Application (53)

=% http://demo testfire net/ (52
..... /(3
cogiexe (1)
----- comment.aspx ()
----- default.aspx
----- disclaimer htm
----- feedback .aspx (1)
----- search.aspe (1)
----- SEMVErSmor aspx
----- subscrbe aspx [3)
----- subscribe swi
----- survey_questions.aspx
+-I25) admin (1)
-5 bank (40)
4.7 images (1)

Meore Information

Amanged By: Severty  Highest on top
|E'{| 53 Security Issues (368 vanants) for "My Application’

= @ Blind SQL Injection (4)
http://demo testfire net/bank./account.aspx (1)
http://dema testfire net/banklogin.aspx (2)
http://demo testfire net/bank Aransaction.aspx (1)
@ Cross-Site Scripting (5)

@ Fommat Sting Remote Command Execution (1)
@ HTTP Response Spltting (1)

O S0L Injection (&)

@ XFPath Injection (1)

S/ Cookie Poisoning SGL Injection (1)

| ,‘i) Mvisoryl 2 FixH.emmmendation| 9’4 Request/Response |

Variant: < lof2 » | Original | abk ,J

Properties

@) Show in Browser [ Report False Positive |- Manual Test € Delete Variant ) Set as Mon-vulnerable

POST /bank/account.aspx HTTP/1.0

Cookie: amCreditOffer=CardType=GoTld&Limit=10000&Inter
Content-Length: 35

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win3z)
Host: demo.testfire.net

Caontent-Type: application/x-www-form-urlencoded
Referer: http://demo.testfire.net/bank/main.aspx

flistAccounts=0%2B0%2B1001160141%2B0

HTTP/1.1 200 0K

Content-Length: 11744

Connection: close

Date: Thu, 05 Apr 2007 15:03:34 GMT
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.MET
X-AzpMet-Version: 2.0.50727
Cache-Control: no-cache

Pragma: no-cache

Fyvnirec= -1

< b

D

.ﬁ' Variant Details | = Screenshot
ID: 5254
Difference:

The following changes were

applied to the orginal request:

» Set parameter list Accounts's

value to "0%2B0%
2B1001160141%2B0

Reasoning:

This test uses several different

HTTP requests in order to verify

the existence of 3 Blind SGL

Injection vulnen:lbllrty The resulting D

[ | ERPN [ S —

Enter additional comments for this  »
vanant.

Visited URLs 108/108

D Completed Tests 14194/141534

ﬂ 53 Security Issues

D1z W4 G2 @9

Jration



win RICh Report Options

44 Regulatory Compliance Standards, for Executive, Security, Developers.

K K- £

Industry Standard Regulatory Compliance Delta Analysis

Detailed Findings

Vuinerable URL: htip/ifake/fake.aspx
Report Type Layout | Total of 2 findings in this URL

Template. | Executive Sun‘lmar{,' M Severity: High Advizory & Fix Recommendation: See Appendix 1
Min. Severity: | O El Test Type: Al A Vulnerable URL: hitp:/fake/fake aspx (parameter = fake)
Remediation:
= Report Content Sanitize user input
Executive Summany (Entire Scan) Variant 1 of 4 [ID=2417]
= D SEGJW lssues Thiz test variant was constructed from the original request by applying the following change(s):
=[] Variants *  Set parameter 'uid's value to “="=<script=alert( Appscan®%20-%20C35%20attack%
[ ] Request/Response 20may%20be%20used’)=/script='
+ Set parameter 'uid's value to "='"==script=alert( Appscan%20-%20C55%20attack%
Egﬁlﬁ;ﬂ:ﬂﬁ —— 20may%20be%20used)</script="
[ ] Screenshots B Requem:
‘bank/1 7uid 1 ks b
= [] Advisories and Fix Recommendations guEEseda§< sgg};tiigisg\lh;:mﬁgEQETE;E?( ?ppmmzu TREfCESRIpaTIackRIImayRaohen
Cookie: ASP.NET_SessionId=3bg3jsupvfrjfoisbphlorgl
D.NEF zust.tberr!
Lol H
DJEEE ECEEEE Lagguﬁge 1%“;250 (. tible; MSIE C.Cj Wind WT £.0)
|:| Remediation Tasks R:{E;regrenhup.,ﬁmm,cba.nu.ng:.u.umm : Zlogin.asps indons
lication Dat
= [] Applic '_0” : = Variant 2 of 4 [ID=2418]
[ ] Application URLs
D Sc:ript B vt This teat variant was constructed from the original request by applying the following change{z):
; +  Set parameter 'uid's value to ='"==script=alert Appscan%20-%20C55%20attack%
[[] Broken Links 20may%20be%20used)</script="
|:| Comments +  Set parameter 'uid's value to "="==script=alert{’Appscan%20-%20C35%20attack
D JavaScripts 20may%20be%20usad”)=/script="
D Cookies Request:
SFT Vhank Mandin ssnvPodd—w"werorrintwsTart £ Anncrand FRoRPACESE 3N+ ar ka3 nma vk dnhey

| Preview || SaveRepot.. || Cose © 2008 IBM Corporation




And Most Important :

=&l Actionable Fix Recommendations

- AppScan 7.5 Deme Scan Lscan - Watchfire AppScan

Eile Edit View 5can  Tools Help

D @ = @ °Scar‘| - &) Stop @Manual Explore KScan Configuration .Scan Laog 9-) Iﬂ Report 6 Update

Miew ﬁ My Application [53) | 15) Scan is Incomplete More Information X
- hitp://demo testfire net/ (53)
..... . A/ (3 Amanged By: Severty  Highest ontop
lﬁ] ----- coiexe (1) ﬂ B3 Security Issues (368 variants) for "My Application’
Security Issues || ;:fmrn;fm.aspx (2) = @ Blind SGL Injection (4) ~
""" . ault.aspx hitp://dema testfire net/bank /account aspx (1)

""" disclzimer htm hitp://demo testfire net/bankJogin asme (2]

e """ feedbacic.aspx (1) hitp://dema testfire net /bank. transaction.aspx (1)

""" search.aspx (1) @ Cross Stte Scripting (5)

Remediation Tasks | ™~ serveremor.aspx @ Fomat String Remote Command Execution (1)

""" subscribe. aspx (3) @ HTTP Response Spitting (1)

A subseribe. sk © SOL injection (5)

r(_{ E; :':j:;"ﬁ;w'"”“m © ¥Path Injection (1)

=2 S/ Cookie Poisoning SQL Injection (1) -

Application Data [T bank (40)
Fix Recommendation g@ Request/Response

[-IC7) images (1)

\\07 Blind SQL Injection

== Fix Recommendation

 General

There are several issues whose remediation lies in sanitizing user input.

By verifying that user input does not contain hazardous characters, it is possible to prevent
malicious users from causing your application to execute unintended operations, such as
launch arbitrary SCL queries, embed Javascript code to be executed on the client side, run
various operating system commands etc.

Itis advised to filter out all the following characters:
(111 (pipe sign)
[2] & (ampersand sign)
[3]; (semicolon sign) I
1| 1 | »

Visited URLs 108/108 || Completed Tests 14194/14154 [ 53Secuitylssues @18 W4 L2 @9

)oration




Governance & Risk Management

THE NEED FOR SECURITY IN SOFTWARE DEVELOPMENT
HAS COME OF AGE ...

1. Secure Software Concepts
Requirements

3.  Secure Software Design
Secure Software Coding
and Implementation
Secure Software Testing
Certified Secure Software Lifecycle Professional 6.  Software Acceptance
Software Deployment,

7.
28 . .
I S‘ SECURITY TRANSCENDS TECHNOLOGY ® Operations, Maintenance

and Disposal
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Governance & Risk Management

Conclusion: Application QA for Security

= The Application Must Defend Itself

— You cannot depend on firewall or infrastructure security to do so

= Bridging the GAP between Software development and Information
Security

= QA Testing for Security must now be integrated and strategic

= We need to move security QA testing back to earlier in the

SDLC
— at production or pre-production stage is late and expensive to fix

— Developers need to learn to write code defensively and securely

Lower Compliance & Security Costs by:

 Ensuring Security Quality in the Application up front
 Not having to do a lot of rework after production

© 2008 IBM Corporation
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CRTEVEIAT & SN MRS
WEB APPLICATION SECURITY

YOUR LAST LINE OF DEFENSE

Thank You

Anthony LIM

MBA CISSP CSSLP FCITIL
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